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Abstract:
Nowadays security system is being with more important issues. In modern science, technology is updated day by day and we are getting insecure in our daily life. Through this project, a digital signature authentication security system has been designed to protect the bank from unauthorized access. In this paper, we are producing the most efficient and productive security system based on digital signature authentication using the asymmetric key cryptography algorithm and token-based encryption. In this project, we are using public and private keys for encryption and decryption data with the hash function and also provide digitally signed data, RSA algorithm to encrypt the data. The receiver will send a certificate and confirmation request to the sender to verify the certificate and the sender will send an OTP via phone through the Internet to authenticate the receiver. All of these works are producing a good and valuable security system in the banking sector.
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