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ABSTRACT

The base of Networking is Routers, Switches, and Wireless Access Points. Routers,
Switches, and Wireless Access Points have managed very various functions in a network.
Switch: Switches are the most office networks. A switch performs as a controller,
connecting computers, printers, and servers to a network in an office or a campus. Router:
A router serves as a dispatcher. It illustrates data being sent over a network, picks the best
route for data to explore, and sends it on its path. Router defends information from security
threats and can even determine which computers get the advantage over others. Depending
on my security requirements, you can pick a router with a Firewall, a VPN (Virtual Private
Network), an IP (Internet Protocol) communication system. Wireless Access Point: An
Access Point (IP) permits devices to join the wireless network without wires. A wireless
network executes it to get new devices online and gives flexible help to mobile work. An
access point behaves like an amplifier for your network. While a router gives the
bandwidth, an access point increases that bandwidth so that the network can assist several
devices, and these devices can access the network from a remote away. MikroTik OS is
supposed for a network router. These functions include IP Addressing, Firewall & NAT,
Routing, Bandwidth Limiter, Point to Point Tunneling Protocol, DNS server, DHCP server,
Hotspot, and many alternative features are constructive for our life-style. Throughout this
sector, we'll notice Cisco, MikroTik, Cabling, etc. Network devices square measure

connected to computers, peripherals devices.
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CHAPTER 1

INTRODUCTION

1.1 Introduction:

Networking is assigned to as connecting computers and other (networking) devices
electronically to distribute information. Resources such as files, applications, printers, and
software are general information distributing in Networking. Networking's benefits can be
seen sharply in terms of security, ability, manageability, and cost-effectiveness as it
provides help to users in a wide range.

1.2 Motivation:

I am at present staying the final semester of my Bachelor's Degree program in CSE. I take
my Internship at AAMRA Network Limited because I noticed that the AAMRA Network
Limited should overcome each customer satisfaction & service of their excellent
reputation. AAMRA Network Limited is now a well-known and so-called Internet Service
Provider (ISP) in Bangladesh. The growing demand for skilled manpower in the
networking sector. The government of Bangladesh has a plan to spread broadband internet
in rural areas and deploy optical fiber networks at the union level. Last but not least, I like
Networking.

1.3 Objective:

Resource distribution is the principal objective of the computer network. The aim is to
produce all the programs, data, and hardware is available to each on the network except
concerning the physical position of the resource and the users.

= Improve my existing skill in Networking.

= To learn specific techniques of Networking.
= [t can work with others in the workplace.

©Daffodil International University



1.4 Future Scope:

= (Can Design & implement LAN, WAN.
= Be able to solve the different problems which are related to Routing.
= QGet skilled in Network Security.

1.5 Layout of the Report:

This report explains the networking introduction, motivation, objective, future scope, and
report layout in the first chapter.

Moreover, the second chapter discusses my internship company profiles.

Next to that, in the third chapter, I explain my Internship daily tasks with training events
and scheme tasks and activities.

Chapter four: In closing, I described the Conclusion about the platform CISCO and
MikroTik's future opportunity.
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CHAPTER 2

COMPANY PROFILES

2.1 Introduction to AAMRA Network:

Over the last decade, AAMRA networks limited (formerly Global Online Communications
Limited) has continuously supplied its customers with the new IT connectivity solutions.
Our customers should rely on our ability to have reliable and trustworthy solutions for
communication. We also assured that our consumers have had the least difficulty with their
IT connectivity efficiency with the latest-in-class backbone and base. This has in fact
ensured us a definite list of clients with blue chips. If it is necessary for the company to use
the Internet and related value added services, Corporate Bangladesh has only one clear

option, AAMRA.

More than - 327 workers with diverse backgrounds and skills hire AAMRA networks
Limited (ANL). With eight years of experience, ANL will reliably analyze evolving client

needs constantly, providing the most inclusive and open IT services possible.

With expenditures - 30 percent of its R&D spending, ANL puts great emphasis on selecting
the new technologies rapidly. The organization also aims to handle goods and facilities of

international quality.
Over the past eight years, ANL has sponsored ISO 9001 2008 certification.

It is one of AAMRA Corporations' eleven businesses. The Bangladesh Group has invested

in a number of fields such as ICT, Textile and Living. From 1985 to now.

2.2 Services:

©Daffodil International University



They are high-density broadband networks that offer quicker internet and dedicated
bandwidth to aid organizations with mission-critical applications that need guaranteed

bandwidth efficiency to support data, video, and internet applications.

AAMRA NETWORK's services are:

Bandwidth:: - 1. Internet. 2. WAN
Infrastructure:: - 1. Data Connectivity. 2. MPLS. 3. IT Infrastructure Management

VAS:: - 1. Video Surveillance. 2. Office Suite. 3. Video Conferencing. 4. Colocation

Service. 5. Business E-mail and Hosting Solutions

Software:: - 1. Office Management System. 2. Network Monitoring Solution. 3. Hosted
Anti-Spam Firewall

2.3 Vision:

Unlimited excellence and creativity the power of “WE.”

2.4 Mission:

Enabling the best available products, programs and practices for our clients, staff,

stakeholders and communities.

©Daffodil International University



CHAPTER 3

ACTIVITIES OF INTERNSHIP

3.1 Monthly Tasks and Activities:

In the first month: my Internship at AAMRA Network Limited, I have learned and Practice

the following topics:

. Learning the primary Network materials for knowledge.
. Learning the Basics concept of the CISCO.

. Learning the Basics concept of the MIKROTIK.

. Knowing about various types of routers.

. How the routers operate.

. Idea of IP Addressing.

. Idea of IP Subnetting.

~N N D kA W =

In the second month: I have learned and Practice the following topics:

. Learning about routing protocols.

. Learning about Administrative distance.
. Learning about RIP basic.

. Learning about RIP configure version 1.
. Learning about RIP configure version 2.

. EIGRP Configuration.

~N N »n B~ WD =

. Static routing Configuration.
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In the third month: I have learned and Practice the following topics:

1. Installation of MikroTik with Winbox.
2. Features of MikroTik.

3. Learning about the DHCP server.

4. DHCP Server Configuration.

5. NAT.

6. Routing.

In the fourth month: I have learned and Practice the following topics:

1. Learning about Windows servers.

2. DNS server Configuration on the Windows server.
3. Learning about Wi-Fi.

4. Wi-Fi Configuration with TP-LINK.

3.2 IP Addressing and Subnetting:

¥

Figure 3.1: IP

3.2.1 IP Addressing:

An Internet Protocol address (IP address) is a logical address and allotted to each device

connected to the network that uses the Internet Protocol for communication. An internet

protocol (IP) address serves 2 main functions that area unit host or network interface

identification and location addressing. The IP version four (IPv4) defines the associate IP

address as a 32-bit range. Due to the internet's continuation and the decrease of accessible
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IPv4 addresses, a replacement version of an internet protocol is available IPv6, using 128

bits to the IP address.

Table 1: Classification of IP Addresses.

Class First octet | Default Prefix Number of | Number of
Decimal Subnet Musk Networks Hosts
Range

A 1-127 255.0.0.0 /8 126 1,67,77,214

B 128 — 191 255.255.0.0 /16 16,382 65,534

C 192 — 223 255.255.255.0 | /24 20,97,150 254

D 224 — 239 Multicast Address

E 240 — 256 Research/Experimental

3.2.2 Subnetting:

Creating a subnet permits you to limit the amount of routers that network traffic should

suffer. AN engineer can effectively produce smaller mini-routes inside a bigger network to

permit traffic to travel the shortest distance potential. Organizing a network in AN efficient

is crucial for giant corporations and people companies seeking to expand technologically.
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192.168.1.0/27

Subnet Musk = 255.255.255.224

Metwork =2"=2'=8 (n=27-24 = 3)

Block Size = 2" = 2° = 32 = Total Host (n = 32-27 = 5)

Usable Host =Total Host -2 =32 —2 =30

Network Host B/A
192.168.1.0 1—30 31
192.168.1.32 33— 62 63
192.168.1.64 65> — 54 95
192.168.1.96 97 — 126 127
192.168.1.128 129 —158 159
192.168.1.160 161 —190 191
192.168.1.192 193 — 222 223
192.168.1.224 125 — 254 255

Figure 3.2: Class C Subnetting

3.2.3 Routing Protocols:

Routing protocol means that to exchange routing data and reachability from one hop to a

different with one another. It suggests that some rules that distribute data and alter
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themselves to pick out routes between one another. Some samples of routing protocol are
EIGRP, OSPF, RIPv1, RIPv2, etc. There are a unit 2 routing protocol has used. It is static
or dynamic. In a static algorithm, it needed to assign IP manually, and in dynamic Routing,
it doesn’t need to assign IP dynamically. To search out the best path for transport data many
algorithms are utilized in routing protocols. Like distance-vector, path vector, link-state,

etc.

ROUTING
y y Y
DEFAULT DYNAMIC
STATIC ROUTING ROUTING ROUTING
INTERIOR EXTERIOR
GATEWAY GATEWAY
PROTOCOL PROTOCOL
DISTANCE LINK STATE HYBRID
VECTOR ROUTING ROUTING PATH VECTOR
ROUTING
RIP OSPF EIGRP BGP
IGRP IS-1S

Figure 3.3: Routing Protocols
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3.3 CISCO:

sl o],
CISCO

CISCO produces a network that can securely and dependably manage all types of traffic,
everywhere the entire network, covering virtually whatever media, while producing

consistent service delivery to each user.

3.3.1 RIP:

Routing Information Protocol (RIP) is a generally used routing protocol in short to medium
TCP/IP networks. It is a static protocol that applies a distance-vector algorithm to compute
routes.

The meaning of RIP is the Routing Information Protocol. RIP is a protocol applied by
routers to interchange routing information on a network. Its basic functions are to

1. Manage the most effective way to route data on a network and

2. Suspend routing loops.

©Daffodil International University
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2.0.0.2 i ! 3.0.0.1
T 1841
Router0
MNw 2.0.0.0 Nw 3.0.0.0
Se0/0/1
Se0/0/0 3 ofofz
2.0.0.1 Nw <. 0. 0.0 x_ -
y ==
1 -J'"f_" = Se0/0/0 [
e
18k1 Fao/o
Fa0/0 1da1  Se0fof1 40.0.2  podRer2 5.0.0.1
1.0.0.1 Rofftert 4.0.0.1 'lie -
r ]
1.0.0.2;' - 5.0.0.2
PC-PT PC-PT
PCO PC1
Figure 3.4: RIP in CISCO
Features of RIP:

1. Updates of the network are interchanged regularly.

2. Updates (routing information) are continually broadcast.

3. Complete routing tables are posted in updates.

4. Routers constantly trust routing information collected from neighbor routers. This is too

recognized as Routing on rumors.

3.3.2 Configuration Of RIP Version 2:

Hybrid routing Protocol

Based on rip V1

Multicasts to disseminate routing information 224.0.0.9
Supports triggered update.

Supports VLSM

YV V V V VYV V

Others are same to rip V1

©Daffodil International University
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RIP V2 Configure:

Router#configure

Configuring from terminal, memory, or network [terminal]?
Enter Configuration commands, one per line. End with CNTL/Z.
Router(config)#interface serial 0/3/0

Router(config-if)#-ip address 10.0.0.1 255.0.0.0
Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/3/0, changed state to down
Router(config-if)#exit

Router(config)#interface fastEthernet 0/0

Router(config-if)#ip address -192.168.10.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state
to up

Router(config-if)#exit

Router(config)#hostname Router-1

Router-1(config)#exit

Router-1#

%SYS-5-CONFIG _I: Configured from console by console

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/3/0, changed state to up

Router-1#configure terminal

Enter Configuration commands, one per line. End with CNTL/Z.
Router-1(config)#interface serial 0/3/0
Router-1(config-if)#clock rate ? Speed (bits per second)

Router-1#configure terminal

Enter Configuration commands, one per line. End with CNTL/Z.
Router-1(config)#router rip ?

<cr>

Router-1(config)#router rip
Router-1(config-router)#version 2?

<1-2>

Router-1(config-router)#version 2
Router-1(config-router)#network 10.0.0.0
Router-1(config-router)#network 192.168.10.0
Router-1(config-router)#exit

©Daffodil International University 12



Router-1(config)#exit

#interface FastEthernet0/0

#ip address -192.168.20.1 255.255.255.0

duplex auto
speed auto

#interface FastEthernet0/1
#no ip address

duplex auto

speed auto

#shutdown

#interface Serial0/0/0

#no ip address

#clock rate 2000000
#shutdown

#interface Serial0/0/1
#no ip address
#clock rate 2000000
#shutdown

#interface Serial 0/1/0
#ip address -10.0.0.2 255.0.0.0

#interface Serial0/1/1
#ip address -172.16.0.1 255.255.0.0
#clock rate 64000

#interface Ethernet1/0
#no ip address

duplex auto

speed auto
#shutdown

#interface Ethernetl/1
#no ip address

duplex auto

speed auto
#shutdown

#interface Ethernet1/2
#no ip address

duplex auto

speed auto

©Daffodil International University
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#shutdown

#interface Ethernet1/3
#no ip address

duplex auto

speed auto

#shutdown

!

#interface Vlanl

#no ip address
#shutdown

!

#router rip

#version 2

#network 10.0.0.0
#network 172.16.0.0
#network 192.168.20.0
!

#ip classless

!

#ip flow-export version 9
!

router-2#configure terminal

Enter Configuration commands, one per line. End with CNTL/Z.

router-2(config)#router rip
router-2(config-router)#version 2
router-2(config-router)#network 10.0.0.0
router-2(config-router)#network 172.16.0.0
router-2(config-router)#network 10.0.0.0
router-2(config-router)#network 192.168.20.0
router-2(config-router)#exit

#interface FastEthernet0/0

#ip address -192.168.30.1 255.255.255.0
duplex auto

speed auto

!

#interface FastEthernet0/1

#no ip address

duplex auto

speed auto

#shutdown

!

#interface Serial0/3/0

#ip address -172.16.0.2 255.255.0.0
!

#interface Serial0/3/1

©Daffodil International University
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#no ip address

#clock rate 2000000
#shutdown

!

#interface Ethernet1/0
#no ip address

duplex auto

speed auto
#shutdown

!

#interface Ethernetl/1
#no ip address

duplex auto

speed auto
#shutdown

!

#interface Ethernet1/2
#no ip address

duplex auto

speed auto
#shutdown

!

#interface Ethernet1/3
#no ip address

duplex auto

speed auto
#shutdown

!

#interface Vlanl

#no ip address
#shutdown

!

#router rip

#version 2

#network 172.16.0.0
#network 192.168.30.0
!

ip classless

!

ip flow-export version 9

3.3.3 EIGRP Configuration:

The enhanced internal gateway routing protocol (EIGRP) is an enhanced variant of the

internal gateway routing protocol (IGRP) developed by CISCO.
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YV V V VYV

YV V.V V V V V V V VYV V

Cisco proprietary.

Hybrid routing protocol.

Based on IGRP.

Communication among the EIGRP routers are handed by RTP reliable transport
protocol.

Best path are selected using dual (Diffusing update algorithm.

Fast convergence.

Loop free topology

Support VLSM.

Auto and manual route summarization by default auto summarization.
Support IP, AppleTalk.

Metric used Bandwidth, delay, load, reliability MTU.

Multicast and incremental update multicast address.

Neighbor table.

Hallow Message after 5 sec.

K Values (Means Metric).

New Cluster Haove Object Set Tiled Background

T L PC-PT
# PC-PT
= iy s -
PC1
192.168.30.2/24 192.168.30..
192.168.10.2/24 192.168.10.3/24 22 324
, JoR
Time: 00:15:07 | Pewer Cycle Devices Fast Farward Time Realtime
Fire Last Status Source Destination Type Color  Time(sec) Periodic
- oy = ] \ " D scenaric o
wled 1 LA Al glrallvalcalcal =16
: New || oeiee
E”‘-s‘i < * |  Toggle PDU List Window
Copper Straight-Through ] <
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Figure 3.5.1: EIGRP in CISCO Packet Tracer

- Cisco Packet Tracer Student - o IEN

10S Command Line Interface

Press RETURN to get started!

Router>enable

Router#

Routerfconfigure terminal

Enter configuration commands, one per line. End with

CNTL/Z. B
Router (config) #interface fastethernet 0/0 y
Router (config-if) #ip address 152.168.10.1 255.255.255.0 &
Router (config-if) #no shutdown

Router (config-if)#
$LINK-5-CHANGED: Interface FastEthernet0/0, changed state
to up

PCO 1
192.168.10.2/24 192.168.10.3/24 SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up
< Router (config-if) & v (o)
Time: 00:06:47 ] Power Cycle Devices Fast Forward Time | Copy ¥ | Realtime
=5 o Time(sec) Periodic
5 -t - l@ 1 sy T . l L e
"SSP E

& e T New | e |

AJeFe > | | Toggle POU List Window

Copper Straight-Through 2 o - L.d

Figure 3.5.2: EIGRP Configuration with CLI command 1

Cisco Packet Tracer Student

| Physical | config | Cul

10S Command Line Interface

Router (config-if) #no shutdown [

Router (config-if)#
SLINK-5-CHANGED: Interface FastEthernet0/0, changed state
to up

$SLINEPROTO-S5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up

“%
Router (config-if)#exit
Router (config) #interface serial 0/0/0
Router (config-if) #ip address 192.168.20.1 255.255.255.0
Router (config-if) #clock rate 128000 g
Router (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial0/0/0, changed state to
down

Routex (config-if) #exit

Router (config) #exit

Router#

%5YS-5-CONFIG_I: Configured from console by console

<« Router#copy running-config surtu_p-}onfig
Time: 00:08:20 | Power Cycle Devices Fast Forward Time l
L 2 |

PTE8Z )P ) D) E) B

- < 2| I e
g’ ,E‘ Copper Straight-Through TM:PDUL‘WE#M

Figure 3.5.3: EIGRP Configuration with CLI command
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Cisco Packet Tracer Student

Physical | Config = Desktop | Software/Services

IP Configuration

1P C g
) DHCP ® static M
1P Address
Subnet Mask 255.255.255.0
Default Gateway  [192.168.10.1 |
DNS Server

192.168.10.3

IPv6 Configuration
O DHCP O Auto Config @ Static
1Pv6 Address

Link Local Address FE80::2D0:BCFF:FE19:6EC4
IPv6 Gateway
1 —
PC-PT PC-PT IPv6 DNS Server
PCo PCL

152.168.10.2/24 192.168.10.3/24

<
Time: 00:14:31 ] Power Cycle Devices Fast Forward Time

Come O OB E
AgeTe

VEEE

Copper Straight-Throuah oS L4

G0 10-5eTIRGS 10 acuval -

Figure 3.5.4: EIGRP Configuration manual

Cisco Packet Tracer Student =

Command Prompt [ x |

Packet Tracer PC Command Line 1.0
PC>ping 192.168.30.2

Pinging 192.168.30.2 with 32 bytes of data: b0, 1124

Request timed out.

Reply from 192.168.30.2: bytes=32 time=Tms TTL=126
Reply from 192.168.30.2: bytes=32 time=7ms TTL=126
Reply from 192.168.30.2: bytes=32 time=8ms TTL=126

Ping statistics for 192.168.30.2:
Packets: Sent = 4, Received = 3, Lost = 1 (25%

loss),
Approximate round trip times in milli-seconds:
Minimum = 7ms, Maximum = 8ms, Average = Tms !
.

PC>

. [©
; _— Realtime
Fire  Last Status Source Destination  Type "c:pl;‘;g Time(sec) Periodic

= ) 55 7 M |
et 3] & 7] 5] 7]
deFe

Copper Straight-Through

Figure 3.5.5: Ping test in command Prompt
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3.3.4 Static Routing Configuration:

» Cisco Packet Tracer -olB

7 192.168.1.4
i
1
wo216823 ] W83
Static Routes
Network 192.168.3.0
Mask 255.255.255.0
Next Hop 192.168.1.4
Add
Network Address
192.168.3.0/24 via 192.168.1.4
’ T PC-PT PCPT
PC-PT PCPT
= PC1 P2 Pc3
192.168.2.7 192.168.2.9 192.168.3.5 192.168.3.7
<
Time: 00:14:42 | Power Cycle Devices Fast Forward Time Equivalent 105 Commands
~
L 2 153 (— \ N S ) B )
“u > | fl /1 ol‘ |/| ey 6 5"’ 5 | / mn-::::!’:;ﬁ;‘:::n 182 168_3.0 285_288_ 385 0 194
2o = I R : - Routesiconfig) s G T
deFe | -
Choose Connection Type
Figure 3.6.1: Static Configuration 1

® Cisco Packet Tracer -0l

Static Routes

= s Network 192.168.2.0
L A  RoutiNg Mask 255.255.255.0
b _ Static Next Hop 192.168.1.2

Network Address
192.168.2.0/24 via 192.168.1.2

L
£ T PC-PT PC-PT
g S

192.168.2.7 192.168.2.9 192.1683.5 192.168.3.7

< L
Time: 00:15:23 | Power Cycle Devices Fast Forward Time

r— S — e — Eguivslent 105 Commands
— g [?' [7J @ \/‘ L‘_a $ @ [?1 / Routes (config-if) baxit

Routex iconfig) #ip route 197.169.2.0 755.755.755.0 1

i
Routez (config) ¢
deFs | ! R

Figure 3.6.2: Static Configuration
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® Cisco Packet Tracer - a

A= "2 B S nTN00 O

L [Root] New Cluster  Move Object Set Tiled Background Viewpor

192.168.1.2 192.168.1.4
b e =]
R R 1
192.168.2.3 Hamas IP Configuration [ x]
IP Configuration
D DHCP ® static
IP Address 192.168.3.7
29808 24 Subnet Mask 255.255.255.0

- Default Gateway 192.168.3.3

DNS Server

IPv6 Configuration

s 7 PC-PT PC-PT
PC-PT PC-PT .
PCO PC1 pPCc2 PC3 DHCP Auto Config @ Static
162.168.2.7 192.168.2.9 192.168.15 19216837 1Pv6 Address /
Link Local Address FEBO::207:ECFF:FEEE:80E8
i IPvé Gateway
<
Time: 00:12:25 ] Power Cycle Devices Fast Forward Time NSNS S e
it = 5 B
= . m ot 7 '/ / -' / Er 5 $‘i- 5 / d - Y Woutery o TO0Y W L)
Comecions ] 3 > oo D
E 34‘5 Toggle PDU List Window | | _

Figure 3.6.3: Static, IP Configuration

3.4 MikroTik Router Features and Configuration in Winbox:

MIKROTIK is a Latvian company that was established in 1996 to improve routers and
wireless ISP systems. MIKROTIK presently produces hardware and software for Internet

connectivity in the most general of the countries approximately the world.

3.4.1 Features and Interface of MikroTik Router:

Winbox is a small utility that permits the administration of MikroTik Router-OS using the
speedy and simple -GUI. It is the native Win32 binary but can be worked on Linux and
MacOS-(OSX) using Wine. Every Winbox interface functions are as near as likely

mirroring the console functions, that is why there are no Winbox regions in the manual.
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B hafizG182.160.112.242:8000 (MikroTik) - WinBox v6.46.1 on CCR1036-12G-45 file)
Session Settings Dashboard

Seancn

182150,

Gatenay
182 160 112 241 rmachable Wan_tidge

#0000/ 202 64,4353 rmachable aher2 )

P 182 160.112.2... Wan_Endge reschstie o 182160112 ...
P 152 165850/, LAN Bridge reachabie o 192168881

P 20284.43.52/ . ctheiZ reachabie (] 202844354

Figure 3.7.1: Feature of MikroTik
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Figure 3.7.2: Interface of MikroTik
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& nahz@1EL 1601122426000 (Mikro lik) - Winbox vb.40.1 on CLR1U30-1206-4) (tile) - u A
Session Settings Dashboard

©| ¢a| | Sofe Made | Session:[182.160.112.2428000

A Ouck Set

T CAPsMAN Bidge Pots VLANs MSTh Por MSTOverides | Fiter NAT Hosta MDE
| intedaces 1 T

I Vireless [Horzon | Tasted [Prorty .. [PathCost |Role [RoctPat.. | v
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l» DatIX
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@ New VinBox
B
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Figure 3.7.3: Bridge Interface of MikroTik
© hafiz@182.160.112.242:8000 (MikroTik) - WinBox vB.46.1 on CCR1036-12G-45 (tile) L a x

Session Settings Dashboard

][] [sootos | Sevien]

82160112 242.8000 nE

& Quick Set
% CAPMAN Smole Queuss | eface Queves Queue Tree  Guete Types

[#][=][ ][] [7] [0 et Conrters || 00 Reset Al Courvers [Fiad
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0.__@m 1921688 100M___ .J00M_
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2Zitems |08 queued 0 packets queved

Figure 3.7.4: B/W Control of MikroTik
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3.4.2 DHCP Server:

The Dynamic Host Configuration Protocol (DHCP) is applied for the simple configuration
of IP addresses in a network. The MikroTik Router-OS implementation combines both

server and client sides and is compliant with RFC 2131.

B haf2@182.160.112.242:8000 (MikroTik) - WinBox v6.45.1 on CCRID36-126-45 (tle) - a8 x
iession Settings  Dachboard
9[cx] [ Sofe Mode | Scasion:[162.160.112.262:8000 e
U Quck St =/ 3]
5 CAPsMAN bteace |rteface Ust Bhemet EolP Tumel [P Tunnel GRE Tumel VLAN VRAP Bondng | LTE
9 tarfaces -
L Wisless Neme [Actual MTU_[L2MTU [T I3 T Packet fp/s)_ Fa Packet p/s) (FRTx 7 R FP Ta Facket f/s] |FF Rx Packet p/s) -
22 Budge R ALAN Brdoe 500 1560 Dbpe 28¥bp [ 1 Tbos bpe [] 0
< R 1580 1593 kbps 83kbp 5 3 Obes 53 by [ gE}
=aFrP RS eretnert 500 1580 199 3ktps 33kt o 199 3ke0 53 kb ] 3
o8 Mesh R 1500 1580 Dbps 31 5kbp .| Obos 1.5 kb 0 0
=z L5 e 1500 1580 Dbps 0bp 0 [ Qbos Obp 0 0
= " lrs « 1500 1580 Obps 0bo: Obos Obps 0 0
wPLs il 1 1530 Dbps Obps. Obps o o
e ke - i B i = : :
5: 0ol b Address: [192.168.38.0.24 L 0
& System RS 1 0
- B 0 e e — Gateway: (192168881 | & 2
B Floo H =] [l ¥ Netmask - o
i s 1 Ho DNS o
150 [Adcress Gatewsy Dis s 0
. ArDS 1501 | 192,168 98.0/24 TORAGRONNI 20278 ONS Servers: (202742403 | % 0
€ Toda . ozrazias |4 H
I o e 8888 4
i Dat1x 5
Wi Domain -
© Parion WINS Serves + o
3 Mike Suwout NTP Servens &
@ Vorual CAPS Managens + =
@ Now WeBos + Al [T
g B S 3 N Adrosses Nt Poci -
B & Boot Fie Name = pohep_poold 192 168382132 16883 254 e
e (1 seeced) DHCP Optiors P
DHCP Option Set =
=
1B temn

Figure 3.8: DHCP Server

3.4.3 IP Address Assign:

Firstly, open Ip > Addresses dialog; Click on the ‘+’ button, a new dialog will be open;
Enter IP address -192.168.88.1/24 select interface local from the drop-down list and click
on OK button;

©Daffodil International University

23



A Duick Set ARF
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|8 Interfaces Addresses

i Wireless Chilud

S5 Bridge =P Clieri
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Figure 3.9: IP Address Assign
3.4.4 NAT:

Network Address Translation (NAT) is the Internet standard that permits hosts on Local
Area Networks (LAN) use to one set of IP addresses for internal communications and

another set of IP addresses for external communications.
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Log dowly.
Log Prefc g Diable
To Pors ~ o
Cony
Ferove
Feset Courtera
Flset Al Courters
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Figure 3.10: NAT

3.4.5 Routing:

Figure 3.11: Routing

3.5 DHCP and DNS Server Configuration with Windows Server 2016:

Microsoft proceeds to put out Technical Previews of Windows Server 2016 with as-yet-
unseen features. The most modern Technical Preview, TP3, launched a number of unique
features, such as Docker integration and Windows Server Containers, by improvements to
features introduced in former previews. It more produces new security abilities such as

Shielded VMs, which defend virtual machine objects in a multitenant environment.

3.5.1 DHCP Server Configuration:

The DHCP Server is a network server that automatically produces and assigns IP addresses,

default gateways, and the other network parameters to client devices. It relies on the
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conventional protocol identified as Dynamic Host Configuration Protocol (DHCP) to

return to broadcast queries on clients.

WELCOME TO SERVER MANAGER

B Local Server
& Al Servers
AD DS

W§ File and Storage Services B

o Configure this local server

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups: 1 | Servers total: 1
== File and Storage
1 i g g 1
Services
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results
Figure 3.12.1: DHCP Server Configuration in Windows server
fE= Add Roles and Features Wizard — m} b e Help
Select destination server SE :
Dashboard SRt foe
Local Server . - N
Before You Begin Select a server or a virtual hard disk on which to install roles and features.
All Servers =
e Installation Ty Select a server from the server pool
p— O Select a virtual hard disk
File and Storag
Server Rolas Server Pool
Featuras
Filter:
MName IP Address Operating System
hafiz.white.com 192.168.0.100 Microsoft Windows Server 2016 Essentials
Hide
1 Computer(s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Services Services
Performance Performance
BPA results BPA results
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Figure 3.12.2: Select destination server

Server Manager * Dashboard = Manage  Tools
wetcoms 10 seRveR MANAcER
B Local Server s Add Roles and Features Wizard — O $%

All Servers

AD b Select server roles DESTINATION SERVER

nafzwnite com
® File and Storagsg

Before You Begin Select one or more roles to install on the selected server.

Installation Ty

Roles Description

[ Active Directory Certificate Services Dynamic Host Configuration

Active Directory Domain Services (Installed) Protocol (DHCP) Server enables you
Active Directory Federation Services to centrally configure, manage, and
Active Directory Lightweight Directory Services provide temporary IP addresses and
Active Directory Rights Management Services related snforrmation o e

DHCP Serve computers. Hide
DNS Server

Fax Server

File and Storage Services (4 of 11 installed)
Hyper-V

Network Policy and Access Services

Print and Document Services

Remote Access

Rermote Dasktop Services

Volume Activation Services

Web Server (II5)

Windows Deployment Services

Windows Server Essentials Experience
Windows Server Update Services

DHCP Set

Confirmation

DO0000DODOmO0RO00

Figure 3.12.3: Select server roles

@ Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

Local Server fE Add Roles and Features Wizard e O >

All Servers

DESTINATION SERVER

AD DS Installation progress nafiz whice com
WE File and Storage

Wiew installation progress
@ Festure installation

Installation started on hafiz.white.com

DHCP Server
Remote Server Administration Tools
Role Administration Tools Hide
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
E¥  page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Figure 3.12.4: Installation progress

©Daffodil International University

27



Server Manager * Dashboard

Manage  Tools

Dashboard WELCOME TO SERVER MANAGER

B Local Server {2 Add Roles and Features Wizard O w

All Servers

i AD DS DHCP Server DESTNhAT\ON SERVER

afizwhits.com
ii File and Storage

Refore You Begin The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
= and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
server selection configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Installation Typ

Server Roles

Features Things to note:

* You should cenfigure at least one static IP address on this computer.

Confirmation = Before you install DHCP Server, you should plan your subnets, scapes and exclusions. Store the plan Hide
in a safe place for later reference.

Figure 3.12.5: DHCP server

— =1 =
le Action View Help
o Al:aNEY | B
. bHCP Contents of DHCP Status Actions
5 hafizwhite.com 5 hafizwhite.com DHCP -
~ 5 IPva
(23 Server Options Mare Actions 3
(5] Policies New Scope Wizard
[# Filters
~ Gy IPvE IP Address Range
(24 Server Options You define the scope address range by identifying a set of consacitive |P addresses

r—Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distributes.

Start |P address: |172. % .0 .1

End IP address 17216 . 0 254

—Corffiguration settings that propagats to DHCP Client

Length: | 24 _,;'
Subnet mask |255 255 255 . 0

< Back Next > Cancel

Figure 3.12.6: IP Address Range
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£ DHCP
File Action View Help

Y

# DHcp Contents of DHCP Status Actions
» @ hafizwhite.com & hafizwhite.com DHCP
v g 1P
(.3 Server Options Mare Actions
&l Policies New Scope Wizard
» [ Filters
~ G IPvE Router (Default Gateway)
_‘:ﬂ Server Options You can specify the routers, or default gateways. to be distributed by this scope.
To add an IP address for a router used by clients, enter the address below.
IP address
[T~ Add |
1721601 Remove |
Up I
Diown I
< Back Mendt > Cancel
Figure 3.12.7: Router (Default Gateway)
le Action View Help
b | = =
DHCP Contents of DHCP Status Actions
5 hafizwhite.com 5 hafizwhite.com DHCP
~ G IPvd
(.3 Server Options More Actions
[l Policies New Scope Wizard
> [# Filters
~ G IPvE WINS Servers

(4 Server Options

Computers running Windows can use WINS servers to convert NetBIOS computer
names to IP addresses

broadeasts to register and resolve NetBIOS names

Server name: IP address:

Type, in Scope Options

172.16.0.1 |1 Add

Resolve I 172.16.0.1 Remowve
Up
[ |

To change this behavior for Windows DHCP clients modify option 048, WINS/MET Node

Entering server P addresses here enables Windaws dlierts to query WINS before they use

< Back MNext >

Cancel

Figure 3.12.8: WINS Server
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. Action View Help

== =|HE 2
DHCP Contents of DHCP Status Actions
L gf';“":'te'mm 5 hafizwhite.com DHCP -
~ v
3 Server Options Moare Actions >
&) Policies New Scope Wizard
#| Filters
v B P Completing the New Scope

3 Server Options Wizard

clicking on configure fallover

To close this wizard, click Finish.

< Back

You have successfully completed the New Scope wizard

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope an

Figure 3.12.9: Completing message

3.5.2 DNS Server Configuration:

The DNS- (Domain Name System) is a central portion of the internet, presenting a way to

match names 'a website you're seeking' to numbers 'the address for the website.! Anything

joined to the internet laptops, tablets, mobile phones, websites has an Internet Protocol (IP)

address assigned up of numbers.
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g = Add Roles and Features Wizard

o]
ary DNS Server
AD
JH Before You Begin

Sile] Installation Ty

Server Selection

Server Roles

DESTINATION SERVER
hafizwhite.com

Domain Name System {DNS) provides a standard method for associating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using sasy-to-remember
names instead of a long series of numbers. In addition, DNS provides a hierarchical namespacs,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS senvices
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

= DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network., If you are Hide

installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

File Action View Help

BPA results BPA results

Figure 3.13.1: DNS Server Configuration in Windows server

= = | 6 = EE® [Tasks =]
£ Dhs Narne i
8 Harnz El-arz &

w

ctivation

Figure 3.13.2: DNS Manager
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, £, DNS Manager

File

Action  View Help

== =F | HmE 8§ 8&

|

oFl> 2 0

)

2 DNS

HAFIZ

| Forward Lookup Zones

_msdes.white.com
white.com

| DomainDnsZones
| ForestDnsZones
Reverse Lookup Zones
Trust Points
Cenditional Forwarders

L e L

Add a New Zone

The Demain Name Systermn (DNS) allows a DNS namespace to be divided into zones. Each zone
stores infermation about one or more contiguous DMNS domains.

To add a new zone, on the Action menu, click New Zone.

TASKS

Figure 3.13.3: Add New Zone

£ Eh&l ‘ﬁ“_'n_n.‘,

v R O =
MNew Zone Wizard =
Zone Type
The DMNS server supports various types of zones and storage. |
Data Timestam
Select the type of zone you want to create:
(@) Primary zone
192.168.0.100 12/7/2020 pw
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone

Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (MNS), Start of Authority
{S0A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

controller)

Store the zone in Active Directory {available only if DNS server is a writeable domain

< Back Cancel

Figure 3.13.4: Zone type
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Mew Zone Wizard

Zone Name -
What is the name of the new zone? ASKS]
Data Timestam .
)]
The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization’s domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is 192.168.0.100 12/7/2020)
not the name of the DNS server. e
2D Zone name:
iR white, com|
<omck =
TASKS
)]
< > < >

Figure 3.13.5: Zone Name

MNew Zone Wizard

>
Active Directory Zone Replication Scope

Bl ‘You can select how you want DNS data replicated throughout your network.

-

]

~
LY Select how you want zone data replicated:
5 () To all DMS servers running on domain controllers in this forest: white.com
2 (@) To all DMS servers running on domain controllers in this domain: white. com
2

() To all domain controllers in this domain {for Windows 2000 compatibility): white.com

To all domain controllers specified in the scope of this directory partition:

< Back Cancel

ce to be divided into zones, Each zone
omains.

jguration

Figure 3.13.6: Scope
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i

MNew Zone Wizard

Reverse Lookup Zone Name

A reverse lookup zone translates IF addresses into DMNS names.

LUl 1)
00 ®F F

Fl 0¥ i
I

To identify the reverse loockup zone, type the network ID or the name of the zone.

(@) Network ID:

|192 188 0

The network ID is the portion of the IP addresses that belongs to this zone. Enter the

network ID in its normal {not reversed) order.

If you use a zero in the network ID, it will appear in the zone name, For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create

zone 0. 10.in-addr.arpa.
(_)Reverse lookup zone name:
0,168, 192.in-addr.arpa

omains,

<ase

Cancel

3

ce to be divided into zones. Each zone

gurat

Figure 3.13.7: Reverse lookup zone name

Mew Zone Wizard

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the following settings:

Name: 0.168.192.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

<o o

ce to be divided into zones. Each zone
omains.

[guration

Never
Download updates o
12/4/2020 4:35 AM

Real-Time Protection
Settings

On

(UTC-08:00) Pacific T
Not activated

Intel(R) Core(TM) i3~
2 GB

59.45 GB

Figure 3.13.8: Zone completing message

©Daffodil International University

34



le Actien View Help
B | HEXKE D= HE 8 8&

DMS Name Type Data Timestamp

g Harz e
~ [ Forward Lookup Zones jdumains

= *Drlzgs‘f:;'“'h'te'mm o Mew Resource Recard <
El white.com pac Fointer (FTR)
« [ Reverse Lookup Zones || [ (same as parent fic
5 0.162.192.in-addr.arp|| Il (2me as parent | pogt 1P addrese: ftic
< Trust Points [El099edcad-b34z-4 [1e2168.0.100 | [f/20207:00:00 AM

“| Conditional Forwarders
Fully qualified domain name (FQDN):
[100.0.168.192in-2ddr ama |

Host name:
|hafiz white. com | [(Browse—_|

[ Allow any aLthenticated user to update all DNS records with the same
name. This setting applies anly to DNS records for a new name

OK Cancel

Figure 3.13.9: New Resource record

3.6 WI-FI Configuration with TP-LINK:

Wi-Fi is the wireless networking technology that permits devices such as computers -
laptops and desktops, mobile devices, and other equipment - printers and video cameras to

interface with the Internet. Internet connectivity happens over a wireless router.
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CHAPTER 4

CONCLUSIONS

I got the opportunity to do an internship at AAMRA Network Limited. During the
Internship, I have gained a lot of experience and knowledge in different ways. In this report,
I describe my experiences with network designing and optimization and various things
inside it, including Windows Server Configuration, Cisco, and MikroTik routing. I had to
received a lot of help from my supervisors and classmate and have performed some
responsibilities on a routine basis during my internship period and have finally achieved
the confidence to inspire myself. I want to move ahead by applying the knowledge and
skills I have gained. I learned and came up with different concepts on how to fix the

necessary tiny errors.

In my Internship, I had learned how to configure networks through Cisco, Windows Server,
Wi-Fi, and MikroTik router configured, and how to create networks. Learned about the IP
classifications and sufficiently known it. In the principal portion of this project, I had
learned how to configure ISP link, bandwidth control in several forms, bridge mode-
Configuration, firewall, and NAT Configuration, network security, and Windows server
besides DHCP, and DNS configured. All of the guidelines have the support and improved
my work goals and professional skills. Presently, most of the companies rely on their
thought networks. During this, it is very important for an organization to think of the

accurate network design, without which it is not probable to handle all network support.
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APPENDIX

Company Details:

4a aamra ' networks limited

the power of WWIE

Company Name: AAMRA Network Limited
Address: Safura tower (12th Floor),
20 Kemal Ataturk Avenue, Banani C/A,
Dhaka -1213, Bangladesh.
Telephone: +8802222281100

E-mail: info.networks@AAMRA.com.bd

dhakasupport.networks@AAMRA.com.bd

Website: www.AAMRAnetworks.com

www.ticket. AAMRAnetworks.com

Organization Type: Internet Service Provider (ISP)

Employees: 150.
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