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ABSTRACT 

 

5G will make it possible for everyone to have access to high-speed internet everywhere, 

and it will also make it possible for a huge number of devices (e.g. IoT) to be connected 

in an ultra-reliable and cheap way. Cloud computing, Software Defined Networking 

(SDN) and Network Function Virtualization (NFV) are the primary technological 

enablers maturing for use in 5G. However, these technologies face significant security 

challenges in addition to growing concerns about user privacy. In this work, I discuss 

the security and privacy issues surrounding 5G technologies. I also discuss security 

solutions and future approaches for secure 5G systems.  
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CHAPTER 1 

INTRODUCTION 

 

1.1 Introduction 

5G, or fifth-generation wireless technologies, are the next generation of mobile 

telecommunications technology, after 4G. New service capabilities and an evolution of 

4G networks make the 5G wireless system better than previous system. I will present 

and discuss 5G networks in this chapter, covering motives and goals, thesis outline, and 

Research objectives. Base station density deployment, capacity expansion, significant 

QoS improvement, as well as ultra-low latency are all goals of the 5G. 5G will need the 

development of new types of networks, services, storage, and processing infrastructure. 

Data, services and applications can be managed effectively using cloud computing 

without a dedicated infrastructure. Thus, the mobile cloud using the same concept will 

integrate technically different systems into one domain, allowing for greater flexibility 

and usability. The softwarization of network functions will make network systems and 

services easier to transplant and have higher flexibility. Innovative networks and 

simplified network management are other benefits of SDN. As a result, they are 

regarded as crucial for future networks. However, future network security and user 

privacy risks exist. 

 

Wireless communication systems have security flaws from the beginning. Mobile 

phones and wireless channels in the first-generation wireless network(1G) became 

targets for illegal cloning and disguise. Spam has proliferated not just via large-scale 

assaults, but also through the dissemination of misleading information or unwelcome 

commercial content across second-generation wireless networks (2G). Third-

generation wireless networks (3G) are vulnerable to flaws and vulnerabilities that may 

be transferred to the internet through IP-based communications. Because of the 

increasing demand for IP-based communications, fourth-generation wireless networks 

(also known as 4G) have been introduced, ushering in a slew of smart gadgets, 

multimedia traffic, and innovative services. As a consequence of this growth, the threat 

scenario has become more complicated and dynamic. Fifth-generation wireless 

networks(5G) will introduce new security challenges and raise concerns about user 

privacy. 
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As a result, it's important to note that not only mobile wireless networks, but also 

technologies that can be used for 5G can be dangerous. In this work, we underline the 

security risks of 5G and urgently require safety solutions. I also discuss potential 

solutions to the security challenges in this work. 

 

1.2 Motivation 

The goal of 5G research and development is higher capacity than current 4G, device-

to-device (D2D) communication, large numbers of mobile broadband users, as well as 

a large number of machine-type interactions. Also, 5G planning intends to lower 

latency and power consumption in order to facilitate the implementation of IoT 

technology.  

There are also some specific motives in this work: 

▪ Finding 5G Security and Privacy Challenges. 

▪ Recommendation with potential security solutions for 5G. 

 

 

1.3 Objectives 

There is no single survey that addresses 5G security across all key 5G technologies. In 

future 5G networks, this effort aims to broaden the scope of possible network security 

interdependencies. 

 

This work's objectives are noted below: 

▪ The overall 5G Security Threats and current solutions are studied. 

▪ Highlight the security issues that arise from the core technologies of 5G. 

▪ Define the critical security areas for 5G. 

▪ Comprehensive overview of 5G security challenges and solutions. 

▪ Future research directions. 
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1.4 Thesis Outline 

This thesis is arranged as follows: 

 

Chapter 1 : Introduction 

Chapter 2 : Literature Review 

Chapter 3 : Key security challenges in 5G 

Chapter 4 : Discussion & Recommendation 

Chapter 5 : Conclusions & Future Scope 

  



4 

©Daffodil International University 

CHAPTER 2 

LITERATURE REVIEW 

 

2.1 Introduction 

The fifth generation of cellular networks is known as 5G. It is the 4G LTE's replacement 

(Long Term Evolution). 5G includes new technology such as massive MIMO, 

beamforming, mmWaves, and compact base stations, as well as multi-gigabit 

transmission speeds, larger bandwidth, and lower latency. 5G is a prominent topic in 

today's tech world. 5G, which is still in its development phase, can change the way 

people incorporate technology in their lives and provide a platform to launch several 

new technologies that could not have been launched with 4G LTE or its predecessors. 

5G is expected to connect 1 million devices per 38 square miles where 4G could connect 

only 2000 devices per 38 square miles. Connecting more devices and transferring more 

data will be possible with 5G. Given the competitive age we live in, countries and 

organizations across the world are competing against each other to be the first one to 

deploy 5G nationwide and are expecting several new technologies to be launched with 

the deployment of the best cellular network yet. 

 

2.2 Related Works 

The authors of [36] offer broad strategies for improving 5G security. In [36], the author 

outlined the security needs for 5G by evaluating the LTE security criteria. The paper 

[7] discusses various security mitigation measures as well as efforts to standardize 4G 

and previous generations. You may find an excellent article on security of 4G and 5G 

technology in [4]. WiMAX, LTE, Bluetooth, and other types of wireless LAN 

connectivity are also explored in the research [36]. The paper also discusses the inherent 

security limitations of each technology as well as prospective trends for enhancing its 

security. The article [10] focuses on 4G and 5G network authentication and privacy 

protection technologies. In [4], security threats and assaults against mobile networks 

were discussed. This article [7] discusses the security vulnerabilities associated with 

mobile access, as well as core networks. Some research problems are presented in [52] 

in an effort to give a thorough knowledge of mobile network security. The articles 

referenced in the linked work are all on certain topics. In [65], usability, secrecy, key 

management, and privacy identity verification were investigated in respect to existing 
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or conventional mobile networks. For example, [4][9] and [1][5] respectively address 

physical layer & air interface security, [7] offers access & core network security, & [8] 

suggests LTE security. The privacy issues of future networks are discussed in [36]. The 

4G network's architecture is the main roadblock to overcoming this challenge. All of 

these new technologies offer significant power and total cost efficiency improvements, 

yet they all have security flaws [36][7]. However, new concepts and the integration of 

large-scale IoT will make 5G's security challenges more diverse than ever. The table 

2.2 below shows how security has changed from 1G to 4G. Using data from [10], it has 

been altered. 

 

 

 

2.3 Scope of the problem 

Increased attack surface: 

5G allows for larger and more dangerous attacks because of the increased number of 

connected devices. Vulnerabilities in the existing internet infrastructure, both present 

and future, are exacerbated. 5G may increase the risk of sophisticated botnets, privacy 

violations, and data extraction. 

 

Table 2.2: A SYNOPSIS OF SECURITY DEVELOPMENT FROM 1G TO 4G 

Network Security Challenges Advantages Disadvantages 

1G Eavesdropping, call 

interception, and no 

privacy mechanisms. 

Simpler network 

components 

Background 

interference, limited 

capacity, insecure, 

bad battery life, huge 

phone size 

2G Fake base station, one 

way authentication, 

radio link security & 

spamming. 

MMS, SIM 

introduced and 

internet access. 

Poor coverage and 

sluggish data transfer 

rates 

3G IP traffic security 

vulnerabilities, roaming 

security, encryption 

keys security. 

Strict security, global 

roaming 

High energy usage, 

limited network 

coverage, and high 

spectrum costs 

4G DoS attacks and long-

term key 

eavesdropping. 

MIMO tech, 

worldwide 

technology, rapidity 

and rapid handoffs 

Complicated 

hardware is required, 

which is difficult to 

implement. 
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More IoT, more problems: 

Inherently insecure, IoT devices are frequently not designed with security in mind. 

Insecure IoT devices on an organization's network represent a new vulnerability for an 

attacker to exploit. 

Decreased network visibility: 

With 5G, our networks will continue to grow and become more accessible to mobile 

users and devices. This means more network traffic. Companies may not be able to 

identify abnormalities or attacks without a robust WAN security solution like Secure 

Access Service Edge (SASE). 

Increased supply chain and software vulnerabilities: 

Currently, and for the foreseeable future, the number of 5G supply chains is very 

limited. 5G is also more dependent on software, which raises the risk of the network 

infrastructure being exploited. 

 

2.4 Most Significant Security Challenges in 5G 

A list of most significant security challenges of 5G is given below: 

 

▪ Security Challenges in Cloud 

With cloud-based cyber-physical systems, it is possible to virtualize the components of 

a network. 

– HTTP and XML DoS (HXDoS) attacks are common in this environment. 

– Virtualized systems can benefit from the use of firewall proxies to mitigate 

networked denial-of-service (DoS). 

Cloud intrusion: Building IDSs that work with other cloud control mechanisms helps 

mitigate cloud intrusion. 

 

▪ Security Challenges in SDN 

By separating control and forwarding planes, software-defined networking (SDN) 

allows for greater control over networks. 

– Attackers can target the control platform because it has centralized network 

control. 

Network control and management will be easier, and new network features will be 

added faster, because this will make it easier to control the network. 

– Security risks can arise if critical APIs are made available to unapproved 

software. Since OpenFlow's inception, new security threats have emerged. 
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▪ Security Challenges in NFV 

With virtualization, the service model for a system can be separated from its physical 

implementation, allowing logical copies of the hardware to be used for various 

purposes. Virtualization can significantly improve user, service, and network security. 

Slices can be used to separate traffic based on security priorities for different services 

or networks. 

 

▪ Security Challenges in Communication Channels 

The introduction of 5G networks replaced prior-generation mobile networks' use of 

GTP and IPsec tunnels for dedicated communication channels. Attacking mobile 

network communication interfaces like X2, S1, S6, and S7 requires a high degree of 

expertise. 

– These interfaces will be absent from SDN-based 5G networks, which instead 

use standard SDN protocols. Because these interfaces are open, the number of 

potential attackers grows. 

 

▪ Security Challenges in Network slicing 

Network slicing is an important technology in the next-generation networks that are 

made possible by software-defined networks and network functions virtualization. 

Networks that allow multiple tenants to share resources must also meet the security 

requirements for the situations in which they are used. 

 

▪ Privacy Challenges in 5G 

Customers' personal information may be accessed by participants in the process, with 

or without their consent. It is expected that users and other stakeholders will face greater 

risks to their privacy as a result of the introduction of new architecture, technology, and 

services on the 5G network. 5G ecosystems will also be exposed to more serious 

privacy issues as SDN, NFV, cloud and edge computing are integrated. 

 

 

 

▪ Security Challenges in massive MIMO 

It is commonly accepted that Massive MIMO is a disruptive and forward-looking 5G 

technology. Massive MIMO uses antenna elements to serve a huge number of users in 
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the same frequency band. Multiple antenna elements can be used to improve data rate, 

reliability, coverage, and energy efficiency. 

 

▪ Carryover of 3G/4G security loopholes 

Until the transition from 4G to 5G is complete, the vulnerabilities in 4G networks will 

persist in 5G networks. Previous-generation networks are particularly vulnerable to 

SMS and call interceptions, illegal geotracking and denial of service (DoS) attacks. 

 

▪ Privacy by design challenge 

The infrastructure operators who realize the total service are responsible for ensuring 

data management and ownership policies correspond with the need for private 

communication and ensuring responsibility within the communication substrate. 

 

▪ Risks and costs when provisioning 5G equipment 

Since 2019, several countries — including Germany, India, Britain, Australia, the 

U.S. and various countries in Eastern Europe and Scandinavia — have restricted the 

import or usage of 5G technology from untrusted suppliers. 

 

▪ Multi-tenancy challenge 

Ensure seamless interoperability across wireless and backhaul domains, even if the 

infrastructure isn't IP-based, by delivering service solutions that span multiple 

infrastructure owners. 

 

▪ Simplicity challenge 

Provide the greatest network services to 5G users in the most frictionless manner 

possible without requiring lengthy customer visits (e.g. for inter RAT switching). 

 

▪ Insecure by association 

Security issues in related technologies have an impact on 5G security. 

▪ Network vulnerabilities 

Previous-generation networks relied primarily on SS7 and Diameter protocols. IP 

protocols such as HTTP and TLS are used by 5G networks, which is a common internet 

protocol (IP). These open-web protocols make it easier for both operators and hackers 

to get in. 

https://www.globalspec.com/learnmore/industrial_engineering_software/security_software/security_software
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▪ Decentralized security 

A swarm of software-defined digitized routers has replaced conventional hardware-

based security checkpoints in 5G networks, making them difficult to examine and 

monitor. 

 

▪ Reduced isolation 

Physical appliances are replaced by virtualized network operations in 5G networks. NFs 

reduce network component isolation as NVFs communicate with each other directly 

and may share resources. Edge appliances in SD-WANs broaden the attack surface and 

are often overlooked during patching routines. 

 

▪ Privacy and personal risk 

The risk to 5G networks comes from a multitude of devices, including seemingly 

innocuous home network appliances like smart thermometers and intelligent 

thermometers that may provide security chinks in network armor. 

 

▪ User and signaling confidentiality holes 

Enhanced encryption of user and signaling data between a user device and a base 

station, itself an increasingly sensitive entity in 5G architecture, is mandatory to ensure 

data integrity but it is an optional feature to protect user confidentiality in the 5G 

specification. This confidentiality security chink could allow attackers to intercept 

status and authorization data and track a user's location. 

 

▪ Security challenges for Transition 

5G is not backwards compatible with previous-generation networks; transitioning to 

5G requires the replacement or addition of physical devices and software. There are 

two main security concerns associated with the transitioning process: the carryover of 

existing 3G/4G security problems; and the risks associated with equipment from 

untrusted suppliers.  

https://www.enisa.europa.eu/publications/security-in-5g-specifications
https://www.enisa.europa.eu/publications/security-in-5g-specifications
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CHAPTER 3 

KEY SECURITY CHALLENGES IN 5G 

 

3.1 Introduction 

5G will require additional security measures to protect both critical infrastructure and 

society. As for electrical and electronic equipment, a breach in online power systems 

could be very dangerous. A similar concern is that, while we understand the importance 

of data in making decisions, what happens if the data itself is corrupted during 

transmission over 5G networks? To ensure the safety of 5G networks, it's essential to 

look into and identify the most pressing security issues and possible solutions. In the 

literature, there are a lot of problems with 5G that people talk about a lot. These are the 

main problems: 

 

▪ Flash network traffic: Many new devices and many new items (the Internet of 

Things) are being added to the network every day. 

▪ Radio interface security: Unsecured channels deliver radio encryption keys. 

▪ User plane security: The user data plane's cryptographic integrity is unprotected. 

▪ Mandatory network security: Constrictions on security provided by service 

providers that lead to additional security measures being offered as an option. 

▪ Roaming security: When a user switches networks, their security settings do not 

update, which could lead to security vulnerabilities while roaming. 

▪ Denial of service attacks: DoS attacks can happen because network control 

elements can be seen and control channels are not encrypted, which makes the 

infrastructure vulnerable. 

▪ Signaling storms: Distributed control systems that require coordination, such as 

the 3GPP protocols' Non-Access Stratum layer. 

▪ End-user device DoS attacks: Operating systems, programs, and configuration 

data have no security measures.  

 

The 3GPP Working Group (SA) is actively engaged in establishing WG3 security and 

privacy criteria, as well as outlining the 5G security architecture and protocols. The 

Open Networking Foundation publishes technical standards for SDN & NFV with the 

goal of increasing their adoption and assuring their long-term viability. Beyond Radio 
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Efficiency's 5G design ideas include the following: establishing a single composable 

core and simplifying operation and administration through the use of new computer and 

networking technologies. As a result, we concentrated on securing the technologies that 

would match the NGMN design criteria, including Mobile Cloud, SDN, and NFV, as 

well as the communication connections utilized by or amongst these technologies. I 

also talked about possible privacy issues because people are becoming more concerned 

about their privacy.  Figure 3.2 and Table 3.2 show the security challenges. Table 3.2 

summarizes the most vulnerable technologies, network components, and threats. These 

security concerns are summarized below. 

 

3.2 Security Challenges in Mobile Clouds 

Due to the centralized nature of cloud computing resources, malicious traffic generated 

by one user can readily propagate to other users. Because each location in a multi-tenant 

cloud network has its own control system, when they interact, they have the potential 

to generate network setup issues. The fundamentals of cloud computing will be applied 

to the 5G eco-system in a mobile cloud computing system. This creates a slew of 

security concerns, the majority of which stem from 5G's architectural and infrastructure 

changes. Because the MCC is open and mobile terminals are so flexible, there are places 

where attackers could try to get into the mobile cloud and get their hands on private 

information. 
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Figure 3.2: 5G NETWORK AND THE THREAT LANDSCAPE [6] 

 

 

MCC threats are divided into three cloud areas in this work: front, back, and rear 

security risks. At the heart of MCC design is a customer platform that has a portable 

space that contains the resources and communication infrastructure necessary to access 

the cloud capabilities. In application-based attacks, adversaries utilize malware, 

spyware, and other harmful software to interrupt user apps or acquire sensitive user 

information. Servers and storage systems for the back-end platform, as well as virtual 

machines, a hypervisor and protocol software, make up this part of the cloud service 

platform. There are a lot of security threats to mobile cloud servers in this discussion 

group. These threats include data duplication and HTTP/XML DoS (HX-DoS) attacks. 
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Table 3.2: SECURITY CHALLENGES IN 5G TECHNOLOGIES 

Security Threat Target Point/Network 

Element 

Effect Technology Privacy 

SDN NFV Channels Cloud 

Denial-of-service 

attack 

Control aspects that are 

centralized 
✓ ✓  ✓  

Penetration 

attacks 

Virtual resources, clouds  ✓  ✓  

Hijacking attacks SDN controller, hypervisor ✓ ✓    

Theft of user 

identities 

Data bases of user 

information 

   ✓ ✓ 

Storms of 

signaling 

5G key network aspects   ✓ ✓  

Stealing resources Hypervisor, shared cloud  ✓  ✓  

Attacks on 

configuration 

Virtual SDN switches and 

routers 
✓ ✓    

Attacks at the 

TCP level 

Controller-to-switch 

communication in SDN 
✓  ✓   

Attacks of 

saturation 

Controllers and switches for 

the SDN 
✓     

IP spoofing and 

reset 

Channels de command   ✓   

Scanning for 

threats 

Interactions in the open air   ✓  ✓ 

Timing attacks Location of the subscriber    ✓ ✓ 

Boundary attacks Location of the subscriber     ✓ 

IMSI catching 

attacks 

Identity of the subscriber ✓  ✓  ✓ 

Man-in-the-

middle attack 

SDN controller 

communication 

  ✓  ✓ 

 

In an effort to gain access to mobile devices, cybercriminals are focusing on radio 

access technologies (RATs). Wi-Fi, 4G LTE, and other new radio access technologies 

(RATs) will be supported by 5G. This type of attack includes Wi-Fi surveillance, 

denial-of-service attacks, impersonation attacks, and session hijacking. Cloud Radio 

Access Networks are another popular issue in the investigation of security risks in the 

5G mobile cloud. C-RAN can be used to boost industrial capacity in 5G mobile 

communication networks. In addition, the system is under constant threat from 

unauthorized intrusion attempts that allow attackers to examine or modify the 

platform's viewable area. 

 

3.3 Security Challenges in SDN and NFV 

It is possible to program a communication network using SDN since it centralizes 

network control systems. Crushing and hacking of networks are made easier by these 

two disruptive qualities. For example, DoS attacks may benefit from centralized 

controls, and undesirable applications can breakdown the whole network by exposing 
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the critical APIs. Changes in data flow regulations are made by the SDN controller, 

which makes it easier to identify traffic. For DoS attacks to succeed, the controller must 

be visible on the network, which makes it an obvious target. Because of saturation 

assaults, centralizing network control might turn the controller into a network 

bottleneck. Viruses and other malicious software can take over a network if malicious 

applications are given access to the SDN infrastructure. 

 

Security problems related to network functions virtualization include confidentiality, 

integrity, authenticity and non-repudiation. It has been shown that existing NFV 

systems do not offer enough security and isolation for virtualized telecommunications 

services when used in mobile networks. Table 3.2 highlights some of the challenges, 

but the most pressing concern is that if a hypervisor is hijacked, the entire network may 

be disrupted. 

 

3.4 Security Challenges in Communication Channels 

In addition to drones, cloud-based reality, linked vehicles, cloud-based robotics, 

transportation and health will all be part of the 5G ecosystem. As a result, apps need 

secure communication technologies that enable authentication and data transmission. 

More service providers will enter the market, such as mobile network carriers and cloud 

service providers. For both network access and service levels, there must be a lot of 

integrated authentications, as well as standard checks. This is true for both the network 

and the service levels. 

 

Mobile networks depended on specialized communication channels designed around 

GTP & IPsec tunnels prior to the introduction of 5G networks. Attacking mobile 

network communication interfaces like X2, S1, S6, and S7 requires a high level of skill. 

SDN-based 5G networks, on the other hand, will use standard SDN interfaces rather 

than dedicated interfaces. The number of possible attackers grows as these APIs 

become more exposed. The communication channels in a 5G mobile network based on 

SDN are classified as follows: data channels, control channels, and inter-controller 

communication channels. Current SDN systems encrypt these channels with TLS or 

SSL sessions. However, insufficient authentication mechanisms and IP layer attacks 

make TLS/SSL sessions highly vulnerable. 
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3.5 Privacy Challenges in 5G 

As a user, you may be concerned about the privacy of your data, location, and even 

your identity. Most smartphone apps demand personal information from the user before 

installation. Data is seldom disclosed by application developers or organizations as to 

how it is kept or for what reasons it will be utilized. Subscriber location privacy is 

threatened by semantic information, timing and boundary breaches. The physical layer 

of 5G mobile networks may expose location privacy via access point selection 

mechanisms. Attacks that capture a subscriber's User Equipment's (UE) International 

Mobile Subscriber Identifier (IMSI) may be used to deduce the subscriber's identify. It 

is possible that the IMSI associated with the victim will be utilized to evade detection 

by establishing a false base station as the result of these assaults. 

 

In addition to VMNOs, CSPs, and network infrastructure providers, 5G networks 

employ a wide range of professionals. Each of these actors is concerned with distinct 

aspects of security and privacy. An issue with 5G networks is that different groups of 

people have different privacy policies. All system components were under direct 

control of mobile operators in the past generation. Carriers would lose total control of 

the system if 5G relied solely on new participants like CSPs. This would result in the 

full loss of security and privacy for 5G service providers. Each of these actors is 

concerned with distinct aspects of security and privacy. Sharing infrastructure between 

actors, such as VMNO and competitors, compromises user and data privacy. Because 

of the properties of cloud data storage & network functions virtualization (NFV), 5G 

networks have no physical limits. There is no direct control over how much data storage 

space the cloud has for 5G operators, so this means that they don't have a lot of control 

over this. Having user data stored in the cloud in a separate nation poses a privacy risk 

because of the differing degrees of data protection in different countries.  
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CHAPTER 4 

DISCUSSION AND RECOMMENDATION 

 

4.1 Introduction 

In this section, I will discuss the security measures that were put in place to address the 

issues mentioned in the previous section. Adding resources or technology can help 

overcome the challenges of flash network traffic. I think that emerging technologies 

like SDN and NFV may help tackle these problems at a lower cost. Operating time 

resources, such as bandwidth, can be allocated to specified areas of the network using 

SDN. Network data can be collected from network equipment using the southbound 

API in SDN to see whether traffic levels rise. Services from the core network cloud 

may be routed to satisfy user requirements using NFV. To deal with flash network 

traffic, visual network fragments can only be dispersed in places with a IoT of UE. 

 

The security of radio interface keys remains an issue, necessitating the safe exchange 

of encrypted keys, such as the Host Identity Protocol (HIP). Similar to this, the end-to-

end encryption approaches mentioned in these can be used to ensure the integrity of the 

user aircraft being used. Using centralized systems with worldwide visibility of user 

actions and network traffic behavior, extensive network-enabled security controls can 

be implemented. Signing storms will be difficult due to SDN's over-the-top UE 

connections, tiny built-in channels, and significant user traffic. C-RAN & edge-

computing can help solve these issues, but they need be developed with increased 

signature traffic in mind, as stated by NGMN. The security solutions discussed in this 

section are listed in Table 4.2, which is located below. 

 

4.2 Security Solutions for Mobile Clouds 

It's a good idea to use virtualization techniques strategically, change encryption 

methods, and move data processing points around to keep your data safe. There are 

many ways that you can secure cloud services via virtualization, such as by connecting 

each endpoint to a separate virtual machine (VM). The visual link between each user 

and the other users is isolated, ensuring their safety. Similarly, the service-based 

limitation ensures the safe usage of cloud computing technology. The paper proposes a 

"secure sharing and search of real-time video data in the mobile cloud" system that 
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integrates cloud platforms with 5G technology to secure cloud services. Unlike existing 

systems, which allow anyone with a shared link to view online video broadcasts, this 

research only impacts approved viewers. Certain solutions, like as learning programs, 

are more beneficial than traditional techniques when dealing with security concerns like 

HX-DoS. A learning-based system, for example, collects a set amount of packet 

samples and compares them to various known signals in order to detect and decrease 

threats. 

 

Table 4.2: SECURITY TECHNOLOGIES AND SOLUTIONS 

Security 

Technology 

Primary Focus Target Technology Privacy 

SDN NFV Channels Cloud 

Detection of DoS 

and DDoS 

The central control point's 

security 
✓ ✓    

Configuration 

verification 

Flow rules are checked in 

SDN switches. 
✓     

Access control Control access to software-

defined networking and 

critical network elements 

✓ ✓  ✓  

Isolate traffic Ensures virtual slice and 

VNF separation 

 ✓    

Link security Control channels should be 

secure. 
✓  ✓   

Identity 

verification 

Verifying a user's identity 

for services like roaming 

and cloud storage 

    ✓ 

Identity security Assure user identity 

protection 

    ✓ 

Location security User location must be kept 

secure 

    ✓ 

IMSI security Encryption protects 

subscriber identity 

    ✓ 

Mobile terminal 

security 

Securing mobile 

terminals with anti-malware 

    ✓ 

Integrity 

verification 

Security of data and storage 

systems in clouds 

     

HX-DoS 

mitigation 

Security cloud web service      

Service access 

Control 

Cloud security via service-

based access control 

     

 

Anti-malware can be used to protect mobile devices from malware attacks. This may 

help them become more malware-resistant. Anti-malware software may be installed on 

a mobile device or can be hosted and delivered via the cloud. Effective power 

procedures in the security architecture will secure MCC data and storage. These 

mechanisms will make sure that data and storage services are safe when they are used 

with public information systems and when unstable storage is released. Protecting 
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expandable programs on cloud computing mobile devices is one of the frameworks 

presented for app security, along with other ideas such as an unencrypted user 

authentication protocol, a private privacy device, and the cloud computing. 

 

4.3 Security Solutions for SDN and NFV 

SDN gathers intelligence from logically centralized network resources, states, & flows 

to swiftly identify threats. It also makes it easier for network forensics, policy changes, 

and new security services to be added. These systems are highly responsive and 

proactive in nature because of the SDN architecture's ability to monitor and respond to 

traffic in real time. By updating the flow table of software-programmable network 

switches, traditional network security rules can be applied across the network. Security 

solutions such as firewalls and intrusion detection systems can be used for specific 

traffic. Security for VNFs is addressed in [55] using a security orchestrator that adheres 

to the ETSI NFV design. In a communications network, the proposed design protects 

both virtual and physical entities. Virtual systems and hypervisors may be protected by 

using trusted computing, remote verifying, & integrity checks, according to a paper 

published in [56]. 

 

4.4 Security Solutions for Communication Channels  

5G demands robust communication channel security while keeping SDN features like 

centralized policy administration, programmability, and global network state visibility. 

Today's communication systems, such as 4G-LTE [57], employ IPsec to protect 

communications channels. With minor modifications, IPsec tunneling can be used to 

protect 5G communication channels, as shown in [22] and [24]. Furthermore, several 

security techniques, such as authentication, integrity, and encryption, are integrated to 

ensure security for LTE communications. However, the main problems with current 

security schemes are that they use a lot of resources, have a lot of overhead, and don't 

work well together. As a result, these technologies aren't suitable for 5G critical 

infrastructure connectivity. RF fingerprinting, asymmetric schemes, & dynamically 

changing security settings can all be used to improve the level of security for important 

communication. In addition, as mentioned in [60], cryptographic protocols like HIP can 

secure user communication. 
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4.5 Security Solutions for Privacy in 5G  

This means that 5G must be designed with privacy in mind from the start, and that many 

key protections must be built-in to protect users' data. For high-sensitive data, mobile 

operators should keep and process it on their own servers, whereas less-sensitive data 

should be processed on public cloud servers. This will allow operators to make better 

informed judgments regarding how and whom they share their data in the future. 

Furthermore, 5G service-oriented privacy would provide more viable solutions for the 

preservation of personal information [61]. 

 

There will need to be better ways to be accountable, keep data to a small amount, be 

transparent, open, and control who has access to it in the future. The standardization of 

5G should thus take into consideration stringent privacy standards and legislation [29]. 

There are three sorts of regulatory approaches [62]. For starters, governments regulate 

privacy at the national level, and multi-national organizations like the UN and the EU 

regulate privacy globally (EU). In the second level, different industries and groups like 

3GPP, ETSI and ONF work together to come up with the best practices and principles 

to keep your privacy safe. Third, consumer-level restrictions are in place to ensure that 

consumers have the privacy they desire. 

 

Anonymity-based techniques, in which the subscriber's genuine identity is concealed 

and replaced by pseudonyms, are required for location privacy [63]. Before sending a 

message to someone who provides Location-Based Services (LBS), the message can 

be encrypted. This way, no one can read it. Techniques like obfuscation protect location 

privacy by lowering data quality [65]. Also, location cloaking algorithms can handle 

important location privacy assaults including timing and boundary attacks [26].  
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CHAPTER 5 

CONCLUSIONS AND FUTURE SCOPE 

 

5.1 Conclusion 

5G will use SDN, NFV, and mobile clouds to address significant connectivity, 

flexibility, and cost issues. Even though these technologies have a lot of good things 

going for them, they can also be dangerous. As a result, I've highlighted some of the 

most serious security concerns that 5G could face. I also talk about security measures 

and how to deal with these issues. Security threats cannot be fully realized due to the 

limited deployment of 5G technology. Similarly, when more consumer gadgets (such 

as IoT) will be linked, security and privacy issues will become more obvious. In other 

words, the deployment of new 5G technology and services is expected to bring forth 

new dangers and security issues. To ensure the safety of 5G networks, it's essential to 

look into and identify the most pressing security issues and possible solutions. 

Considering these issues from the start can be reduced privacy issues and security 

challenges. 

 

5.2 Future Scope 

For the security and protection of a huge system, it does not work after 5G the different 

parts of the system configuration have just been completed. Instead, security in 

addition, protection features should be included in the system plan. This goal requires 

Security and protection between the dynamic discourse between the network and every 

other party who Contribute to 5G innovation. Now, many parts of 5G are still 

unverifiable but there is still some abnormal state. Choices about safety and protection 

standards can now be agreed upon partner. For example, whether you have 5G security 

or not, you can agree the security device will still cover the management layer despite 

the entry-level. The time is generally correct to determine whether to extend the end-

to-end portion. Therefore, it may now be agreed whether to expand security. If you 

receive each of these standards, it will affect the 5G system outline and they can be 

considered in the early stages of planning, and Words can begin. All the issues we 

discuss in this article will be understood as some stage of the discourse, once started. 

Safety and protection prerequisites are often seen as obstacles. However, in the long 

run, the system configuration will ignore them anyway. The features included since 
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then are less successful and are usually more expensive than including it. In the long 

run, security is a driving factor in Management and system development. Management 

and systems engineering from 5G is undergoing a sensational redesign that will enhance 

elements and concentration if safety insurance and protection ideas are incorporated on 

time, the quality of 5G. 5G will be able to do things that aren't possible yet now. This 

could have a huge impact on the world as a whole. But it will also open up new 

opportunities for people who want to use this new technology. For the most critical 

infrastructure, it must be the most secure and safest possible. To begin, it's important to 

realize how vastly different the security challenges of 5G are from those of previous 

generations. Technologists, educators, vendors, operators and the government are 

working to better understand how 5G will work, what its security concerns and how it 

will be used around the world. 5G is supposed to solve a lot of problems by having a 

lot of new features, like super high-speed internet and smooth, always-on service. 

Wireless communication systems have security flaws from the beginning. With 4G/3G 

still under development, and 5G not yet begin in many places, what is the future of 5G? 

Unrestricted call volumes and unfathomable data broadcasting are incorporated into the 

most modern mobile operating system. So, in the near future, more intelligent 

technology will be used to connect the whole world with no borders. Similarly, 

unrestricted access to information, communication, and entertainment will give our 

lives a new dimension and change our lifestyles. Moreover, governments and regulators 

need to work together to address the 5G security challenges so that the full benefits of 

5G can be realized in the future.  
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6XEPLWWHG WR 'D΍RGLO ΖQWHUQDWLRQDO 8QLYHUVLW\
6WXGHQW 3DSHU

GVSDFH�GD΍RGLOYDUVLW\�HGX�EG�����
ΖQWHUQHW 6RXUFH

ZZZ�UHVHDUFKJDWH�QHW
ΖQWHUQHW 6RXUFH

MXOWLND�RXOX�ȴ
ΖQWHUQHW 6RXUFH

]HQRGR�RUJ
ΖQWHUQHW 6RXUFH

DU[LY�RUJ
ΖQWHUQHW 6RXUFH

6XEPLWWHG WR 6WD΍RUGVKLUH 8QLYHUVLW\
6WXGHQW 3DSHU

6XEPLWWHG WR 0HOERXUQH ΖQVWLWXWH RI
7HFKQRORJ\
6WXGHQW 3DSHU

ZZZ�KLQGDZL�FRP
ΖQWHUQHW 6RXUFH


