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Abstract

Training machine learning models on large scale data to efficiently discover valuable information
while maintaining the security and privacy of data remains an important research issue. Often
many real-life applications such as health-care systems or financial organizations distribute data
over many data centers and these data centers may have a different privacy policy. The joint
decision over this dataset while not sharing the local information of the data centers is a must
and becomes a challenging problem. The State-of-the-art method mainly relies on cryptographic
technique to ensure the privacy for data communication between the data centers. This technique
alone is not suitable for the large-scale geo-distributed datasets as this is designed for small-scale
systems.

To solve these problems, we propose a novel approach to achieve privacy-preserving Support
Vector Machine (SVM) algorithm where the training set is distributed and each partition can
contain large-scale data. We utilize the traditional SVM model to train the dataset of local data
centers and with a few parameters sent by those training models, a centralized machine calculates
the final result. We show that the proposed model is secure in an adverse environment and use
experimental evaluation to demonstrate its correctness and computation speed compared to other
parallel SVM training models.

Our proposed Distributed SVM (D-SVM) and Time-constrained Distributed SVM (TCD-
SVM) algorithms scale the efficiency and speed of the learning network. We conduct exper-
iments to compare our algorithms with traditional SVM and state-of-the-art algorithms using
data sets collected from the UCI Machine Learning repository. We simulate these algorithms on
Amazon Web Service (AWS) EC2 instances and show that using Distributed SVM and Time-

constrained Distributed SVM, we can achieve an improvement of 87.5% and 90.67% in task

v



completion time, respectively, compared to the traditional SVM. We show that we can achieve

accuracy very close to the traditional SVM having great improvement in task completion times.
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Chapter 1

Introduction

1.1 Motivation

Many companies like Google, Facebook, etc. store their user-centric data for different appli-
cations in geo-distributed locations so that information can be served to users with minimum
latency [7,/8]]. Sometimes, some countries pose restrictions on sharing or transferring of data
across geographic boundaries due to privacy or security reasons [9]]. Different military services,
organizations often partition their data across geography for increased reliability [10,/11]]. More-
over, several financial and medical organizations sometimes need to find a correlation between
these geo-distributed datasets. In these applications, it is not possible to accumulate data in a
centralized location and perform any classification or analysis of such geo-distributed datasets.
In these distributed environments with geo-distributed datasets, recent research suggests to per-
form local computing on those local sites and then based on that computing results, decisions
can be taken in a central machine [[7,12-15]].

Existing approaches mainly focus on a centralized solver where the centralized machine deals
with the data distribution in the parallel machines. Therefore, these mechanisms can not preserve
the privacy and security of data. Some cryptographic methods work with small-scale datasets
and therefore, they are inadequate for large scale datasets. In real-life problems, the data mining
is done over large-scale geo-distributed datasets and each local server is not willing to share

their local information with non-collaborative entities. Therefore, the desired mechanism must
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have three properties. Firstly, it must be able to fit into the mechanism of the parallel systems.
Secondly, the privacy of each data centers must be maintained as their datasets may leak private
critical information. Thirdly, it must reduce the convergence time while maintaining accuracy.
Therefore, the main challenge arises to generate the global optimal unique solution of SVM from
these local servers’ data without revealing any data to other local servers and the global server
and also without reducing the accuracy and efficiency of the classifier. The desired mechanism
must generate SVM classifier with distributed local learners independently and based on the
local learning result, the final SVM must be deduced with consensus learning result obtained
from local servers without sharing of local data in distributed clusters.

Although parallel computation techniques have been applied to improve the scalability of
several machine learning algorithms very recently [4}16-24], to the best of our knowledge, we
are yet to see privacy-preserving parallel computation solutions for multi-class SVM on geo-

distributed datasets.

1.1.1 Why We Have Chosen Support Vector Machine (SVM)?

* SVM performs better than other classification in terms of accuracy. That is why we have

chosen SVM for classifying these geo-distributed datasets.

* Another advantage of SVM is that, during classification, it can classify data without the

access of data used in the training process.

1.2 Large-scale Data and Large-scale Data Management Sys-
tems

Large-scale data is a term used to express those data sets that are so complex and large in size
that it takes special mechanisms to meet the challenges including capture, storage, and analysis
of the data. But the amount of data is not the only concern here. It involves the management of

the data. In order to get the insight of the data for making better decisions, we need to analyze
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them. The sharing, querying and visualization of the information is an emerging challenge in
handling big data.

Big data management systems deal with the organization and administration of big data.
They need to perform several tasks like discovering useful information and predicting results by
analyzing the data effectively and efficiently, ensuring secure storage for all information. They
need to have access to all the data in the database. Their goal is to ensure intelligent analysis of
all big data applications. They apply different strategies to handle the large pool of data coming
from diverse applications.

We are constantly checking the new web pages, which we would like to categorize or we
have the online bio-medical bibliographic database we want to index for quick access for clients.
Other examples include the collection of online feed of photographs we would like to classify or
we would like to classify the categories of the new articles coming to the online encyclopedia.
These problems are taken from varying application domains ranging from science to technol-
ogy and they involve large data sets, typically at least in the millions. With the development
of cloud computing, the size of data being generated at users’ end has been increasing expo-
nentially. These huge data, generating from mobile devices, social networks, web, etc. need to
be processed close to user due to latency and bandwidth constraints. Recently several machine
learning methods such as clustering, classification, deep learning, and sequence detection tech-
niques have been constantly improved for these large-scale data [7]. However, most of these
algorithms are designed to be centralized for handling large-scale datasets [25]]. For large-scale
geo-distributed data set, the computation mechanism need to be distributed across data centers

containing parts of the data set.

1.3 Privacy-preserving Distributed Data

Several financial and medical organizations sometimes need to find a correlation between these
geo-distributed datasets. Different financial organizations and credit card service providers may
need to classify profitable and non-profitable members based on geography from their transac-

tion history without disclosing the critical information of their customers. Moreover, the medical
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organization needs to find information about the symptoms and diagnosis from patient records.
However, many countries may not want to share their citizen information for this medical history
for maintaining the privacy of the citizens. Also extracting information for the purpose of deriv-
ing the correlation between different diseases and the patients’ geographic information, age, and
other records are one of the prominent examples where privacy-preserving data mining is needed.
Therefore, applying machine learning algorithms such as support vector machine (SVM) to ac-
quire high accuracy while maintaining the privacy of data, present a formidable computational
challenge.

Data can be geographically distributed like facebook, Gmail or any other distributed social
network. In Figure[[.T] data is geographically distributed over a number of data centers through-

out the world. Here, each red dot represents local sites of data.

Figure 1.1: Geo-distributed Data

Sometimes, some countries do not want to share the data due to privacy or security reasons.
There is also partitioned data in different military services. In those applications, it is not possi-
ble to centralize those data and perform any classification task. In those distributed computing

environments, the best solution is to perform local computing on those local machines and then
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based on that computing results, decisions can be taken in a central machine. According to that
decision, the local machines may update their local computing. In this way, the privacy and

security of data are maintained and also the computing is also done in a centralized way.

1.4 Support Vector Machine (SVM)

In the basic form, SVM forms a hyperplane as the classification plane which separates the posi-
tive and negative classes with the largest margin. SVM has shown a great performance in clas-
sification procedure due to its properties and it acquires a high level of accuracy. This method
can classify those data which are not involved in the training process. For several classifica-

tion performances, SVM performs better than other classifiers in terms of accuracy. The binary

classification task is depicted in Figure

Figure 1.2: Linear separation of the data points into two classes

Support vector machine (SVM) has shown great prominence in many applications. State-of-

art performance has been reported in a variety of domains, like multimedia application, image
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retrieval and bioinformatics [26] [27] [28] [29]. It has also been observed that increasing the

scale of support vector machine, with respect to the number of training examples can improve

the classification accuracy. These results in scaling up the distributed algorithms for this model

and improve the optimization procedure.

1.5 Thesis Objective

The main objectives of our study are:

il.

iil.

1v.

Vi.

Vii.

To formulate the model for the geo-distributed support vector machine maintaining the con-
straints such as, the data cannot be centralized and the model must be privacy-preserving
such that in any step of computation, no data points can be exchanged within the local data

centers.

To present a high-performance framework to solve multi-class SVM on geo-distributed

datasets in order to facilitate high-level data processing and classification.

To design a distributed algorithm for handling large scale geographically distributed datasets
which will maintain the accuracy of the traditional SVM and improve the task completion

time.

To introduce parallel computing on local datasets in the distributed algorithm to improve the

task completion time.

To analyze the convergence, optimality, uniqueness and time and space complexities of the

distributed SVM algorithm by proving theoretically.

To evaluate the performance metrics i.e., accuracy, task completion time, communication
overhead and CPU performance of the system and compare its performance with traditional

SVM experimentally.

To propose a time-constraint version of the distributed SVM which not only acquire accu-

racy close to the traditional SVM but also constraints the runtime of the algorithm.
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The possible outcomes of our study are as follows:

i. A new geo-distributed SVM variant to generate the unique optimal global SVM that can
preserve the data privacy for geo-distributed systems and can achieve accuracy close to the

traditional SVM.

il. A time-constraint distributed algorithm that limits the convergence time of the parallel dis-
tributed SVM and maintains accuracy where also no data will be revealed in the classifica-

tion process.

iii. Our proposed algorithms— Distributed SVM and Time-constrained Distributed SVM are

implemented in the real cloud platform to analyze its performance in real-life

iv. The analysis of convergence, optimality, uniqueness and space and time complexities of

both algorithms theoretically and experimentally.

v. A comprehensive comparison of our proposed algorithms with other state-of-the-art algo-
rithms (P-SVM [4]], DCM-SVM [13], Dip-SVM [18]]) by implementing in the real cloud
platform and measure its performance with respect to performance metrics— accuracy, task

completion time, communication overhead, and CPU performance.

1.6 Contribution of the Thesis

We propose a robust parallel algorithm for privacy-preserving support vector machine (SVM) for
handling large-scale multi-class classifiers. This approach has potential advantages over com-
monly used paralle]l SVM techniques. To the best of our knowledge, there is no scalable privacy-
preserving SVM technique available for geo-distributed large-scale datasets and we present the
Distributed SVM (D-SVM) algorithm for maintaining the privacy of data as well as acquiring
high accuracy of centralized SVM for multi-class SVM for geographically distributed data.
Large-scale data is originated from different users and those data are stored in data centers
close to the users. These large-scale globally distributed datasets are impossible to process cen-

trally due to bandwidth constraints and privacy regulations. Therefore, decisions can not be
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made based on this big data using centralized support vector machine. To solve this problem, we
propose a new scalable multi-class geo-distributed SVM algorithm to improve its performance
significantly by being able to train the system using large models. We train a large number of
local machines using SVM with geo-distributed datasets and establish a global machine to set the
parameters of the distributed system and thus construct a global SVM to classify the test dataset.
Within this framework, we propose two algorithms for large-scale distributed training: (i) Dis-
tributed SVM, where we support a large number of local machines, and (ii) Time-constrained
distributed SVM algorithm, where we not only support training a large number of local ma-
chines but also constrain the time limit of the training. Both the algorithms scale the efficiency
and speed of the learning network. We have successfully used our system to train 10 to 1200
local machines and shown that this technique drastically accelerates the speed of training the
network. We conduct experiments to compare three algorithms- traditional SVM, Distributed
SVM and Time-constrained Distributed SVM using four data sets collected from the UCI Ma-
chine Learning repository. We simulate these algorithms on Amazon Web Service (AWS) EC2
instances and show that using Distributed SVM and Time-constrained Distributed SVM, we can
achieve an improvement of 87.5% and 90.67% in task completion time, respectively, compared
to the traditional SVM. We show that we can also achieve accuracy very close to the traditional
SVM having great improvement in task completion times.

This thesis makes contributions both theoretically and experimentally. In theory, we develop
an algorithm for parallel privacy-preserving optimization for SVM and demonstrate the correct-
ness of the solution. We also prove the optimal number of partitions based on the computation
and communication cost of the algorithm. We demonstrate the security analysis of our algorithm
in an unreliable environment without the dependency on any trustworthy intermediate server. We
conduct an experimental evaluation to prove the significant improvement in running time while
maintaining accuracy compared to a state-of-the-art single machine algorithm and parallel SVM
algorithms. As a result, this SVM algorithm can be used for large-scale geo-distributed datasets
preserving the privacy of data while maintaining accuracy.

To summarize our contributions, we present:

* A new algorithm called Distributed SVM (DSVM) for multi-class SVM in order to imple-
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ment privacy-preserving parallel computation making SVM suitable for secured applica-
tions. We propose a distributed SVM algorithm where we use partitioned local data and
generate SVM from on local machines from those data sets. Then, we send those local
SVMs to a global machine and generate a global SVM maintaining the accuracy close to
the traditional SVM algorithm. We show an average 87.5% improvement in task comple-

tion time compared to the traditional SVM.

* A time-constrained version of privacy-preserving multi-class distributed SVM which
shows significant improvement in running time compared to other state-of-the-art parallel
SVM algorithms while maintaining accuracy close to the centralized SVM and State-
of-the-art parallel algorithms. We propose another improved distributed SVM algorithm
where the global machine waits for the threshold time, ¢ for the local machine to send
their generated SVM. If the local machine finished generating the SVM model within the
threshold time, then the global machine takes them into the computation of the weights of
the global SVM. We show that we can achieve an improvement of 90.67% improvement
in task completion time compared to the traditional SVM while maintaining the accuracy

close to the traditional one.

* Benchmark improvement in parallel computation while maintaining the accuracy of cen-
tralized SVM. Results show significant improvements in task completion time compared

to State-of-the-art parallel SVM algorithms.

We present an algorithm and implementation for distributed parallel training of multi-class
support vector machine while preserving the privacy of the distributed trainers’ data. Training
machine learning models on large scale data to efficiently discover valuable information while
maintaining the security and privacy of data remains an important research issue. Often many
real-life applications such as health-care systems or financial organizations distribute data over
many data centers and these data centers may have a different privacy policy. The joint decision
over this dataset while not sharing the local information of the data centers is a must and becomes
a challenging problem. The state-of-the-art methods mainly rely on cryptographic technique to

ensure the privacy for data communication between the data centers. This technique alone is



CHAPTER 1. INTRODUCTION 10

not suitable for the large-scale geo-distributed datasets as they are designed for small-scale sys-
tems. In this thesis, we propose a novel approach to achieve privacy-preserving SVM algorithm
where the training set is distributed and each partition can contain large-scale data. We utilize
the traditional SVM model to train the dataset of local data centers and with a few parameters
sent by those training models, a centralized machine calculates the final result. We show that the
proposed model is secure in an adverse environment and use experimental evaluations to demon-

strate its correctness and computation speed compared to other parallel SVM training models.

1.7 Organization of the Thesis

Chapter [2] and Chapter [3] deals with the background and related work in the field. It provides
information related to the parallel distributed systems. It offers some insight about the privacy-
preserving works. It includes various methods to develop the parallel computation in the privacy-
preserving way etc.

Chapter 4| presents a brief description of the various components of the privacy-preserving
distributed SVM. It also shows the architecture of our distributed systems and the salient features
of it. It illustrates the purpose of the local and global machine. It depicts the local end of the
system and the development and communication mechanism of the local and global end of the
system. It provides an outline of the functions developed for privacy-preservation of the system.

Chapter [3]illustrates the D-SVM algorithm for the geo-distributed SVM problem and analyze
the convergence, optimality, uniqueness, and complexities of our algorithms. It also highlights
the challenges meet to develop the systems and provides solutions to them.

In chapter [6] we present a time-constraint variant of our algorithm namely TCD-SVM. We
also present the designed schemes for privacy-preserving geo-distributed SVM algorithm and
the optimality and convergence of this time-constrained version of the algorithm.

In chapter (7] the performance of our algorithm is tested against four datasets and comparison
is made with state-of-the-art parallel SVM algorithms. In this chapter, we discuss the exist-
ing approaches and compare them with our approach. We present experimentation details and

performance evaluation of our system.
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We have concluded the last chapter by giving a brief overview of the design and implemen-
tation issues of distributed SVM and its performance and highlighting the future works related

to that topic.



Chapter 2

Background

In this chapter, we provide a model formulation for the geo-distributed multi-class SVM in order

to constraint data transfer and reduce communication and computation cost.

2.1 Linear Support Vector Machines (SVMs)

SVM classifier generates a hyperplane separating the positive and negative classes of data. The
hyperplane is determined as the most optimal hyperplane for the data classification. The margin
between two class labeled data is maximized and when the margin is maximum, that hyperplane
is selected as the final classifier. The margin is the distance between the hyperplane and the

closest point to the hyperplane. Therefore, the optimization of SVM can be formulated as
L 1
min —w" w+ C| & ||,
wb 2
subject to y; (w' z; +b) > 1 — & (2.1)

Each z is a training dataset which has £ numbers of classes. Therefore, z;, which is p-
dimensional vector, is the member of training set. y; is the corresponding class label for z;. &
is the slack variable is used to reject outliers. x is a /N-dimensional vector whose all entries are

non-negative. In case non-linearly separable data, C works as the trade-off parameter between

12
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the margin maximization and error tolerance for outliers. We can approach the SVM optimiza-
tion problem through the KarushKuhnTucker (KKT) conditions and its dual form. Therefore,

using that, the SVM optimization problem can be formulated as

1
min ~ATHX — 17\
A2
subjectto 0 < A < C1; (2.2)

My =o.

In the above optimization problem, 0 is the vector consisting of all the zeros and 1 is the vector
consisting of all ones [30]. Here, y denotes the class label of the vectors. H is the matrix
constructed from the equation

_ T
Hij =YiZ; XY

The optimal value for A indicate the value of the support vector. The support vector for z; can be
found if the condition 0 < \; < C'is true. After the optimization problem for the support vector

machine is solved, the weight vector w can be calculated as
w = Z i3
iesv

SV denotes the set of the support vectors. b can be calculated with the following equation

There can be multiple numbers of values b for multiple support vectors. There are two ways
followed to determine the value of b: (1) The average value of b resulting from all support vectors.
(2) In LIBSVM and MATLAB implementation, the b value corresponding to the maximum A\ is
used. We have used the second one. These two approaches provide the same performance in

result [30].
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Figure 2.1: Traditional SVM with binary classification

2.2 Generic Multi-class SVM Formulation

In a generic binary support vector machine (SVM) problem, the training dataset with N data
points is defined as ? = x_>1, x_2>, . ,:EV}. In other words, the dataset can be viewed as ? =
(w5,v:),7 = 1,2,..., N. Here, the input data point z; € R feature space i.e., each data point is
a ?—dimensional real vectors and their corresponding data label is y; € {1, —1}. The objective
function of this problem is to find the hyperplane with the maximum separate margin. The

objective function of this problem can be defined as follows:
1 N
. 2
n3n§|] w|"+C El & (2.3)

Here, w € R represents the normal to the hyperplane separating the data points and C'is the
penalty parameter which trades off the margin width and misclassification and C' > 0. The £ is
the slack variable that allows some data point instances to fall off the margin but penalizes them.

The SVM multi-class classification is one-against all method where £ SVM models are con-
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Figure 2.2: Multi-class SVM where class label is 4

structed where £ is the number of classes. The mth SVM considers all the training data with mth
class label as positive labels and all other instances as negative labels. Therefore, y; € {1,...,k}

and the mth SVM solves the following problem:

: 1 m\T, m m
min E(w ) w +CZ&

wm7bm7£m

(wm>T¢<IZ) + bm Z 1— gim’ if Y = m, (24)
(W™ p(a;) + ™ < =1+ &M, if y; # m,

&M >0i=1,...,N,

T, m

Minimization of the term %(wm) w™ is equivalent to maximization of the term —2

[[w™ ]|

which is
the margin between the two groups of data [31]]. After solving the equation Stated in (2.4), there

are k decision boundaries such that:

(wh) p(x) + b,

(w*) o) + "

We can derive the data instance x in that class which shows the maximum value in the decision
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function given as below:

class of # = argmax,,_, ,.((w™) ¢(x)+b™) (2.5)

77777

2.3 Geo-distributed Multi-class SVM Formulation

There are S number of geo-distributed sites and the data point instances are distributed over these
S

sites. Therefore the training set can be defined as X = U Yj where ?j is the set of data point
j=1

instances belonged to site j. In other words, the whole training set is comprised of all the data

point instances of all geo-distributed sites.

Figure 2.3: Geo-distributed Multi-class SVM where multi-class data is distributed over .S local
sites

We have to classify the random data instance x; — y; where y; is the class label of the data

points. The constraints are:

1. The computation cannot be centralized. We can say dataset x; belongs to site s;, xo

belongs to site s; and so on. Therefore the whole dataset Y = {x_fgl ) $_>32 o ,x_sg

} is geo-
distributed. These geo-distributed datasets cannot be transported to the central machine

due to the bandwidth constraint.
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2. Different datasets contain critical information about the privacy of a country. Therefore,
many countries are not willing to share this personal information due to security reasons.
Hence no data point can be transported but the parameters e.g. hyperplanes can be trans-

ported across boundaries.

3. The large scale data need huge computation resources to compute centrally. Therefore, if
we want to take a decision based on the distributed datasets, we cannot compute them in a

global machine.

The privacy-preserving geo-distributed dataset can be visualized as in Figure 2.4, We have to

x11 x12 x13 ... x1(k-2) x1(k-1) x1k
Learnerl

x21 x22 x23 ... x2(k-2) x2(k-1) x2k
Learner2 37 x32 x33 ... x3(k-2) x3(k-1) x3k

X(N-1)1 x(N-1)2 x(N-1)3 ... x(N-1)(k-2) x(N-1)(k-1) x(N-1)k
LearnerS

XN1 XxN2 xN3 ... XN(k-2) xN(k-1) xNk

Figure 2.4: The training set is geo-graphically distributed

construct a model such that we can classify any random point x; to a class label y; attaining the
objective function of generic multi-class SVM in Equation (2.4)) and decide the class label based
on Equation (2.5). The model must be privacy-preserving such that in any step of computation,

no data points can be exchanged within the sites.

2.4 Optimization using ADMM

The idea of the optimization is to decompose the original problem into smaller sub-problems and

solve the sub-problems independently while constraining the solution of the sub-problems to be
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equal. For example, if we can split our central optimization problem of SVM f into S functions

fs sothat f(w) = ZSSZI fs(w), then the optimization function will be

s
minimize fs(ws)
521 (2.6)

subjecttows —2 =0, s=1,...,5.

A dual descent method with a dual decomposition can be used to solve the quadratic equation
however, in this method, the converge time is very high [[13]]. To improve the convergence time,
two terms are introduced to the equation— a linear and another one is quadratic. In this way, we

form the augmented Lagrangian scheme and design ADMM [13]] in the following form:

min £(2) + 9(2) o

subject to Az + Bz = c.

ADMM approach for finding the solution of the variables = and z in Equation ([2.7) using the

following iterative steps:

2= argmin f(z) + g | Az 4+ Bz —c+u' ||3
2t = argmin g(z) + g | Azt + Bz — c +u' ||3
w1 Agttl 4 Bt

The variable u is the dual variable in the above equation in the dual ascent algorithm. The
algorithm continues to iterate and on each iteration, only the partial update is applied to u. The
algorithm stops upon convergence which means the algorithm converges when v = 0 [30]. This
update of the dual variable u enables us to calculate the value of the independent variables of
the equation x and z. This helps us to calculate those independent variables even if they are
connected by correlation. The term £ || Az + Bz" — ¢+ u' ||3 ensures the convergence property
of the algorithm [30]. Using this ADMM, we will be able to apply the SVM to each local
machine and converge them to generate the final solution. Therefore, in our approach, each local

SVM is considered as the sub-problems of ADMM and by solving each sub-problem, we will
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converge to the global SVM.

2.5 Summary of the Chapter

In a generic binary SVM problem, the training data set has N points and each of them is a p-
dimensional vector. Their corresponding data label is {1, —1}. The objective function is to find
the weight vector w where c is the penalty parameter which trades off the margin width and
misclassification. ¢ allows some data points to fall off the margin but penalize them.

Now, the multi-class SVM has a & number of classes. Therefore, if forms & SVM models.
The mth SVM model considers all the training data with mth class as positive labels and all other
instances as negative labels. Thus we have k decision hyperplanes and the final decision is taken
by majority voting.

In our problem, there are S number of geo-distributed sites and the data point instances are
distributed over these sites. Therefore, the training set can be defined as the union of all the data
point instances in each site. Therefore, we have to form a multi-class SVM model to classify
a data point to a class label maintaining the three constraints— the computation cannot be cen-
tralized. These geo-distributed datasets will need huge bandwidths usage to a central machine.
Secondly, as we stated, these datasets contain critical information about the security of a country.
Thirdly, if we want to take a decision after computing these datasets in a centralized machine, the
machine will need huge computational resources as for SVM, all the data points must be taken
into consideration at a time to form the decision boundary. Due to these constraints, we cannot

compute all the datasets in a global machine.



Chapter 3

Literature Review

Preserving privacy in large-scale distributed systems is challenging. This chapter provides an
overview of the research works related to our topic - introducing parallel computation in the field

of distributed systems and some privacy-preservation techniques for datasets.

3.1 Parallel SVM

SVM has constantly been related to real-world performance in the context of the large training
set for classification. This model is a computationally extensive process when the size of the data
set is very large. In order to increase the performance and accuracy, numerous algorithms have
been approached while trying to maintain the accuracy and complexity of the algorithm. Data
splitting is a popular technique which is applied in many machine learning algorithms like deep
learning networks [[7]. However, dependency on the particular coding techniques and supporting
libraries is one of the major disadvantages of these approaches where they fail to adopt widely

available approaches.

3.1.1 Parallel SVM with Decomposition

In [32], [33]], a parallel decomposition algorithm is proposed based on the principles of convex

conjugate duality. SVM is based on the number of support vectors for developing the classifica-

20
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tion model. These support vectors introduce the largest margin between two classes among those
hyper-plane that separate the clusters of data points. In [34]], an algorithm is suggested where
the non-supporting vectors are suggested to be removed early from the optimization strategy to
speed up the solution process of SVM. Thus, the support vectors from multiple classifiers are
then combined into a new training set and for that new set, an SVM is solved. This process

continues until there is one single classifier left.

Figure 3.1: Parallel optimization diagram [/1]

In [35]], a chunking method is proposed which solves the SVM by partitioning the data and
this process continues until the final chunk is calculated. However, in this approach, the similar

data is shared between several nodes which increases the overhead of the whole process.

3.1.2 Parallel SVM with Efficient MPI and Threading

In [36], a parallel implementation of SVM solver is proposed using MPI. This solution is ef-
fective in peer-to-peer and grid environment. However, MPI does not support asynchronization

and using a synchronous communication model could affect the speeding of the training time.
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Zanghirati et al. [37] present a parallel implementation of SVM based on the decomposition
technique using a message passing interface. They split the problem into many sub-problems
and once the sub-problems are computed, the outputs are combined to get the final result. How-
ever, this parallel implementation mainly depends on the caching strategy used to avoid the

re-computation of the previously computed elements.

Figure 3.2: MPI approach shows better parallel efficiency properties [2]

In [38]], paralle]l SVM is implemented using Cilk and Java threads. The idea is to perform the
combination of support vector machines. However, the main drawback of this algorithm is that
it requires a shared-memory machine [39].

One-vs-one and one-vs-rest SVM decompose the problem into multiple binary sub-problems
and parallel computing are done in [40]]. In [41] [42], the authors have emphasized the concept
of extending margin to multiple classes. To achieve this concept, they have proposed conceptual
and emphirical comparison [43]] [44]] [45]] [46]]. In [47] [48]], they have uses MPI for inter machine

communication.
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3.1.3 Framework based Parallel SVM

Chu et. al capitalize natively on multi-core capabilities using processors. They proposed a linear
SVM model using MapReduce framework using batch descent function for optimization [49]
[50]. The SVM algorithm was developed by [50] and this algorithm was developed by [51].

They take the decomposition by selecting a set of two points on the working set.

Figure 3.3: SVM process aggregation [3|]

In [52]], a version of SVM proposed by Suykens and Vandewalle, namely LS-SVM which
is suitable for incremental data sets, is made parallel, fast. Another application specific dis-
tributed model is proposed in [53], where a new algorithm is proposed for imbalanced data sets

to improve the classification of the minority class.

3.1.4 Application-specific Parallel SVM

In [54]], the algorithm is proposed for image classification and annotation. In [[11]], a cluster based
training algorithm is proposed where reassembling is done based on Bootstrapping and training
is done with a cluster of computers. However, they implemented the algorithm only for image
annotation [55]]. In [56], a distributed approach is proposed where the data is partitioned across

machines in a cluster and the communication between the nodes in a cluster, they have suggested
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using MPI. The disadvantages of the algorithm will not work across different clusters.

In [8]], they have proposed a distributed algorithm based on the MapReduce framework. How-
ever, they have not made assumptions based on the density of the weighted vectors of the SVM.
Grid computing is suggested for large-scale SVM to facilitate computing and data-intensive
applications [57]. Some application based SVM algorithms are suggested such as PSO-SVM
hybrid computation for continuous-valued data set [58] [33]], for application related to spam
filtering [3]], improvement in clustering algorithm using distributed SVM [59], sensor network

classification using SVM [60)]].

3.1.5 Parallel SVM based on a Central Machine

In [13]], [12], an optimization problem is formed using alternating direction method into smaller
parts, that can be solved individually on different computers. Here, each node stores the whole
model into memory and thus this model is hardly suitable for large spaces. Thus, if the data set
contains millions or billions of data, then that is beyond the limit for that learning algorithm.

In [4]], parallel SVM is proposed, however, the central machine loads data into local machines
in a round-robin fashion and each local machine performs parallel IPM to solve the quadratic
problem. In [18], another parallel SVM model is proposed where the data is distributed over
local machines and each local machine computes those data and sends the data to the central
machine. However, in this method, the data is distributed by the central machine to ensure the
similarity of distribution of local datasets and the global training set. Therefore, in both the
parallel SVM models, the data distribution has to be done in the central machine and so, all the
data must be at first stored in the central machine. Therefore, these methods do not preserve the
privacy of local data.

In [61], a parallel processing algorithm is proposed for all-in-one SVMs. In this work, a
quadratic program is solved which equals the number of classes quadratically. In this work, two
distributed algorithms are formed based on the mutation of SVM. In this work, the generalized
SVM is not parallelized.

In our thesis, we propose two algorithms to introduce parallel computing to traditional SVM
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Figure 3.4: Speedup of SVM for large-scale datasets using parallel computation [4]

techniques. These algorithms use the generalized techniques to solve the sub-problems and

introduce an efficient mechanism to solve the final SVM problem from those sub-problems.

3.2 Privacy-preserving SVM

In [62]], the privacy-preserving SVM is designed for the Gaussian Kernel function which approx-
imates the decision function. Therefore, it does not reach the optimal value of the final SVM and
the accuracy is not similar to the global SVM. In [63], there is another privacy-preserving SVM
is proposed which does not guarantee globally optimal coefficients.

There have been some significant works in the area of privacy-preserving data mining. Sev-
eral approaches have been proposed in the literature works. One approach is to alter the local
data by adding noise at the beginning of the data mining and then remove the effect of noise from
the result by reconstruction techniques [64]. However, this violates the security and privacy of

data [33,|65]. Some techniques also suggest the utilization of cryptographic techniques [63]
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which is not applicable for large-scale distributed datasets.

3.2.1 Randomized-based Privacy Preserving Data Mining

The randomized based approach protects the privacy of the data by adding some noise to the
original data. In [66] and [67], a randomly generated matrix is multiplied with the original
kernel matrix. They tested their method both for horizontally and vertically partitioned data. In
their method, they have claimed to protect the privacy of data while preserving accuracy using
the restricted isometric property of matrix multiplication. The drawback of their mechanism is
that the random matrix needs to shared between all the local learners as it works as the common

key and it only works for client-server systems.

Figure 3.5: Adding noise to data stream [5]]

Another method was proposed in [68] where they proposed two alternative techniques of
privacy preservation of data. The first one is to add noise to the final data mining results and
another one is to work on an objective function to provide e-differential privacy to the data. This
e-differential privacy guarantees the limit of information an attacker can get in the case of an
adversary attack. Even if it gets to know all the other value and functions from a database, the
method provides a level of privacy. However, this method strictly enforces that the objective
function and the loss function must be differentiable for continuous derivatives and convex.

In [69]], a method was proposed which proves that even after adding noise to the training
data, the data set preserves some statistical properties. Therefore, the Naive Bayes algorithm
could be applied to those datasets. In [[70], another method was proposed to generate fake data
from the training set. They have shown that knowledge can still be obtained from those fake

data. However, the addition of this fake data introduces a huge computation cost.
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3.2.2 SMC-based Privacy Preserving Data Mining

SMC based approach work with some specific design of a certain learning method. In [6,63]],

dot product protocol and secure sum protocol to derive the kernel matrix of SVM learning. Ho-

Figure 3.6: The flowchart of generating privacy-preserving kernel of SVM in [|6]

mographic encryption mechanism is used in [71] for back propagation training. They have used
this mechanism to calculate the delta function preserving privacy. In [72], a secure protocol is
proposed to compute the result of (v; +v2)log(v; +vy) without disclosing v; and vy to each other.
They developed the decision tree algorithm in this technique. Commutative encryption model
is used in [73] along with secure sum protocols to generate the association rules in horizontally
partitioned data. Another secure algorithm was proposed in [74] using secure dot product tech-

nique over partitioned data. However, these traditional techniques mainly rely on the encryption
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mechanism to generate the secure protocol. These techniques alone are inadequate for handling
these large-scale datasets as these mechanisms are mainly designed for small-scale datasets.

SMC based approaches provide some level of privacy in the semi-honest environment. They
employ cryptographic tools and focus on developing protocols to protect privacy among learners.
However, these techniques involve huge computational overhead especially for those data mining
techniques where large-scale datasets are involved.

Although some privacy-preserving techniques have been applied to improve the scalability
of several machine learning algorithms very recently [[16}/17]], to the best of our knowledge, we

are yet to see such solutions for multi-class SVM on geo-distributed datasets.



Chapter 4

Proposed System and Mechanism

In the distributed environment with geo-distributed environment, the best is to perform local
computing on the local sites and then based on that computing results, the decision can be taken
in a central machine. In this way, privacy and security of data is maintained while maintaining
accuracy and data analysis is also done in a centralized way. The main objective of the work
is formulate the model for these geo-distributed SVM while maintaining the constraints such
as the data cannot be centralized and the model must be privacy-preserving and to present a
high performance mechanism to solve the multi-class SVM in order to facilitate high level data
processing and classification. Therefore, we want to design a distributed algorithm for handling
this geographically distributed datasets which will maintain the accuracy of the traditional SVM

and improve task completion time by introducing parallel computing.

4.1 Proposed System

We form a multi-class SVM model to classify data points to a class label maintaining the three

constrains
* The computation cannot be centralized

* Must preserve the privacy of datasets containing critical information

29
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* Must need lower computational resources for large datasets than the huge computational

resources of central machine

In our system, we propose two large-scale distributed training algorithms which improves task
completion time and memory allocation while maintaining accuracy close to the traditional SVM

and preserving privacy..
* Distributed SVM (D-SVM)
¢ Time-constrained Distributed SVM (TCD-SVM)

We develop the distributed SVM and Time-constrained SVM using two sections of the system:
* Local Machine

¢ Global Machine

4.1.1 Process Flow in Local Machine

Local machine refers to the localized machines where the local SVM is generated. In our sys-
tem, the localized data are considered as a subset of a large data set and we generate a support
vector machine (SVM) model for these localized data sets in local machines. The local machines

perform the following tasks in our systems:

4.1.1.1 Construction of Local SVM

These local machines generate the local SVM and send them to the global machine for the
decision of global SVM. The margin of an SVM refers to the distance from the decision surface
to the closest data point. Therefore, if the margin of an SVM is very small and if we change the
decision surface of that SVM by a large scale, it may decrease the accuracy of that SVM on that
data set. The margins along with the weighted vectors of the SVM are sent to the global machine

after computing. This process is shown in Figure 4. 1]
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Figure 4.1: Local Machine Sending Local SVM to Global Machine in Distributed SVM

4.1.1.2 Update of Local SVM Weight Vector

After the global machine generates the global SVM, it sends the global weighted vectors to the
local machines. The local machines receive the global SVM and check its accuracy against its
local data set termed as “global accuracy”. These machines also calculate the “local accuracy”
which is the accuracy calculated from the local SVM after testing it on local data set. If the dif-
ference between the local and global accuracy is above the threshold, then the weighted vectors
of the local SVM are updated with the median value of the global weighted vectors and local
weighted vectors. Otherwise, the local weighted vectors are preserved and the local machines
resend that to the global machine as their local SVM. This process is continued until the process

reaches to convergence.

4.1.2 Process Flow in Global Machine

The global machine is an important part of our system which takes the local weighted vectors
and margins generated by the local machines and uses them to generate the global SVM model.
After generating the global SVM, it sends the weighted vectors to all the local machines and

waits for the local SVMs until the convergence is reached. The process is explained in Figure
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Figure 4.2: Global Machine Sending Global SVM to Local Machines in Distributed SVM

4.1.3 Construction of Global SVM

The algorithm of modeling the global SVM is tested using several different techniques which are

explained below:

* Mean : The mean of all the weighted vectors of the local SVM is taken and with that mean

value, the weighted vector of the global SVM is generated.

* Median : The median of all the weighted vectors of the local SVM is taken and with that,
the weighted vector of the global SVM is generated. As the median is the middle of the
values, it gives a value by separating the upper and lower values in the local weighted

vectors.

* Clustering with outliers removal : The clustering method is another efficient method for
determining the vectors of the global SVM. The vectors of for each class in the data set of
the local SVM form a cluster and the centroid value is taken as the final weighted vector

value.

However, the outliers detection plays a major role in improving the efficiency of our al-
gorithm. We use the interquartile range (IQR) to remove the outliers from the clusters.
Interquartile range refers to the difference between the largest and smallest values in the

middle 50% of the set of data.
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In this process, we find the farthest point from the mean of the data set. If the data point
is farther than 1.5XIQR from the mean, then it is an outlier. We remove that point and
form a new cluster. This process is repeated until all the outliers are not removed from the

clusters.

» Weighted margin : The weighted margin technique is our proposed technique for the deci-
sion of global SVM. The local machines send their margin values along with the vectors to
the global machine. This margin denotes the distance between the decision plane and the
closest data point i.e. it means how much the decision plane can be shifted maintaining the
accuracy of the SVM model. Thus if SVM with a very low margin is changed drastically, it
may impact the accuracy of the model to a great extent. Therefore, we set the high priority
for those weighted vectors whose SVM has a low margin than those SVMs with higher

margin values. The margins are normalized in this process.

Local Machinel Local Machine2

‘A //;al Machine3
Local Machine9

/bal Machi Local Machine4
Local Machine8

Local Machine5

Local Machine7 Local Machine6

Figure 4.3: System Architecture
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4.2 Proposed Flow

The system architecture is explained in Figure.3] In the beginning all the parameters are initial-
ized and local machines start to build the local SVM based on the localized data. Once the local
machines finished computing, these SVMs are sent to the global machine. The global machine
generates the global SVM and sends it back to all the local machines. The local machines check
the local and global accuracy and based on the difference value, takes the decision to update their
local SVM vector values. This process is repeated until the convergence is reached. In each step,

the accuracy is calculated for the testing data set.

4.2.1 Proposed Distributed SVM Algorithm

At the beginning of our algorithm, all the weighted vectors, margins, and other parameters are
initialized in the global machine. The local machines then start developing the local SVM mod-
els with localized data. While developing the SVM model, the traditional SVM algorithm is
followed. Each local machine generates a hyperplane while maximizing the margin of the SVM
model. These SVM models are then sent to the global machine for computing the global SVM.
This margin not only helps the global machine to calculate optimal global SVM but also reduces
the iteration needed to reach the convergence of the algorithm.

In the global machine, the weighted vectors are computed with the methods mentioned in the
previous section. Then this global SVM is sent to all the local machine and the local machine
tests the accuracy difference. Each local machine takes the decision for updating. This process
continues until the algorithm reaches its convergence.

This Distributed SVM (D-SVM) deals wit three basic steps— constructing local SVM in the
local machine, construction of global SVM with outliers removal in the global machine and
finally, finalize the global SVM First of all, in the next chapter, we will explain the mech-
anism of Distributed SVM (D-SVM) and how it handles the geographically distributed datasets
while maintaining accuracy of the traditional SVM and improve the task completion time by
introducing parallel computation. We will also present the analysis the convergence, optimality,

uniqueness and time and space complexity theoretically.
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Figure 4.4: Distributed SVM Process Flowchart

4.2.2 Proposed Time-constrained Distributed SVM

In the Time-constrained SVM, when the global SVM is formed, it sends its global hyperplane
set to each of the local machine. Each local machine computes accuracy global with this set
with its own local dataset. Now, if the accuracy difference between the accjocq; and accgopa; 18

greater than threshold, then it updates its hyperplane set /{; as the mean of /; and . and sent it
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again to the global machine and the process repeats and each local machine accepts hyperplane
set H.. The process continues when all the local machine accepts /.. as the global machine. The

process flow is shown in Figure [4.5] After that, in Chapter [6] we will present another algorithm

L
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T
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SVM and accuracy local machine

]
Calculate the weights
of globatl SVM

Check accuracy of global SVM on each
partitioned data set of local machine

ocal accuracy -
global accuracy >
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Yes

finalize local SVM
based on the
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update the global SVM
with the local SVM

T

Figure 4.5: Time-constrained Distributed Model Process Flowchart

Time-constraint Distributed SVM (TCD-SVM). We will also explain how the second mechanism

limits the time of the first mechanism.
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4.3 Summary of the Chapter

In this chapter

* We presented the detailed architecture of the local machine and global machine and their

communication mechanism.

* We gave a detailed description of the different procedure



Chapter 5

Proposed Scalable Distributed Multi-class
SVM Algorithm

In this chapter, we present our scheme of privacy-preserving multi-class SVM (DSVM) for geo-
distributed data. In order to protect the privacy of data, the proposed scheme should be managed
to 1) run the learning algorithm on local datasets; 2) derive the final classifier without knowing

others’ private data.

5.1 Proposed Distributed SVM Algorithm

The mechanism deals with the steps— constructing local SVM, construction of global SVM with

outliers removal and finally, finalization of the global SVM.

5.1.1 Constructing Local SVM

At the beginning of our algorithm, we have S sites each having x; number of data points with
k class labels where each data point is a p-dimensional vector and 7 = 1,...,5. With those
data points, each site forms an optimal hyperplane set H; such that H; = {H;,, H,,,..., H;, }
as there are k number of classes and each hyperplane can be expressed as H;, = w.z + b where,

1 =1,..., k. These hyperplanes are constructed using margin maximization separating the data
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points by minimizing (w, b) as followed in the generalized multi-class SVM model and thus the
whole hyperplane set H can be defined as H = { Hy, H», ..., Hg}. Each site calculates accuracy
acCiocat; and sends its own hyperplane set H; to the global machine. The accioeq can be defined

as:

Number of correctly labeled data using H; 5.1)

ACClocal; = int in site 7
local; The total number of data point in site j

The steps are shown in Algorithm|[I] The detailed step is given in Figure[5.1]

Figure 5.1: Constructing local SVM in Distributed SVM

Algorithm 1 Algorithm of Local Machine of Multi-class Geo-distributed SVM

Input: partitioned data x; in the local machine of each site j
1: Initialization :
2: forj:1— Sdo
3: Run SVM on the data set z; of a local machine of each site j and form an optimal unique
hyperplane set H
4: Calculate accioeqr; On dataset
5: send H; to the global machine
6: end for
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5.1.2 Construction of Global SVM with Outlier Removal

The whole hyperplane set H consists of .S number of hyperplane sets where each hyperplane set
H contains a k number of hyperplanes. We have to select global hyperplane set H, from S hy-
perplane sets such that /1. becomes the solution for the global SVM. We use k-means clustering
where the global machine forms £ numbers of clusters using those hyperplane sets and finds the
global hyperplane H, set after computing the centroids of each cluster. In the global machine,
the clusters are formed using the decision boundaries of each hyperplane after identifying the
outliers using the interquartile range /() R. The interquartile range is the difference between the
third quartile ()3 and first quartile (), of any set. If any data point is more than 1.5 interquartile
distance from the mean, then that point is considered as an outlier. If we find any hyperplane set

member [, as an outlier in the cluster C;, then we send its cluster centroid to the local machine

J.

Figure 5.2: Correction of Outliers

The local machine then recomputes the hyperplane set H; by taking a percentage of their
data points and resend it to the global machine as the outlier is caused by the imbalance in data
points for each class label k. The detailed algorithm for outlier detection and outlier correction

is mentioned in Algorithms[2]and 3]
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Algorithm 2 Algorithm to Identify the Outliers

Input: Set of data points X
1: Calculate the first quartile (();) and third quartile (()3) for the dataset
2: Calculate the Interquartile Range (IQR)= Q)3 — Q1.
3: fori:1— X do

4 Calculate distance D; using equation D; =|| 2; — Zmean ||*= > iep 1T = Tmean 2
5 if D; > 1.5 x IQ)R then

6: Classify z; as outliers

7 end if

8: end for

Algorithm 3 Algorithm for Outlier Correction in Local Machines

k
Input: Hyperplane set H = {Hy, H,,...,Hs} where H; = |J H;,
i=1

1: Compute the member [ow as the lowest percent of data instances present in x; with label &

2: for z : 100 — low do

3 Compute hyperplane set H; with 2% of each labeled data

4: Compute the IQR distance D;

5: if (D; > 1.5 x IQR) then

6: Continue the computation with lower z

7 else

8: Terminate the algorithm and send the new hyperplane set H; to the global machine
9: end if

10: end for

We have S local sites and each site has a hyperplane set /;. Thus the total set of local
hyperplane set is A consisting of the hyperplane set obtained from each local machine. Next, we
have accuracy,q at site 5 which is the number of correctly labeled data by locally constructed
hyperplane set [; at site j. In Figure[5.3] we have shown the process of constructing SVM in
each site S having z; number of data points with % labels. Each local site’s machine runs the
traditional multi-class SVM on each local dataset and form hyperplane set /1. It then calculates
local accuracy acciocq based on the Eqn [5.1) and sends this hyperplane set H; to the global
machine (shown by red dots in Figure [5.3)). In this ways, another local site’s machine computes
hyperplane set, calculates local accuracy and sends the hyperplane set to the global machine
(shown by blue dots). Thus the global machine has S number of hyperplane set each from a
local site machine.

The second step is the construction of global SVM in the global SVM. For this step, we at
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Figure 5.3: Form cluster

first, form k clusters. In the Figure we have data sets with five class labels. When the first
machine sends the hyperplane set, the global machine sees it has five hyperplanes (denoted by
red dots here). Now each hyperplane will belong to a different cluster. Thus we have constructed
k clusters. Now, another local machine sends its hyperplane set and it also has a £ number of
hyperplanes (shown by blue dots). Now we cluster each new hyperplane with its nearest one by
distance and now each cluster has two members. In this way, when all the local machines have
sent their hyperplane to the global machine, we can see, each cluster has S hyperplanes. The
centroid of each cluster is shown by black dots here.

Now, while doing clustering, we have to handle the outliers. For identifying outliers we have
used a popular technique of outlier identification using /() R which is the difference between the
third quartile and first quartile of the data points in a cluster. If the distance between the data
point and the centroid is greater than 1.5times /@R then it is classified as outliers (Figure [5.4).

The outliers can occur in the dataset for the nonuniform distribution of data points with
each class label in any site. Thus, if any hyperplane of a cluster is identified as an outlier, the

global machine sends the centroid to that local sit causing the outlier. The local machine then
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centroid

Figure 5.4: Identify outliers

recomputes the hyperplane set by taking a percentage of data points to balance the distribution.
The corrected hyperplane set is again sent to the global SVM. Therefore, the global hyperplane

set is formed by taking the centroid of each cluster.

5.1.3 Finalize Global SVM

These global hyperplanes set H. is sent to all the local machines and the local machine calculates
the accuracy accgopa; Of its dataset x; against that hyperplane H.. The accgopa, 18 defined as

follows:

Number of correctly labeled data using H. (5.2)
ACCqlobal; = T - : .
global; The total number of data point in site j

If the global weight vector w, and local weight vector w; is not equal, then the H. is not accepted
by the local machine j and it forms a new hyperplane by taking the average of H. and H; and
sends it back to global machine. This process continues until all local machines stop updating
which is stopping criteria for our algorithm. The detailed algorithm is listed in Algorithm [4]

In Figure [5.5] when the global SVM is formed, it sends its global hyperplane set to each of
the local machines. Each local machine computes the accuracy of the global SVM with its own
local dataset. Each local machine updates its hyperplane set /; as the mean of H; and H. and
send it again to the global machine and the process repeats until it accepts set H,.. The process

continues until all the local machine accepts /. as the global SVM.
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Algorithm 4 Algorithm of Multi-class Geo-distributed SVM

k
Input: Hyperplane set H = {H;, Hs,..., Hg} where H; = |J Hj,, Number of classes k in
i=1

datasets
1: whilej:1 — S&H; # H.do
2: Form £ numbers of clusters {C, Cy, ..., Cy} from each hyperplane H,
3 Check if boundary of Hj is outlier for C; using Algorithm [2]and 3]
4 Calculate H,. and send that to each local machine of site
5: Check accuracy 4CCqlobal,; of H, on site j with datasets z;
6 if (w. # w; > 0) then
7 Hj = =
8 else
9: Hj == HC
10: end if
11: end while

Figure 5.5: Construction of global SVM

5.2 Why We Have Chosen Clustering Algorithm

Each hyperplane set has k£ hyperplanes and there are S local sites. However, which hyperplane
sets should be computed together is a complicated problem. For example (in Figure [5.6), we

have k hyperplanes from local site 1. Now, in the second machine, we have the first member of
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the hyperplane set.

Figure 5.6: Why clustering

Therefore, if we want to match the first member of the first set with the first member of the
second set, we will have the wrong computation. Therefore, to solve this problem we have used

distance-based clustering.

5.3 Scalability

In this section, we will prove the optimality, convergence, time and space complexity and unique-

ness of our Distributed SVM algorithm.

5.3.1 Optimality

The whole training set includes /V data instances and each training instance is a p-dimensional

vector. These IV instances are distributed in S local sites and so there are S local SVM learners.
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Each local site learner forms the k£ number of SVMs for k£ class labels. Therefore, the objective

function of our problem can be visualized as

1 & N
A »
i gg 2w+ 2N
.7:1 =1

subject to Y;(X;w; + 1b;) > 1 — &3 (5.3)

w; =w,, Vj=12,...,8

We can assume the constraints as w; = w,, Vj = 1,2,...S. We replace w; with w, and omit
the inequality constraints. Therefore, we obtain an objective function and constraints same to
the original objective function in The solutions of the two problems are identical as the
functions are strictly enforced.

We solve each sub-problem as independent sub-problem by ADMM. Firstly, we can see this
problem is decomposed because if we take the derivative of the objective function of SVM, we
can see the wy(Vs # t) term will vanish. Moreover, the constraints of the objective function can
be divided over a number of groups and each group can compute a single w;. Therefore, we
can conclude that each task of finding local SVM learner is independent [30]. Therefore, the

subproblem for each local machine j is defined as

o
.1 -
min %ijwj + > &
i:(s—l)%
subject to Y;(X;w; + 1b;) > 1 —&;; (5.4)
§ =0,

w; =w, Vj=12,...,8

However, the equality constraints of w; = w, are difficult to enforce for all local S learners

as the value of the global SVM weight vectors w; is unknown. Therefore, we could enforce a

5 p

regularization term to the objective function )7, § || w; —w, ||3. In this way, w; are optimizing

the inverse margin while approaching w,. Then, w,. will be updated with those updated w;. This
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iterative process will continue until convergence. Therefore, with these regularization terms, the

Lagrangian function can be written as the augmented Lagrangian:

S
1 P
L =3 sawwy = MY (w4 1) = 14 &) =t & 1 +5 1wy — we 7 3
(5.5)
In the above equation, -; is introduced to rid of the dual variables for w; = w.. With these

function, alternative optimizations for w; and w,. could be written as

wit = arg r?vincf(wj,wi)
’ (5.6)
w't = arg minf(wjtﬂ,wc)
In the above equation w; can be solved by solving its dual problem J; as follows:
S Ty \T P t t T
Ly = —m/\ijXij Yidj + -1 S, (we =YX A (5.7)
Here,
S T
— VXX Y
1+ pS
Sp (5.8)
_ t t
Now the problem can be rewritten as
\; :=arg min lA,A)\T + BT\,
7 - 05X >C ) ] 7 J (59)

subject to 1Y;A; = p(b — s' 4 [35)

The above problem can be solved as a standard quadratic programming solver. In our algo-
rithm, the local machine uses the generalized multi-class SVM model as described in Algorithm
[Il Thus, this local machine optimization problem is the generalized SVM optimization which
means to find the hyperplane that maximizes the margin of the training data. The local SVM
gives us the best hyperplane set H; for each site j which maximizes the margin or minimizes the

(w, b). Therefore, we can say, the part of our Algorithm mentioned in Algorithm always gives
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the optimal solution to the problem. The generalized SVM can be used as the constraint can be
defined as \;Y; = p(b§ — st + B;) Therefore, we can easily take the generalized SVM. We can

summarize the iterative variable update as follows:

S
t+1 t+1
i T S(pw -+ ATYXG)
wffl - Z t+1+z,7t+1
j=1

A R S B As
Vi T Wy T we

Secondly, we have used the k-means clustering is used to find the global hyperplane set H..
The clustering method gives an optimal solution if the data can be separated into clusters. In our
algorithm, we know, there is the £ number of classes and thus, there will be the £ number of
clusters. Each cluster contains data points equal to the number of local machines S in the model.
Therefore, the clusters are C, Cs, . . ., () each having S members. The clustering optimization

function can be defined as follows:

Clg;kaZZHx—C >l

..... i=1 zeC; z;€C;

or equivalently,

o ckZ| > la—yl®

z,yeC;
Lastly, we can see, the clustering algorithm is used to update the ;. Therefore, the w; of each
local machine will converge to the optimal solution. The detailed steps of convergence are shown

in the next section.

5.3.2 Convergence

The Equation [5.3] can be rewritten as

Fl(wl) -+ FQ('UJQ) subject to Aw1 = W, W1 € Sl,'lUQ €52 (510)



CHAPTER 5. PROPOSED SCALABLE DISTRIBUTED MULTI-CLASS SVM
ALGORITHM 49

Here,
S1 = {w|Y1(Xqjwy + b)) > 1— &}

Sy = {ws|Ya(Xowy 4+ by) > 1 — &}

Sp and 9, are the feasible sets of w; and w,. The problem formulated above is guaranteed to
converge as long as one of the following conditions held: S; and S, are bounded or AAT is
nonsingular [[12}/75]]. In this formulation of the problem, A is an identity matrix. Therefore, we
can conclude w, will converge to the solution.

If we take the update procedure of each local support vector w;?, we can see that, the local
update of w§. is dependent on X, Y; and the global variable w’~!. Therefore, each local ma-
chine could update each local support vector w; independently and in parallel with other local
machines. The global machine only updates the global variable w! by the collection of local
SVM parameters and finding the global w! by using clustering. In this way, the global machine
need not have the actual training data as long as it can apply the clustering algorithm on the
locally calculated hyperplanes. After the global machine calculates the w?, the global machine
sends that global w?, to the local machines and the local machines update the wé-“. This iterative
process will continue until w’, converges.

At the beginning of our algorithm, the local machine uses generalized multi-class SVM men-
tioned in Algorithm (1, therefore each local machine takes O(|z;|*) time to reach convergence
where |z;] is the size of dataset in ith local machine as SVM is bound to converge when data is
separable. Secondly, the global machine constructs the global hyperplane set /. using k-means
clustering. The objective function of the k-means clustering is to minimize the residual sum of
squares (RSS) and minimizing averaged squared sum indicates how well the centroids represent
the data points. K-means algorithm always converges as the RSS decreases in each iteration. In
each iteration, the new centroid o is the new data point for which RSS reaches its minimum.

The convergence function is given below:

RSSH(T) = Z |7 — 7% = Z Z(Um — )

TeX Tex m=1

where the x,, and v,,, are the components of the vectors. After solving the equation using partial
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derivative we can get,
1

|Con

Um = Tm

Tex

Each local machine 7 gets the global hyperplane set H,. from this k-means clustering and tests
that on their local dataset. It either accepts H,. as new hyperplane or updates H; based on the
average H; and H,.. Therefore, all the local machine gradually shifts to the global hyperplane
set. As the local SVM of each site of S is shifting to the global SVM, the algorithm is bound to

converge and therefore, the whole algorithm will converge.

5.3.3 Uniqueness

Our algorithm always gives a unique solution. Algorithm [I] shows that the local machine uses
generic multi-class SVM model to construct local SVM. If the objective function is strictly con-
vex, then the solution is bound to be unique [76]. Since the objective function of SVM is 1| w 17
which is strictly convex and the constraints are linear inequality constraints which define the con-
vex set, therefore, the optimal hyperplane for each local machine is unique.

Next, any clustering algorithm is bound to give a unique solution if it has three properties:
scale invariance, order consistency, and k-richness [[77]. The clustering ensures the following

properties of uniqueness [[77]]:

1. Scale invariance: For any distance function d the «.d be the same function with all distance

multiplied by . We have a k number of cluster and
F(d, k) = F(a.d, k) (5.11)
This simply means the function to be immutable to the shrinking and stretching of the data

points.

2. Order consistency: For any two distance function d and d’, if the order is same for both
functions then

F(d,k) = F(d, k) (5.12)
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3. k-richness: Range is equal to the set all the k-partitions. Range is defined as the all

possible outputs while varying data instances.

k-means algorithm has these three properties and thus, the clusters formed using the k-means
algorithm in our global machine must be unique.

Finally, the loop only terminates when each local machine stops updating and the algorithm
ensures the accuracy of each local machine. We can say, the local machine ensures the unique so-
lution by implementing SVM and the global machine ensure uniqueness by k-means clustering.

Therefore, we can conclude that the solution to our algorithm is bound to be unique.

5.4 Time and Space Complexity

5.4.1 Communication and Computational Cost

The time needed to run generalized SVM is O(n?®) where n is the size of the dataset. However,
our algorithm’s dataset is distributed geographically into S sites. Each local site forms their own
SVM on that distributed data whose size is % Therefore, the runtime of SVM construction is
reduced to O((%)?). In the global machine, we apply k-means clustering and the initial points of
clusters are known from the first member of the hyperplane set H as each member of the H; € H
belongs to a different cluster. It follows that the k-means clustering of global machine has run
time O(k + S), where S is the number of data points here and & is the number of clusters. In our
algorithm, the number of data points S is equal to the number of local machine S. Therefore, the
running time of the algorithm is O((%)® + k + S). Therefore, our algorithm reduces the total run
time compared to the traditional SVM and it is computationally effective.

In the traditional SVM, the whole dataset of size S X x; X p needs to be stored in a single
kernel. In our algorithm, the whole matrix need not be stored in a single machine at a time and
these S X x; x p number of data points are distributed in S sites, therefore each site will need
only xz; x p space where each data point is a p-dimensional vector. Therefore, our algorithm is

more memory efficient.
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Figure 5.7: Optimal Partition Calculation for Distributed SVM

5.4.2 Optimal Partition

The optimum partition calculation is shown in Figure We have calculated the task comple-
tion time needed for generating the local SVM models and the time needed for convergence for
the different partition number. It is evident from the figure that, there is an optimum partition

number point.

5.5 Robustness

A system can be called robust if a collection of the malicious client can affect the output of the
system by altering the output of the system. However, in our system, the output is protected
against any sort of changes. For example, if any SVM from the local machine is changed during
the communication with the global machine, the local machine will correct it again when it

compares its local and global accuracy.

Definition 5.5.1. The distance D; is defined as the distance between any data point x; in the

cluster C; and the centroid of that cluster.
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Lemma 5.1 The optimality of clustering can be achieved if there is no point with D; >

1.5 x IQR.

Proof. The optimality of clustering can be achieved if the data is separable into clusters which
means there are no outliers [/7]. This means all the data points must be included in cluster
formation and there must be no outliers. A data point x; is considered as outliers if the distance
between the data point x; and the mean mean is greater than 1.5 x IQ) R [78]]. Thus, the outliers

can be defined by follows:

if D; > 1.5 x IQR where D; = |x; — mean| (5.13)

Therefore, we can say, the optimality of clustering can be achieved if there are no data points

with D; > 1.5 x IQR. O

5.6 Privacy Preservation

Our system aims to address several privacy issues with support vector machine. First, in tradi-
tional distributed SVM model, all the training data must be revealed to the third party where the
learning is done and the local sites who have contributed to the data have no control over it. This
information may leak to attackers or to other malicious networks who can access the information
via different means [30]]. There are fundamentally different ways a privacy-preserving machine
learning algorithm can reveal sensitive information. Firstly, side information can be collected
and analyzed by the adversary. Secondly, the result itself can reveal critical information about
the training datasets. For the first case, we need to be careful about the revealed information and
its possible outcome. For the second case, there lies a trade-off between accuracy and privacy.
Our algorithm protects privacy without the dependency on the honesty of any intermediate
server or the global server. Our algorithm provides robustness and correctness of the algorithm

while maintaining the security of data.
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5.6.1 Anonymity

A data-collection scheme is considered to protect the client anonymity if the adversary cannot
determine which data is sent by which server. Our local server does not disclose any data to the
global server. Even if the adversary gets hold of any parameters, it will not get any information
about the local data values. Therefore, our algorithm provides anonymity of data of each local

SErver.

5.6.2 Privacy

In our scheme, in adversary situation, the malicious client learns nothing about the values of the

o xfg } and adversary client gets

local data. Moreover, given the local server datasets {9[:—31> , 95_52> .
hold of all the local parameters sent by the local machine, can simulate no information from
the parameters. Even in the situation of dishonest global server, the adversary client gets no
information about the local data as the local data is never sent to any part of other local servers
or to the global server.

Lemma 5.2 The global machine is not able to retrieve any local data from the local hyperplane

set.

Proof. Our method preserves the privacy of data as only the local server gets to see the local
data. The local model is computed from local data in the local machines. However, to ensure
the model privacy, we need to show that, a local machine can never find about other local data.
Each local machine receives the global SVM model which is found by clustering in the global
machine.

We need to analyze the effect of knowing the global model. In the global model, the attributes
of no local data are involved. Therefore, the number and type of attributes of the other local
machines are still unknown to local machines. As such, global SVM does not disclose any
attribute values. If the exact number and types of attributes are known, a number of quadratic
equation will be revealed in the attribute values. Every value in the global weighted vector
corresponds to the dot product of k-means clustering which is a quadratic equation. Since the

global SVM is symmetric, there are a total of 4’@ distinct equations. The sum of all the
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attributes is higher than @, therefore it is impossible to recover exact attribute values. As

the matrix is symmetric, the matrix does not disclose any further information. In our model, the
local machines only hold the final model and are asked to do new classification, therefore, all

leakage of data is avoided. []
Lemma 5.3 The data from the local machine cannot be leaked in case of adversary attack.

Proof. Suppose, we have local machine D’ which is an attacker.

The local machine sends the hyperplane set to the global machine. If the adversary attack
acts as a local machine and sends its hyperplane set to the global machine, then there can be two
possible cases. Firstly, it can be an outlier. In that case, the global machine will send the global
hyperplane set to that machine D’. Therefore, in this way, that machine D’ will not be able to
get any attribute value of other local machines.

Secondly, D’ sends a hyperplane which is not an outlier to the global clustering. Then, the
local machine D’ will not get any other local hyperplane information.

Therefore, in both cases, it can be shown that any local machine does not get any other local

hyperplane set. [
Theorem 5.6.1. Our method DSVM is privacy preserving.

Proof. In our algorithm, a local site ¢ never sends any data to any other local site j at any point
of computation. Moreover, the global machine only gets the hyperplane set H; from each local
machine ¢ and never gets any information about the local datasets. No data can be generated
from this separating hyperplane [79]]. Therefore, the algorithm maintains the privacy of data as
the local datasets can never be constructed from the hyperplane set. Thus, we can conclude that
our algorithm is privacy-preserving.

In Lemma 1, we have shown that no data is leaked to the global machine. In Lemma 2, we
have shown that, in case of adversary attack, no data is leaked to that local machine.

Therefore, we can say, our method is privacy-preserving. ]

Our system is robust against both adversarial clients and adversarial servers. This is the most

desirable quality of the system. There can be several servers and clients and if we depend on any
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of the servers for this robustness, it will reduce the trustworthiness of the system. Therefore, we
design our algorithm to work without its dependency on any third-party or intermediate server.

In this work, we assume that the local machine understands the utility and privacy trade-
off and they never reveal any part of their training set. These local machines also understand
the protocols needed to follow to obtain the joint training result. However, in our protocol no
training dataset is disclosed at any iteration, so no adversary can engineer the local training data
x;,Vj € S. Therefore our scheme is secure as the local training parameters are considered
without disclosing their actual individual value.

For our scheme, the global machine is in charge of solving the problem of finding the global
SVM. The information available to him is the class labels y and local parameters 17; , Where v is
shared by all the local machines and the global W is calculated without revealing any :E_; Our

system is secure because

1. Private data is only processed locally and the local machines never disclose any local data

at any stage of computation.

2. The process of machine learning is not possible to reverse which means given wj, it is

possible to retrieve any information about the local training set ;.

5.7 Summary of the Chapter

In this chapter,

» we proposed a distributed algorithm, which generated local SVM on local sites from local
datasets to handle these geo-distributed datasets. Then those local SVMs were sent to a
global machine and generate a global SVM maintaining the accuracy same to the tradi-

tional SVM algorithm.

 then, we proved theoretically the convergence, optimality, complexities, and uniqueness

of the solution provided by our algorithm and also prove its privacy-preserving property.
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Therefore, we propose a new geo-distributed variant algorithm of Support Vector Machine
(SVM) to achieve accuracy similar to the traditional SVM and prove the convergence, optimality,

uniqueness, complexities of the algorithm theoretically and practically.



Chapter 6

Proposed Time-constrained Distributed

Multi-class SVM Algorithm

In this chapter, we have proposed a Time-constrained distributed training algorithm for large-
scale datasets. In our previous mechanism, the global machine waits for all the local machines
to send their SVM. This increases the total runtime of the whole algorithm. Therefore, this
time-constrained version waits for a threshold time ¢ and only takes those local sites’ SVM into
computation which has finished sending SVM to the global machine within that time .

The main objective of our work is to formulate the model for this geo-distributed SVM while
maintaining the constraints such as the data cannot be centralized and the model must be privacy-
preserving and also to present a high performance to solve the multi-class SVM in order to
facilitate high-level data processing and classification.

We can illustrate the difference between these two proposed algorithms in Figure [6.1] and
In these figures, we can show that, after threshold time ¢, in DSVM algorithm, the global
machine waits. Here, the global machine does not start computing the global SVM until all the
local machine has sent their vectors and margins to the global machine.

Here, in Figure local machine 3 has not sent its vectors and margin to the global machine
after ¢ time. The global machine waits for the parameters of the 3rd machine and it will not start
computing until all the machines’ vectors and margins have reached to it.

From Figure [6.2] it is also evident that, in Time-constrained SVM, the algorithm is largely

58



CHAPTER 6. PROPOSED TIME-CONSTRAINED DISTRIBUTED MULTI-CLASS SVM
ALGORITHM 59

AN

Local Machine; Local Machine, Local Machine; - Local Machines

After threshold time, t

Global Machine
(waiting for the 3rd local machine output)

N U,
X 18
S QY
/§/ \\
%)

Local Machine;  Local Machine, Local Machine, Local Machines

Figure 6.1: Distributed SVM

dependent on the threshold time ¢. After the ¢ time, the global machine starts computing the
global SVM. It does not wait for all the SVM to reach the machine.

In the Figure the 3rd machine has not finished computing after threshold time and thus
failed to send the values to the global one. However, the global machine computes the vectors

based on the local SVM reached within the threshold time.
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Figure 6.2: Time-constrained Distributed SVM

6.1 Time-constrained Distributed SVM

Similar to the Distributed SVM algorithm, mentioned in the previous chapter, we initialize all the
parameters in the global machine at the beginning of the algorithm. The local machines then start
calculating the SVM model for their respective data set. These local machines also follow the

traditional SVM algorithm to generate the separating hyperplane to classify their data instances
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while maximizing the margin.

However, in Time-constrained Distributed SVM, the global machine does not wait for all the
local SVM i.e. it does not wait for all the local machines to finish generating their own local
SVM model. It waits for a threshold time ¢ and then starts computing the global SVM models.
While generating the global SVM model, it only considers those weighted vectors of the SVMs
of those local machines which have finished computing within this threshold time. Therefore,
if any local machine takes the longest time to form the SVM than the threshold time, then that
SVM will not be considered for the global SVM calculation.

The global machine generates global SVM and similar to the DSVM, sends it back to all
the local machines. The local machines then check for the difference between the local and
global accuracy. If the accuracy is above the threshold value, then the locally weighted vectors
are updated. Otherwise, the locally weighted vectors are maintained and sent back to the global
machine for computing the global SVM again. This process continues until the algorithm reaches
its convergence.

We calculate the threshold time ¢ in an adaptive way. In our algorithm, we start the compu-
tation of local SVM on each local machine with its data set. If even one of the local machine
finishes its computing, we compute its running time. It has been shown empirically that if more
than 65% of the dataset is present in the final calculation, the result will be close to the final
accuracy [[80]. Therefore, the global machine waits for at least 75% of the local machines to

send their hyperplane set before starting to calculate the global hyperplane set.

6.2 Algorithm

In D-SVM, the global machine waits for all the local sites to send their hyperplanes. However, if
any site takes a very long time to converge, it will increase the runtime of the whole algorithm.
Therefore, in Time-constrained Distributed SVM, the global machine does not wait for all the
local SVMs i.e. it does not wait for all the local machines to finish generating their own local
SVM model.

It waits for a threshold time ¢ and then starts computing the global SVM model. However,
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Figure 6.3: Finalize Global SVM

in threshold time, if less than 7% local machine finished computing, then the global machine
extends its threshold time ¢ until 7% local sites sends their SVM hyperplane H; to the global
machine. Thus, while generating the global SVM model, it only considers the weighted vectors
of the SVMs of those local machines which have finished computing within this threshold time.
Therefore, if any local machine takes a long time to form the SVM than the threshold time, then
that SVM will not be considered for the global SVM calculation. The updated algorithm is shown
in Algorithm [5] If any local site finishes computing after any iteration, then the hyperplane set

H is updated and the new computed hyperplane set is added to the set of hyperplane set.

6.3 Optimality

We prove the optimality of our algorithm in the following steps. First, we can show the opti-
mization of both local and global machine and the overall optimality of the algorithm. It has
been shown empirically that if more than 65% of the dataset is present in the final calculation,

the result will be close to the final accuracy [80]. Therefore, the global machine waits for at least
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Algorithm 5 Algorithm of Time-constrainted Multi-class Geo-distributed SVM

Input: Hyperplane set H = {H;, H,, ..., H;} each containing k decision boundaries who have
finished construction in threshold ¢ time,
1: number of classes k in datasets
2: whilej: 1 — S&H; # H.do
3: H = H U H, where H, 1s the new hyperplane set finished computing after the last

iteration
4: Form {C}, Cy, ..., Cy} using each hyperplane H;
5: calculate H, and send that to each local machine of site j

6: check accuracy accgioba, of the global SVM hyperplane j with each data sets z; in the
local machine

7: if (acciocar; — ACCqlobal; > f) then
8: H; = H];Hc
: else
10: H;=H,
11: end if

12: end while

75% of the local machines to send their hyperplane set before starting to calculate the global
hyperplane set.

We prove the optimality of our algorithm in the following steps. First, we can show the
optimization of both local and global machine and the overall optimality of the algorithm.

The local machine of our algorithm uses the generalized multi-class SVM model as described
in Algorithm |1} Thus, this local machine optimization problem is the generalized SVM opti-
mization which means to find the hyperplane that maximizes the margin of the training data.

Any hyperplane satisfying the set of x points can be expressed with the following equation

w.axr+b=0

Our goal is to find the margin which means we will choose the hyperplane with the smallest

| w || as it is the one with the largest margin. Therefore, we can formulate the optimization
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problem of SVM in the following way:

Minimize in (w, b)

subject to y;(w.x; +b) > 1foranyi=1,....n

The local SVM gives us the best hyperplane set H; for each site j which maximizes the margin or
minimizes the (w, b). Therefore, we can say, the part of our Algorithm mentioned in Algorithm
always gives the optimal solution of the problem.

Secondly, the k-means clustering is used to find the global hyperplane set H.. The k-means
clustering always gives the optimal solution if there are no outliers and we identify and correct
the outliers using Algorithm [2|and

Lastly, Line 7 in Algorithm [5] allows the accuracy to lie within the +6 range of the global
optimal accuracy on the local data sets. Thus our algorithm solution can vary within +6 of the
optimal solution of the whole dataset.

It is also noted that the optimal solution is never achievable on this geo-partitioned data as
the whole dataset is never accessible to one single local site. As the generalized multi-class SVM
used in local machine and k-means clustering followed by global machine gives the optimal so-
lution to the problem and the accuracy of each local machine is within +6 of their local accuracy
after convergence, we can say that the solution of our algorithm is within £6 of the optimal

solution of the problem.

6.4 Convergence

At the beginning of our algorithm, the local machine uses generalized multi-class SVM men-
tioned in Algorithm [3] therefore the local machines (those finish computation with threshold
time ¢) take O(|z;|*) time to reach convergence where |z;| is the size of dataset in ith local
machine as SVM is bound to converge when data is separable.

Secondly, the global machine constructs the global hyperplane set . using k-means cluster-

ing. The objective function of the k-means clustering is to minimize the residual sum of squares
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(RSS) and minimizing averaged squared sum indicates how well the centroids represent the data
points.

K-means algorithm always converges as the RSS decreases in each iteration. In each it-
eration, the new centroid ¥ is the new data point for which RSS reaches its minimum. The

convergence function is given below:

RSSU () =DV TP =D D (v — 2)?

TeX Fex m=1

where the x,, and v,,, are the components of the vectors. After solving the equation using partial
derivative we can get,

Um = 7577 Lm

Co 7eX
Each local machine 7 gets the global hyperplane set H, from this k-means clustering and tests
that on their local dataset. It either accepts H,. as new hyperplane or updates H; based on the
average H; and H,.. Therefore, all the local machine gradually shifts to the global hyperplane
set. As the local SVM of each site of S is shifting to the global SVM, the algorithm is bound to

converge and therefore, the whole algorithm will converge.

6.5 Summary of the Chapter

In this chapter, we proposed another improved distributed SVM algorithm where the global
machine waits for a threshold time and if the local machine has finished generating the SVM
model within the threshold time, then the global machine includes them to compute of the global
SVM. However, another problem may arise here that, if very few local machines have finished
computing within time ¢ then the accuracy will be decreased a lot. Thus, we have to wait for at
least 7% machine to finish their computation.

Next, we analyzed the convergence, optimality and time and space complexity of the algo-
rithm theoretically. We showed that this time-constrained algorithm limits the convergence time

and maintain accuracy.
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Therefore, we proposed another algorithm which limits the time constraints of D-SVM. This
algorithm improved task completion time while maintaining accuracy and preserving privacy.
We designed the distributed algorithm for handling geographically distributed datasets which
maintain the accuracy of the traditional SVM and improve the task completion time by introduc-

ing parallel computing.



Chapter 7

Experimental Evaluation

In this chapter, at first, we introduce the data sets used to verify the efficiency of our proposed
algorithms. Later, we investigate the run-time behavior of our proposed algorithms as well as the
accuracy performance in the classification techniques.

We evaluate the performance based on matrices such as accuracy, task competition time,
communication overhead and CPU performance of the system. We prove the convergence, op-
timality, uniqueness, and complexities of both algorithms practically in this chapter. We also
present a comparative comparison of our algorithms with state-of-the-art (P-SVM [4]], DCM-
SVM [13]], Dip-SVM [[18]]) algorithms by implementing in the real cloud platform with respect

to performance matrices.

7.1 Experimental Setup

We perform a series of experiments to verify that our DSVM algorithm is effective for distributed
parallelization of training large-scale distributed systems. It performs favorably with respect to
Chang et al.’s PSVM [4], Han et al.’s DCMSVM [13]] and Singh et al.’s Dip-SVM [|18]] where
training is done across multiple nodes. We use these three algorithms as benchmarks. We run
our program on EC2 t2.micro (US-west) instances of Amazon Web Service (AWS). We vary the
number of local machines from 10 to 1200 for all the algorithms.

For the experiment, we used four datasets to test the performance of our proposed approach

67
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with respect to convergence time, computation cost and communication overhead. All are col-
lected from the UCI machine learning repository. These datasets include: The US Census (1990)
dataset which contains 68 categorical data attributes and 2458285 data instances, the KDD Cup
(1999) Dataset that contains 42 categorical, integer feature attributes and 4000000 data instances,
Covertype dataset which contains 54 categorical, integer feature attributes and 581012 data in-
stances and Poker Hand dataset 11 categorical, integer feature attributes and 1025010 data in-
stances [81]]. All the dataset are divided in 80/20 where 80% data instances of each dataset are
used for training and 20% for testing.

Training repetitions are run with similar data sets where testing data set are chosen from the
data set at random and the instances which are chosen for testing, are not included in the training
to remove over-fitting. We implement our algorithms using the traditional SVM in the local

machines to implement general techniques.

7.2 Dataset Description

We conduct our experiment using four datasets taken from the UCI machine learning repository.
The characteristics of the data sets and its attributes, the instance number, attribute number and

class number of each data set are summarized in Table

Table 7.1: Data set description for different dataset used in our experiment.

Data Set Name DataSet Characteristics | Attribute Characteristics | Instance No. | Attribute No. | Class No.
Character Font Images [81] Multivariate Real, Integer 745000 411 153
Corel Image Features Multivariate Real 68040 89 18
US Census Data Set [82] Multivariate Categorical 2458285 68 3
KDD Cup 1999 Dataset [[83] | Multivariate Categorical, Integer 4000000 42 23

* US Census Data (1990) Data Set : This dataset was obtained from the Census Bureau
website using the data extraction system. This dataset drops the less useful attributes of
the original raw data set and the few continuous values have been discretized and the few

discrete values with a large number of possible values have been reduced to have fewer
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Figure 7.1: Accuracy increment with iteration for different datasets.
possible values.

* KDD Cup 1999 Data Set : This data set is used to develop a predictive model capable
of distinguishing between intrusions or attacks i.e. bad connection and good connection.

It contains a standard set of attributes which is used to simulate intrusions in a military

network.

Covertype Data Set : This data set includes several descriptive information and inventory
data for forested lands. This dataset is developed to help natural resource managers to

help ecosystem management strategies. Its attributes include Elevation, Aspect in degrees

azimuth, the slope in degrees, etc.

* Poker Hand Data Set : Its attributes include suit (diamonds, hearts, spades, clubs) and rank

(king, queen, ace, etc.) of five cards. The class of this dataset includes one pair, two pairs,
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flush, straight, etc.

7.3 Accuracy Analysis

In this section, we will evaluate and compare our proposed algorithms on these above mentioned

Figure [7.1] shows the change in accuracy with different iteration number for

four data sets.

different datasets.
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tributed SVM both have accuracy close to the accuracy of the traditional SVM. For several data
sets, these algorithms outperform the traditional SVM and achieve much higher accuracy. We

can see from the figure that, as the iteration number increases, the accuracy increases and when
the algorithm converges, the accuracy is similar or close to the traditional SVM accuracy.
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Figure 7.2: Accuracy(%) with parallel SVM algorithms and our proposed algorithms
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It can be observed from the results in Figure [7.2|that, DSVM and TCD-SVM perform better
while protecting the privacy of data. For each dataset, we can see, there is a small change in terms
of accuracy with the traditional SVM and with other State-of-the-art parallel SVM algorithms.
The reduction of accuracy in TCD-SVM happens because we have allowed the local accuracy to

fall within the 6 limit of the optimal solution.

7.4 Timing Analysis

Table 7.2: Task completion time needed for different data set for traditional SVM and our pro-
posed algorithms

Data Set Name SVM (minutes) | DSVM (minutes) | TCDSVM (minutes)
US Census Data (1990) Data Set | 376.8 44.71 32.24
KDD Cup 1999 Data Set 628 51.89 42.45
Covertype Data Set 529.75 62.87 44.87
Poker Hand Data Set 120.7 20.78 14.28
Average (minutes) 414 44.25 33.25

Table 7.3: Improvement of task completion time for different data set for traditional SVM and
our proposed algorithms

Data Set Name DSVM TCDSVM

US Census Data (1990) Data Set | 88.58% | 91.72%

KDD Cup 1999 Data Set 91.625% | 93.67%
Covertype Data Set 88.51% | 91.65%
Poker Hand Data Set 83.53% | 88.62%
Average (%) 87.5% 90.67%

Table shows the task completion time needed for each algorithm on different data sets.

For Distributed SVM, the average running time is 44.25 minutes where the traditional SVM takes
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414 minutes to converge and give the final weighted vector of the SVM.

It can be seen from the task completion time that, the Distributed SVM shows an improve-
ment of 87.5% over the traditional SVM. The improvement for each data set is listed in Table[7.3]
Distributed SVM takes less time to complete the task as in this algorithm, the data is localized
and each local machine performs the training with the local data. These local SVMs are then
combined into a final classifier. Therefore, it improves the performance of running time over all

the experimented data sets.
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Figure 7.3: Task completion time (minutes) with parallel SVM algorithms and our proposed
algorithms

For Time-constrained distributed SVM, the running time shows more improvement than the
Distributed SVM compared to the traditional SVM. In Table and we have shown that,
the average running time for time-constrained distributed SVM is 33.25 minutes which shows
90.67% improvement compared to the traditional SVM. This algorithm takes less time than the
distributed SVM as here, in this algorithm, the global machine does not wait for the local machine
to complete their computation. It waits for a threshold time, ¢ and takes the decision of the
global SVM based on only those local machine’s SVMs which have finished their computation

within that threshold time. If we set the threshold time equal to the maximum running time
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calculated from the local machines, then we can have similar results from distributed SVM and

time-constrained distributed SVM.

600 ¥ I [ I [
* o~y US Census (1990)  segem—
500 L . _|
AR T .\ KDD CuUp 1999 mem % ==
8.
400 Y % . CoverType - - ' - - —

; Poker Hand
00 S . N _

2

5 L0 o TN RERU. |

‘ X . A .
I e R D . o -

- -
| | | | .
0

0 200 400 600 800 1000 1200

Number of partition

Figure 7.4: Task computation time with partition numbers

Figure [/.3[shows the task computation time needed for each algorithm on different data sets.
The D-SVM shows an improvement over the state-of-the-art parallel distributed SVM. It uses
the traditional SVM to solve the local learners and therefore, it reduces the convergence time of
the whole algorithm.

The task completion time decreases with the number of partitions. If we increase the number
of partitions, then the whole task will be completed in less time. The time against the number of
partitions is shown in Figure

It is evident from the algorithm that, if the number of partitions gets increased, each local
machine will have fewer data to compute. Therefore, the local SVM will converge in less time

and thus the whole computation time will decrease.
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7.5 System Performance

The task completion time decreases with the number of partitions. If we increase the number of
partitions, then the whole task will be completed in less time. The time against the number of
partitions is shown in Figure It is evident from the algorithm that, if the number of partitions
gets increased, each local machine will have fewer data to compute. Therefore, the local SVM

will converge in less time and thus the whole computation time will decrease.
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Figure 7.5: Network utilization (network in) with iteration number

The total bandwidth usage and the total CPU utilization across all sites are shown in Figures
and It is evident from the figures that, the number of bytes from the network in
and out and CPU performance does not change proportionally with the number of the partitions.
There is an optimal number of partitions for each dataset where the total CPU usage is maximum

and the bandwidth requirement is at the minimum.
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7.6 Sensitivity of Our Algorithm with Data Distributions

We have also experimented with different distributions of data in different partitions or sites.
The result in Figure [7.8[ shows that the convergence time does not depend on the distribution
of data among different nodes. In our experiment, we have developed different distributions by
dividing the data differently among different local machines. DSVM takes an almost similar

time to converge for the different distribution of data across sites as illustrated in Figure
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Figure 7.8: Task completion time with distributions.

In our experiment, we have developed different distributions by dividing the data differently
among different local machines. For example, in the first distribution, we have constructed the
local dataset with all the data instances whose data instance number%1200=0. Next, for the
next distribution, the first half of the dataset is constructed with data instance number% 1200=0
and the second half is constructed with data instance number%1200=1. In this way, we have
constructed different distributions of datasets for each local machine. In each of the distribution,

the local SVM takes an almost similar time to converge as illustrated in Figure There is a
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little difference in task completion time in different distributions. However, the time is almost

similar across all distributions.

7.7 Comparison with State-of-the-art Parallel SVM

The performance is evaluated based on the accuracy and task completion time with respect to
traditional SVM and State-of-the-art parallel SVM algorithms (Figure[7.2]and[7.3)). Table[7.4]and
Table[/.5|shows the performance comparison of our proposed mechanism with other state-of-art

parallel SVM.

Table 7.4: Task completion time (minutes) needed for different data sets and improvement (%)
of our proposed DSVM and TCDSVM algorithms in time compared to state-of-art parallel SVM

Traditional SVM State-of-art Parallel Approach Our Approach
Data Set Name PSVM | DCM-SVM | Dip-SVM | DSVM | TCD-SVM
US Census Dataset 376.8 154.4 152.88 42.75 44.71 32.24
KDD Cup 1999 Dataset 628.06 262.4 251.2 52.83 51.89 42.45
Covertype Dataset 529.75 280.3 211.75 65.31 62.87 44.87
Poker Hand Dataset 120.7 42.5 48.85 19.63 20.78 14.28

Table 7.5: Accuracy (%) for different data sets and improvement (%) of our proposed DSVM
and TCDSVM algorithms in time compared to traditional SVM and state-of-art parallel SVM

Traditional SVM State-of-art Parallel Approach Our Approach
Data Set Name PSVM | DCM-SVM | Dip-SVM | DSVM | TCD-SVM
US Census Dataset 89.5 89.12 87.97 88.54 89.5 88.32
KDD Cup 1999 Dataset 99.57 99.58 98.87 99.53 99.57 96.45
Covertype Dataset 97.69 97.66 92.47 93.07 97.69 89.75
Poker Hand Dataset 99.27 99.11 98.32 99.70 99.27 98.34

All results are calculated with 10 local machines. It can be observed from the results that,

DSVM and TCD-SVM perform better while protecting the privacy of data. For each dataset, we
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can see, there is a small change in terms of accuracy with the traditional SVM and with other
State-of-the-art parallel SVM algorithms. The reduction of accuracy in TCD-SVM happens

because we have allowed the local accuracy to fall within the # limit of the optimal solution.

Table 7.6: Accuracy (%) and task time (+) for proposed DSVM algorithm compared to central
SVM and State-of-the-art parallel SVMs

Our proposed method DSVM’s improvement compared to
Traditional SVM PSVM DCM-SVM Dip-SVM
Datasets Accuracy Time Accuracy Time Accuracy Time Accuracy Time
(%) (m) (%) (m) (%) (m) (%) (m)

US Census 0 332.1(88.3%) 0.38 106.7(69.7%) 1.53 108.17(71.1%) 0.96 -1.96(-.06%)
KDD Cup 0 576.1(91.7%) -0.01 210.5(80.2%) 0.7 199.31(79.3%) 0.04 0.94(1.7%)
Covertype 0 466.9(88.1%) 0.03 217.4(77.5%) 522 148.88(70.3%) 4.62 2.44(3.7%)
Poker Hand 0 99.9(82.7%) 0.16 21.72(51.1%) 0.95 27.9(56.2%) -0.43 -1.15(-5.8%)

Table 7.7: Accuracy (%) and task time (4) for proposed TCDSVM algorithm compared to cen-
tral SVM and State-of-the-art parallel SVMs

Our proposed method TCD-SVM’s improvement compared to

Traditional SVM PSVM DCM-SVM Dip-SVM
Dataset Accuracy Time Accuracy Time Accuracy Time Accuracy Time
(%) (m) (%) (m) (%) (m) (%) (m)

US Census -1.18 344.6(91.4%) -0.8 122.2(79.9%) 0.35 120.6(78.9%) -0.22 10.51(24.6%)

KDD Cup -3.12 585.6(93.2%) -3.13 220(79.5%) -2.42 208.8(83.1%) -3.08 10.38(19.6%)

Covertype -7.94 484.9091.5%) | -7.919 235.4(84%) -2.72 166.9(78.8%) -3.32 20.44(31.2%)

Poker Hand -0.93 106.4(88.2%) -0.77 28.2(66.4%) 0.02 34.6(71.1%) -1.36 5.35(27.2)%

The task completion time performance is tested on these four datasets (Figure [7.3). The
time taken to complete the training in our algorithm is comparatively similar to other parallel
algorithms and it shows great improvement compared to the traditional SVM. Therefore, our
algorithm preserves the facility of parallel SVM algorithm with maintaining the privacy of data.
The results show that with 10 local machines the result is 10 times faster than traditional SVM.

Tables[/.6|and show the change of our proposed mechanism with respect to all the other

State-of-the-art algorithms and traditional SVM algorithms. For Time-constrained distributed
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SVM, the running time shows great improvement than the other parallel State-of-the-art SVM
compared and traditional SVM. This algorithm takes less time as in this algorithm the global
machine does not wait for the local machine to complete their computation. It waits for a thresh-
old time, ¢ and takes the decision of the global SVM based on only those local machine’s SVMs

which have finished their computation within that threshold time.

Table 7.8: Contribution of the Thesis Comparison with State-of-the-art Parallel SVMs

State-of-the-art Parallel SVM Algorithms Our Proposed Method

P-SVM [4] | DCM-SVM |[13] | Dip-SVM [18] | Privacy SVM [30] | D-SVM | TCD-SVM

Convergence guaranteed Yes No Yes Yes Yes Yes
Optimal solution No No No Yes Yes No
Privacy-preserving No No No Yes Yes Yes
Handles multi-class Yes Yes Yes No Yes Yes
Without encryption Yes Yes Yes No Yes Yes

7.8 Performance with Geo-distributed Datasets

7.8.1 Data

For real geo-distributed datasets, we have used the “census Income Dataset”. This dataset has
binomial class labels indiacting > 50k USD salary or not. The dataset has 48842 data instances
with geographic information. There are 14 attributes in the dataset with eight of them having
categorical values and six of them are continuous. This dataset contains the value from 42

countries of the world.

7.8.2 Performance

When we applied our D-SVM algorithm on this dataset, it shows accuracy of 72.88% which is
similar to the accuracy of centralized SVM. The TCD-SVM has an accuracy of 71.84% which is

close to the centralized SVM.
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7.9 Summary of the Chapter

We conducted our experiment on EC2 instances on AWS with 10 to 1200 local machines. The
four datasets were taken from UCI machine repository. We evaluated our performance based on
these four matrices— accuracy, time, system performance, Cpu utilization, and data distribution.
Finally, in this chapter, we conducted comprehensive experimentation to analyze the behavior
of the proposed algorithm and compare with other state-of-the-art algorithms. We conducted the

analysis based on the following performance metrics:

Analysis of classification result accuracy of our algorithm.

e Comparison of our algorithm’s time complexity with the traditional SVM model.

Analysis of our system’s performance i.e., total bandwidth usage and CPU utilization with

respect to the number of data partition centers.

Analysis of the effect of different data distributions of the proposed algorithm on its per-

formance.

From the accuracy graph, it was evident that both the algorithms had accuracy close to the
traditional SVM. From the timing result graph, we can see, if we increase the number of partition,
the computation time decreases. It was evident that if we increase the number of partition then
each local machine will have fewer data to compute. Thus, the total computation time decreases.
However, for system performance and CPU utilization, there is an optimal point of the partition
where CPU utilization is maximum and bandwidth requirement is minimal. In our experiments,
500-900 gives the best result. The summary of task completion time shows that the DSVM
shows 87.5% improvement and TCD-SVM shows 90.67% improvement in task completion time

compared to the traditional SVM.
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Conclusion

We studied the problem of privacy-preserving Support Vector Machine (SVM) over geo-
distributed data and proposed two scalable and robust privacy-preserving multi-class algorithms
to preserve the local datasets. The whole training is divided into local machines and each local
SVM is formulated independently without any access to other machine’s local data. Finally, with
these local learners, the final SVM is formed with some parameters of the local learners. Our
method is an efficient distributed parallel algorithm for multi-class SVM formulation. The key
insight is to decompose the data into small sub-problems and apply traditional SVM and cluster-
ing to solve the global SVM. The approach is validated with implementation and evaluated with
classification accuracy with traditional SVM and task completion time with the state-of-the-art
parallel SVM algorithms.

Support vector machine’s performance can be improved significantly by being able to train
the system using large models. In this work, we addressed the problem of training a large num-
ber of local machines using SVM with different data sets and establish a global machine to set
the parameters of the distributed system and construct a global SVM to classify the test data set.
Within this framework, we had two algorithms for large-scale distributed training: (i) Distributed
SVM, where we support a large number of local machines, (ii) Time-constraint distributed SVM
algorithm, where we not only support training a large number of local machines but also con-
straining the time limit of the training. Both the algorithm scale the efficiency and speed of the

learning network. We have successfully used our system to train 10 to 1200 local machines and
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shown that this technique drastically accelerates the speed of training the network. We conduct
experiments on these three algorithms- traditional SVM, Distributed SVM and time-constrained
Distributed SVM using four data sets collected from the UCI Machine Learning repository. We
simulate these algorithms on Amazon Web Service (AWS) EC2 instances and show that using
Distributed SVM and Time-constrained Distributed SVM, we can achieve an improvement in
task completion time, respectively, compared to the traditional SVM. We show that we can also
achieve accuracy very close to the traditional SVM having great improvement in task completion
time.

We have presented and evaluated two algorithms (DSVM and TCDSVM) for distributed
SVM which provide both scalable and reliable solution on geo-distributed datasets. The perfor-
mances of these algorithms are evaluated on four datasets from UCI Machine Learning reposi-
tory in AWS EC2 instances and the convergence, optimality, and complexity in the distributed
environment are derived analytically and validated experimentally. By introducing parallel com-
puting on each local data set across multiple local machines, the algorithms reduce the running
time significantly while maintaining a high level of accuracy in multiclass classification for large
size training datasets. We have shown through experiments that, both the algorithms DSVM and
TCDSVM improve the performance of SVM by 87.5% and 90.67% respectively compared to
the traditional SVM model while maintaining the desired accuracy.

We have presented another algorithm Time-constrained Distributed SVM (TCD-SVM) for
solving the multi-class SVM formulation through parallel computing. We have proved the cor-
rectness of the solver through experiments on different datasets. We have overcome the limi-
tations of training in a single machine and thus speed up the training process. We have shown
that this algorithm achieves a speedup of 90.67% compared to the traditional SVM model while

maintaining the accuracy.

8.1 Future Work

In this work, we have addressed the problem of critical information containing geo-distributed

data. We have proposed two algorithms that maintains the restrictions of data transfer and ac-
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quires improvement in task completion time upon convergence. As part of future work,

* We plan to employ load balancing techniques to achieve the maximum resource utilization
for the local machines.L.oad balancing will enhance the performance of our algorithms in

terms of speed and efficiency.

* We also intend to implement the algorithm for different versions of the SVM algorithm
so that the computation can be distributed generally and scheduled among all the local

machines equally to improve their overall performance.

* We plan to generate the mathematical model for computing the optimum partition point

for each dataset before the computation so that we can partition data optimally.
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