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Abstract
We are living in a technology-based digital society where the application of autonomous machines and artificial intelligence (AI) is growing rapidly and is having an impact on our social life and the public sphere. Like many other technologies, AI will open new doors for criminals, and consequently, social security has been threatened by different modes of AI criminalization. It is imposing a complex challenge to frame an effective regulatory framework. This article provided a structured literature analysis of the application and criminalization of AI by recommending principles for countering the regulatory challenges and protect the right of individuals.
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