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ABSTRACT
Internet is the global communication system which change the way all mankind communicate by making it two things cheap and wide spread across the globe. The internet is considered an ocean which we are sallying and taking advantage on the recourses available. At the top is all we can see and know about the ocean and going deep the ocean gets bigger, deeper and more resource full so as the internet. As there are dangerous animals swimming the deep oceans and beneficial creatures for our life and understanding the planet, the deeper you in the internet the more vast advance and danger it gets. Criminals with know how went in the deep good guys with know are fighting them  there, all or banks, governments and security agencies use the deep web for one thing it offers which is the anonymity, in this research study I discuss and analyze the deep web impacts as whole.
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Chapter 1

1 Introduction

1.1 Chapter introduction
In this chapter I will discuss about the internet which is the focal point of this whole research study as well as point out the problems of internet in terms security and elaborating what is deep web and what makes the deep so different the normal internet we know and use as well as discuss how internet works, government and internet, and internet services provide.

1.2 Introduction to the Internet
The internet is the worldwide system across the globe of interconnected computer networks. These interconnected computers use set of internet protocols known as Transmission Control Protocol/Internet Protocol to link devices across the globe. The Internet is also considered a network of networks that consisting of academic networks, government networks, business networks, private networks and local networks in global scale or widespread across the world countries, the link or the communication channel that make internet to existence are broad array of electronics, wireless and optical networking technologies. Internet carries a vast range of information resources and services that made our lively hood to develop and far more advanced then what we were 30 years ago such as inter-linked hypertext documents and applications, electronic mail, telephony and file sharing. More the 190 countries and millions of computers, as well as billions of other smart devices, are inter-linked to do all kind of exchanges in this ocean.

The Internet is the vast ocean that has deep canyon, shallow waters and beautiful as well as dangerous all in same single place. The user of the internet can be considered in the sea animals, boats and ships all kinds and size living and sailing in this endless ocean, this ocean is shaped and continuously shaped by its inhabitants. One may argue that internet is the meeting place all normal user, business group targeting that user, government services providers targeting both the normal users and business groups, thieves and robbers of the internet world targeting everything and everybody just get either money or information and sometimes do it for fan and law enforcement agencies targeting all of them in manner that some may it is aggressive while others may defend it call it wall agencies internet thieves and robber also called as hackers.

1.3 Internet protocols 

All of the global countries are interconnected where millions of computers and billions of other electronic devices such as tablets and smartphones are all on the internet every second, the mature question is how all of these different devices are interconnected and there is no collision and jam on the internet?

A protocol is a language that is used between computer and other devices in network structure weather this network is local network base or internet base. Most the protocols in use are fairly simple according to their content they consist of a handful of commands and descriptions of the format for the returned answers. Protocols are machine level programs that only used by the devices no matter what kind it is not for human use to be precise. 

There are different types of protocols but in the internet world one has to know the main internet protocols enabling us as a user of the internet to take advantage over the internet:

1. Electronic Mail 

This type of protocol enables to send mail data form one computer to another computer, included in this protocol are three distinct protocols SMTP (Simple Mail Transfer Protocol) for sending mail IMAP (Internet Message Access Protocol)  and POP3 (Post Office Protocol 3) both are IMAP and POP3 are used for receiving.

2. File Transfer Protocol (FTP)

Is used for transferring files form one computer to another, it is commonly used for uploading files to web server.

3. HTTP 

Hyper Text Transfer Protocol or HTTP this protocol is used by the web server to allow web pages to be shown and accessed in web browser, nowadays HTTPS is used for more secure and encryption of data like user personal information to avoid the any leaks.  
4. News (or Usenet)

This protocol also revered as Network News Transfer Protocol (NNTP), perhaps this is the most seen protocol in action by any user. Most of the website today has so many advertisement panels; notice panel for scientific, social, economical and even for software offers in free down load mode, Usenet is the protocol enables this to take place. Usenet has forums dedicated to specific companies as well as forums that wide range of topics.
5. Gopher

A menu-based program let us searches resources and then sends the material to us.

In search engines we search information resources without knowing the source of the material and yet instantly our search is answered and materials are sent to us, Gopher plays that role of letting us find resource from the unknown and letting us receive the material.

6. Telnet

Telnet enables to remotely access our computers weather it personal computer or server computer.

By taking a consideration internet is very large network and all network protocols are used in this great ocean known as the internet.

1.4 Internet Service Provider

Internet Service Provider is no different to water or electricity service provider in definition and job but the difference lays only service provided. Internet Service Provider providers to their customers internet access through various technologies including dial-up, DSL, Cable modem, wireless or dedicated high-speed interconnects. The technology in use may vary depended on the country development and technology available.  

The internet began as closed network between government research laboratories, universities and colleges. ISPs were created to provide internet access to these organizations and their staff, faculty members and students of these originations.

The first ISP began in 1990 as worldwide based in the Brookline Massachusetts USA, individual customer or business pay ISPs for internet access thus creating a window of vast profit making business. ISPs are interconnected to one other to create access points. As there are large Multinational Corporations of a particular service or product then smaller National Corporation until to the smallest shop or service provider, the ISPs goes the same line from largest to the smallest where each take service and pays to the larger. In case of today’s world we are moving to high speed internet connection were fiber optic cables are the backbone of this new drive thus creating singe access point to the country with a single national ISP provider and rest ISPs are distributers of internet to a country.

1.5 Government and Internet

Governments are sometimes the biggest of users of internet users in many cases government is same as company using internet to provide service to its consumers at this area citizens of that country and others who are living in that country. 
Internet was invented by a government to establish a secure fast and simple communication between its departments. During the technological boom in the 1980s and early 1990s internet moved from state run state to the private sector, this gave us the internet we have today.

Governments provide two mature things when comes to the internet regulations and environment were internet can be use in all levels of society.

Internet source of both profit and lose, safety and danger, the government at the most has to provide security to its citizens and internet security is government job as well as regulating the internet to stop internet misuse by individuals and companies. The alarm is ring when government uses internet to spy and oppress the people for political and person in charge personal interest. Internet Police such the Chinese model and USA internet hacking scandals scares the people to go under cover just not to be spied by the same people whom have to protect that person, thus creating an other side of the internet were every hiding something goes and present it their either good or bad and sometimes driven by curiosity to discover new things. This side called the deep web
1.6 Deep Web
We described as the vast ocean where are just sailing in and taking advantage form it internet is contentiously shaping and constantly shaped by its users same as we shape our oceans to be advantageous for us at any condition. Internet net is vast and large where we only use every limited area and sometime called the tip of the iceberg where the rest lies deep hidden just waiting to be discovered and use. 

Internet as we know is surprising considered as surface web as the primary source of finding information in vast ocean of interconnected networks. An author of novel sends his/her novel to publishers whom then publishes the novel, but now novels books are not only hard writing books but also soft writing in the forms of pdf books or e books, by adding that buying and selling is not also solely book shops but online book sales sky rocket in the past years thus creating web pages. These pages are submitted their own web pages for listing (directories such as Google, yahoo or Being) search engines, the mature question that still standing is how many web pages are in these search engines and how many are not but are in the internet and you cannot access through these known search engines.

Experts in the field of internet say that typical search engines like Google, Yahoo etc only pick up about 1% of the information available on the internet but where the information in 99% is where and how to it can be reach but why the situation is in this? 

Deep web or sometimes called the Invisible Web like the moon the other side that we don’t see internet has this side. By definition in the oxford dictionary defined it “The part of the World Wide Web that is not discoverable by means of standard search engines, including password-protected or dynamic pages and encrypted networks.” This indicating that the rest 99% of the information, documents and WebPages are in what I can describe the deep ocean of the internet ocean. By some statistical comparison in 2000 the surface web had nineteen terabytes of information where the deep web has 7,500 terabytes of information, showing that the deep web was over 500 times larger the surface web, by looking to day world of digital information one can image that deep web has grown the same rate or faster than the surface web.  

Mr. Michael K. Bergman in his study in 2001 was the first who use of the specific term Deep Web [1], now generally accepted. In a paper published on the deep web published in 1994 by Jill Ellsworth used the term Invisible Web to refer to all websites that were not registered with ay search engine. Bergman cited a January 1996 article by Frank Garcia“It would be a site that's possibly reasonably designed, but they didn't bother to register it with any of the search engines. So, no one can find them! You're hidden. I call that the invisible Web”. Another use of the term Invisible web to describe these sites that are not registered to any search engine and yet exist in the internet was by Bruce Mount and Mathew B. Koll of personal library software, in description of the deep web in 1996 press release.
The first conflation of the term deep web was in 2009 in when the terminology of the deep web and mature illegal activities in the free net was discussed. Beckett Andy in 26 November 2009 published in The Guardian an article titled “the dark side of internet” discussing this other side of the internet where so many good and bad things take place at the same time without no one regulating, various names were used to call this side like deep web, dark web, free net, beneath the surface web and invisible [2].

The deep web moved from some un registered web pages to more complex way bigger the surface web in every aspect of measurement, the place where the hetman, hacker, child pornography, low enforcement agency, spy agency, normal people and kind of un regulated business with currency of no banks is used with so many anonymous. The greatest weakness and its strongest point is it is hard to find the information you seeking what kind it is.    
1.7 Problem Statement
There is nothing whether living or nonliving has a problem that has to address, internet in its two sides is not problem free world. In this section I will discuss what pushes people to the deep web rather the surface web which is the known and easy accessible internet side. 

In the surface web or normal usual web we use has three main problems or set backs

1. Level of the data available
The data in the public domain of surface web is not all the data in the internet as a whole but fraction of it. Some estimate put around one percent or simply say that data and information stored in surface is just the tip of iceberg in the ocean, as much of the iceberg resides in the water only small surface area is expose out to side world.

2. Censorship of surface web
Censorship and sponge in surface web are becoming ever more increasingly in use by the state, private companies in the sphere of internet world as well as hackers. All these people despite who they are, what they do and who they work for have one single thing in common which is to known what you as user of the internet is searching, watching, downloading, uploading and messaging. They seek to know the personal data of the person.

3. Access control:

In some countries like China and North Korea you cannot access the for example Google or some data in Google, because of these access control and restriction of the internet the person has no freedom of internet usage.

These three mature points are the voltage of going in to the deep web for many people and companies, just to be free from restrictions. 
When it comes to the deep web problems and difficulties are present in manner which is not the same as surface web like:

1. Hardest of Information:

This also considered the greatest strength but one has to take consideration I want find information about a web e.i the silkroad.com but it cannot find it as easy you can find any web on the surface web.

2. Time consuming:

To find any information from the deep web is time consuming due to the hidden structure of nature of the deep web.

3. Require different technology

To access the deep web normal web browser will not support you, you require especially built tools to access since the information is hidden from the researcher must also be hidden from all web browser like Tor and VPN are required to hide yourself and access the hidden the information.

4. Place were all the worse activities are carried out

Child pornography, drug sales, graphic images, hitman for hire, hacker for hire, stolen information for sale and all the web pages that are too harm full for public are all simply here

. 

1.8 Scope and Limitation of the research study
Scope
This research will be scoped around the existence of the deep, impact of the deep to information security and risks surrounding the deep web. Deep web is where you can present your point view without being afraid anything at all and finding a lot more information with the right tool this research will provide how we access that deep oceans resource as well as mentioning how other countries tackles deep web threats interns of narcotic trades etc.

Limitations

The biggest limitation in this research study is the time and availability of resource material in the public domain, to get the right information one must search the deep dark ocean with lights and find the required information.

By considering limitations of using the deep web shares the same limitation as the surface web since both are the two sides of the same coin the internet. 

1.9 Objectives of the Research Study.
1. Putting a light on the deep web or the other side of the internet.

2. Provide information of how can students take advantage in the deep web information

3. Explore the deep web mysteries
4. Provide how other countries dealt with the deep web threat as unknown world what is happen in it.   
5. Present the encrypted world of the deep web and how one can use it to present their views in no worries world.
6. Show the dark reality of the deep web harshness and its impacts. 

1.10 Expected Benefits of the Research Study.

1. Deep web risks considering the hidden graphic and violent data stored in

2. Increase the awareness of the Deep web as the hiding point of both the hardcore extremist and computer hacker criminals.
3. Rise the knowledge bank of the reader that deep web is the source of more information than the surface web.
4. Provide the law enforcement agencies the potential risk and how they can dealt the crimes surrounding the deep web.

1.11 Motivations of the Research Study
The greatest and most single motive that pushed to conduct this research study on the deep web is: I am from a country where lot of information and web pages are censored by the internet service providers and the state, thus hampering any researchers information search in the public domain and even just accessing pro-opposition or any activist who are considered not supportive the ruling system being denied. To get access these sites and information one must use the deep web technology which is not hard to find but not easy use.

Any student of information technology in all its schools must be able to explain and use the deep web for educational purpose but deep is not like Google search engine easy and simple but hidden things require treasure hunters and I am treasure hunter.

1.12 Report Layout

In remainder of this thesis is organized into the following chapters: 
Chapter one: presents an overview of the internet as a whole, problem statement and brief introduction of the deep web. Motives and objectives the research study is also presented.

Chapter two: presents literature review of the research study including history and other research studies conducted about the subject.

Chapter three: presents the applied research method, research approach, research question, purpose of the research and research data source.

Chapter four: presents data analyzes and interpretation of the data and information about the deep web uses both negatively and positively.

Chapter five: presents summary of the research study, conclusion, recommendation and list of references.
Chapter 2
1 Literature Review

2.1 Introduction
In this chapter I will discuss the related work and pervious research studies about this topic of the impacts of the deep web. The deep web is both cruse and blessing as the name tells it like the dark black night and you are just walking a pave road without knowing what is out there at the first place, you may get hid by truck or find the fortunate of your life.

2.2 History of the Deep Web

By doing any research one has to look the history of that topic.

Deep web as it now called came goes back very long history perhaps was there since the internet was birth. To better understand the deep web history which is the key in this chapter we must answer this question “how big is the internet?” the harvesting group called britghtplanet[3] published in 2014 article entitled  the same question how big is the internet? By taking an example of the twitter social media plat form where both individual and organization use study tell that in every 24 hours 500 million new web pages are added in 2014 thus indicating how fast growing the internet is in terms of two areas users and contents. 2014 was very long time a go in technology world and social media is now more advance, new a fast growing ecommerce also join the ride with omega speed and content, when it comes users 326 million users use twitter every day and in FaceBook over one billion users are online daily, all of them tweeting, posting tagging, sharing and messaging one other thus creating every second new content, new user. By coming to that answer no really knows how big the internet in both number of users and contents is.

By looking the history of the internet, it was funded by USA to share information between the government agencies and later on some research institutions and universities join, during the boom of technology in 70s and 80s internet gradually become member of business community where companies providing internet show up both private and public sometime public-private partnership. During the 90s is the time where everything moves to the direction of more understandable world for digital generation of today, this was the time where many companies that revolutionize the world come up like Google, Yahoo, EBay and others. Despite all these open well known internet usage there was another underworld of the internet which was used by everyone who can for good and bad. The deep web started as some kind of test project where researchers form USA DoD founders of the internet can have a publicly available web and some not available what use to be used by only the united states is now globally used by everyone who can. The first time such hidden web pages are there in the internet where group of people can share something without using the public domain is still yet a mystery. But the known facts tells ever since the well known search engines come to being required a registration to that search engine so as someone in the arctic circle can read, see, comment what you have posted in your web page, the normal line of human mentally tells us that there people who always go to other direction, same happen here many web pages never get redistricted and cannot be fund using the same search engines we all use, those an registered unknown web pages are now considered deep web content but who use the deep web and why are they using the deep web rather than surface web?

To answers this we must look what is wrong being in the public domain, the answer as given by many users of the deep web like Edward Snowden is that censorship by both government and service providers, both the content and user are censored across the world for any reason that comes to mind.

In 1992 onion rooting was developed by U.S Naval Research Laboratory for the purpose of providing secure and encrypted method for communication between U.S intelligence agencies in later on DAPRA another U.S research institution further developed the Onion Rooting in 1998. The mature goal of the research did not there such a secure communication system gave the deep web users a method to use this new technology for their purpose both evil and good. In 2002 biggest door or the gateway of the deep web was developed by DAPRA known as the TOR Browser where in 2006 it become a public for all of us the rest people who have no idea. Such new technology of hiding the both source and seeker or researcher in the deep web was further enhanced by the arrival of the block chain technology mainly the crypto currency. This was the mother and father all of the deep web markets that gave the deep web what I can say horrific image and name. 

This new technology of onion routing worked such a way that both the sender and receiver are completely anonymous and encrypted. The data is sent from the sender to serous of network nodes onion routers. Each of the single of data is sent firstly encrypted and sent to node this node sends to another node, at the final destination node or computer the data is decrypted. 

2.3  Users of the deep web

The deep web is considered by its user the safest place and darkest place at the same time in the internet as a whole.

The users of the deep web everyone has reasons and motivates to be in the deep web and to conceal their identity because in the deep web no known’s anyone.

Government law enforcement officials hunting criminals, criminals themselves, journalists, human right activates, armatures who just use it, kids with no idea where they are, good people with good intension like researchers, university faculties and anyone who wish to be anonymous in the internet. Some researches called it “the dual purpose” where the good and bad, light and dark coexistent. 
 In the most oppressed countries around the world both politicians and journalists who are activist for more liberal country use it to communicate their followers. The same goes to countries with hire demand of narcotics and weapons this is the ocean of everything.

2.4 Content of the Deep web
The deep is considered contain well over 90% of entire internet data and information, some research sites put it almost 99% despite the level of exaggeration on the content of the deep web the basic deference that makes the content of the deep web highly exaggerated is the level secrecy of the users and difficulty of finding what someone is searching for, both these made the deep web mystery more mind blowing news and secondly the deep web users are more less than the surface web users in terms of number by contrast Facebook has well over 2 billion users yet the deep web is bigger.

Nick Routley a researcher and presenter visual capitalist in YouTube wrote an article 2015 on visual capitalist site about the deep web, the article shows that in the surface we have only 10% of entire internet information where the rest ninety percent is simply hidden in the deep.    

The deep content various from simple web blog to huge social media plat form or ecommerce sites. The Daily Mail in 11 October 2013 published an article entitled “The disturbing world of the Deep Web, where contract killers and drug dealers ply their trade on the internet” explicitly the reporter put the light of two disturbing groups offering both services and products in the deep web, the article stated that there are hitman for hire, drug for sale not just fanticy to rope people or to black mail them but actual hitman for hire and drug for sale in the internet like simple piece of flower for sale get marijuana drug. The article take two website due to the laws have to be anonymous for all of us offering hitman for hire in USA and Canada and other website which is now off the shelf ecommerce site Silk Road. Silk Road was ecommerce website created by man called Ross Ulbricht in the USA and was later cutch by the law enforcement agency. This site was the deep web success story in the dark ecommerce later in chapter four I will discuss how that can happen in any country how it can be countered. The Silk Road offered eBay style ecommerce web 
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Fig: 2.1 Silkroad.org

where some can sell a drug to some else through Silk Road and payment was done using crypto currency. The article also mentioned how someone using simple technology available for free can do a repairable damage to both the country and community somewhere.

The deep web as a secure world transform the world of internet were new set technology both software and hardware enabling simple user like me to gain access to all these mysterious sites without knowing the consequence what so ever.

 Matthew David Graham, 23 was sentenced 15 years in prison, who run global child abuse and child pornography form his bed room in 2016. This man run two deep web sites specialized children abuse both physically and sexually his sites where called “Hurt 2 the Core and Love 2 the Core” both of them closed sites were only the allowed users can gain access to the content. Any new user was required to upload certain videos and images of child abuse then the world of child abuse is yours. Despite the capturing of this criminal the same activities are still running around world and watch online deep web sites likes of that criminal being use. 

Not only those dark activities are happening there even hackers for hire, hacking software for sale and online hacking course one can take.

Not everything in the deep web are dark and bad as they sound there lots of education websites in the deep and online library that over’s free books and free membership with a stock way bigger than surface web libraries.  There are educational and research site the deep web such as the 

1. The hidden wiki: same as the Wikipedia of the surface web
Sci-Hub, the world’s scientific database: Sci-Hub is a platform that aims to liberate the world’s scientific knowledge. Founded by Alexandra Elbakyan of Kazakhstan in 2011, it hosts over 50 million research papers and makes them available for free
2. Blockchain for Bit coins on .onion: 

saving account place to hide your bit coins anonymously. This is the world most popular bit coin wallet or crypto currency wallet reachable via onion address. This is one view sit with HTTPs cortication for onion address. 
Never the less what is on the deep web cannot and will not be summarized in some paragraphs but in full thousand page books in perhaps hundreds of volumes for each category of websites or blog. The deep is so largely unknown to even the creators and developers of this technology. 

2.5 Deep web technology

When it comes to gaining access to any kind of internet web page requires your computer to connected to the internet and the computer must have any web browser software weather inter explorer, Google Chrome or Firefox but all these software browsers are only for the surface web not the deep web, since we want access hidden web pages the technology enabling us to gain access them has to be also hidden meaning hiding the identity of the user and the web page accessed from both the computers in the network no mutter what that computer can and the ISPs. The only way to hide the identity of the user is to hide the computer itself and later move the hide the data accessed. 

Mr. Joseph Cox in 2014 presented a lecture about the deep entitled “the deep web is not all dark”[4] briefly explained that deep web is not all dark but colorful indicating that this more diverse than the surface web, Joseph presentation illustrated that this is place you can hide your page without any authority dictating the content of your web page and also restricting the user access to that web page. To gain access you need what? For simple net user eager to know some hidden requires the following:

2.5 1 VPN “virtual private network”
Despite the knowledge requirement of any internet user the level technology required which very standard but certain countries are not same as the rest of the world for. For example Chine they have nationwide intranet network system which restricts Chinese people from the access to the internet ocean and limiting to only to what can be consider the Yangtze waters. This restriction of limiting what user can send, receive and watch on the internet pushed the users, researchers and many anti restriction and internet freedom activities to come up a virtual private network.

Virtual Private Network in short VPN is secure communication between two or more devices mainly computers but now even any smart mobiles and tablets. VPN are used to protect private web traffic from interference, snooping and censorship. VPN provides sense of network security in the public network which is where we are today.

VPN is used to for:

I. Hide IP address and location

Depending on the type of the VPN the user is using VPN provides fake IP address and location for that particular user, sometimes user in Dhaka using VPN will appear in the public internet a UK user form London and escapes from identity thief.

II. Encrypted communication.

In many internet hotspots, inter coffees the communication between your device and other devices or web pages accessed is completely monitored by the provider such scenario user communication must be encrypted and VPN just does that.

III. Higher band width.

Since this virtual network and only user is using it the band width is increased depending of VPN you are using.

IV. Unrestricted access to the internet content.

Certain countries and ISP blocks some sites for exam YouTube is blocked in chine and in my country Somalia the government and ISP blocks opposition sites either journalist or actual opposition sites. Since VPN gave the user fake IP address and fake location these are simply by click reach.

V. No more censorship.

VPN encrypts your traffic thus creating a complete encrypted traffic the ISP can only see encrypted with being apple to decrypt and see what is traffic is.

VI. Safe and sound network.

Once your communication is encrypted have no worries and by hiding user IP address and location user is immune to targeted advertisement based on your locations.  

In VPN world which is initially created for secure connection within single organization in a geographically disperse office location where the center may Dhaka and Dinajpur may be remote office. The user or device must run on VPN software to establish the connection indicating that the device must already be configured in the device the type of VPN technology interns of VPN software and other related network device. The connection between the devices and the organization’s network relays on public communication like telecommunication infrastructure such as the internet to provide user remote access the organization’s network. The user wanting to access the organization network connects to a VPN gateway on the organization’s network, as any gateway devices must be authenticated this creates network between the remote devices and organization networks, this allows the device to gain access allowed network resources such as file servers, preverbal devices and intranet thus making remote devices just like direct link dives in the same LAN. For security remote access VPN usually relies on either one of two main security protocols IP Security or Secure Socket Layer for secure connection, these protocols focuses on supply secure connection to single application layer rather than the entire network access, meaning that the devices can only access areas allowed. Must of available VPN software for computer usage are in this category.

The second type of VPN is Site-to-Site VPN this means that multiple sites e.i organizations are connected through the internet, this brings enormous requirements on to set such large dedicated between two organizations the level of encryption and dedicated equipment. For example a company operating online based plat which has different brunches like banks or university the employees are in different places of work a password protected sites for employees will be used VPN to connect the various LANs of the organization. When company wants to connects to other company such as manufacturing and distributing chains an extranet based on VPN connects the LAN to LAN between the companies which was empowered by the emergence of ecommerce in business to business “B2B” format, where supplier needs to know the demand of the distributor. This was done through remote access VPN.

VPN in the types that can be is there to hide the identity of the users’ sender and receiver as well as the both communication line and traffic.

2.5.2 Tor “deep web gate”
The is the gateway of the deep web not only just a gateway but also hides the identity of visitor and what the visitor visited in the deep web.

Tor developed in United States of America by a research institution called DARPA in 2002. Tor was developed form the onion routing developed by another state own research intuition .S Naval Research Laboratory for the purpose of providing secure commutation between state own agencies. In late 90s the .com bubble changed everything, this made the internet to every corner of the world and this was when all the known mature companies in the digital world truly exploit the true potential of the internet as a whole, governments where not left behind in this sector.

 In 2006 TOR become available in the public domain as free download browser software and none profit research project which is still going on. In 2009 bit coin joins the world currency but this crypto currency which gives the bit coin holder to send money to any one and where using the block chain technology. One must always put consideration TOR was initialed developed by the government of the USA and still partially funds 7% of entire TOR project.

TOR uses the same onion technology in way which is more advance and easy even an idiot with no education can take advantage. TOR gave the ability to host website of any kind with total anonymity and access a web site the same anonymity. 

TOR sometimes referred in the internet as the TOR project is built in onion structure a user like me want access the Google from TOR browser the browser builds a network chain containing several linked nodes first your computer TOR browser sends encrypted Google IP address to another computer in different country may be Russia and user is Hargeisa than the Russian user automatically send or ford wards the message to other computer may be Kenya at last the request will sent to Google to respond not by you or the three or four other nodes which request goes through at least the fifth will send, all of these nodes have no idea what is the request and requested it.

This can consider VPN in browser but they are not the same thing. TOR provides total anonymity where the provider of the TOR itself has no clue what so ever of your IP address and physical location where VPN providers known’s both at the excite of VPN network the provider can even see what is your traffic. The greatest strength and sometimes consider a weakness is that each node of TOR can only the IP address of the two adjacent nodes not the source or the content since TOR is circulating among these nodes it takes time and that time consuming is the golden part of the TOR.

Since my study is about the deep web I will go in deep for mature parts of TOR concerning about network safety, analytics and other systems provided by TOR project which must of them are open source. TOR is not a web browser for computers but also can be used for both smart phones and tablets; a TOR browser is used on computers on any operating system where Orbot is for smart phones and tablets. To insure access both the surface web and deep web some security experts recommend the use of TOR.

By simply looking at how can someone in the USA create an eBay of drugs and all illegal activities and remain anonymous as well as the users of the site to remain anonymous, this return to same word said by Mr. Joseph Cox “Ability to host web site with total anonymity” and TOR grantees that. 

Since no one known in TOR chain who send the request and even the intended receiving end criminals like drug dealers, arms dealers, abusive behavior lovers both human and animal abusers, educational sites, journalist, human right activities and law enforcement agencies all use TOR in the game of catch me if you can.

In some cases all though not often the last node may be CIA operative using all available technology decrypt any traffic in his/her node and the request may be for anti USA activities or any other thing considered suspensions thus compromising all of the sender effort to hide and seek. In some like the UK and USA TOR is used to sell and buy illegal stuff like drugs and child porn videos or even hacking tools using the bit coin as the Deep Web currency of this black market, by taking advantage in loops in the post office system for deliveries a BBC correspondent buy a drug and receive it thus indicating how easy it is and how authorities are sometimes way behind the criminal actions or unaware of it.  

Chapter 3
3 Research Methodology
3.1 Introduction.

In this chapter I will discuss about the research method which is applied in this research study on the impact of Deep Web and Authority sleepiness, by illustrating my research method reasons and research question which I have to answer. 

The research study was carried out to find the impact of deep web both negative and positive on the general public, education and researchers bank of internet data, illegal activities and sleepiness of state law enforcement agencies as well as illustrating how some countries limited the negative usage of deep web.

3.2 Purpose of research study.
The purpose of the research study as mentioned in chapter one is to find first what is really the mystery of the deep web and how it impacted the world both positive and negative, God never allows how can illegal activity such narcotic trade can take without anti drugs agencies knowing and by taking advantage the simple home delivery of post office offers, at the same time taking the tour home to counter these activities by taking the New Zealand experiences on the deep web dark side counting’s, not only remaining deep web dangers but how we as students, researchers and other public take advantage deep web anonymity in such a good way.   

3.3 Research Type and approach.
In the deep web users no one admits that they use perhaps users are keeping their internet anonymity same in the real world. The level of the information available in deep web both for dark side activity and bright side is more complex and such color full forest where you cannot distinguish dangerous tree form the advantageous one. One may argue that deep web users are crypto anarchies or secretive computer geeks.

Since in the crypto world no knows admits anything my research is descriptive research focusing on what matter rather the why matter. Instead of answering the why factor my research study will answer on what is going on the deep web and what can we do about it. In such case my research methodology is library methodology in order to discover what is going on the deep web.

The approaches of any research are quantitative approach and qualitative approach, quantitative approach involves generating data in quantitative form which can be subjected to quantitative analyzing while qualitative approach concerns the attitude, behavior and opinions.

Qualitative approach was applied to find out what are the impacts of the deep web both negative and positive in general and what can authorities do about the negative impacts of the deep web.  

3.4 Data source.

As my research type is descriptive where methodology applied is library there is no room for primary data such as questionnaires, interviews and direct observation of physical users, by contrast taking example the only user of deep web in my apartment house is me only, some of my close friends never heard of it what it is even.
Data source in my case is solely secondary data available in the public domain of the surface web and deep web itself, such data source in example is brightplanet web harvesting and many others. Without putting deductive analyze on any data research study ends up in the trash can.

Deep web is used in all over the world in different degrees of users but the primary objective remains the same be hidden and anonymous and sites you visit should the same. Bit coin and crypto currency availability spread the deep web ecommerce for both evil and goodness, let’s not  forget that all mature secrete organization use deep web technology for their daily activities sometimes a terror organization is using it for smuggling and hiring hit man killers for the clean an opponent form the way. Never the less many countries take approaches to deal with these threats and presented the world how it can contain.  

Chapter 4
4 Analyze
4.1 Introduction.

This chapter will cover the presentation of the data analyze and it is interpretation. I will analyze in this chapter two mature parts of the deep web which are the mechanism to access the deep web and how the deep web dark side can be used for harm full purposes rather the for the beneficial of mankind technological development and progress as well as giving how the state as law enforcement agency can counter that harm full internet miss use. Not all countries experience the negative impact of deep web at the same level but I focus on the worst case scenario of deep web as harm full tool.

4.2 Secure connection and deep web

In today’s world as the coming future where data and information is the key commodity for sale the greatest single most profitable thing any can has is his/her personal data. Personal data sometimes has no limit as any activity a person might take in the internet world or the real world creates data concerning that person and that activity. In the normal circumstances the personal data is the name, home address, email address, geographical location, phone number, data held by the doctor or other government agency such as birth certificate and criminal record. Today personal data is not only that small portion but key, any user of the social media watches, share, posts and likes something on that social media plat form this generates a new kind of personal data when collected for example by FaceBook in their mature data collection sites a new form data forms knows as big data. This new form of data is all about user xyz done in the FaceBook for a period of time, whence the data is analyzed FaceBook has all of the personal information of that person without knowledge of the person what will be the future of that data, in most cases we see what is called targeted advertisement which a user may say how did they know I was looking for this product. Targeted advertisement is completely based on what FaceBook knows about you if user is reader there will advertisement of book sales on user page. Not only social media platforms collects and harvest data later usage but hospitals, governments, banks and all ecommerce websites do. The argument of user privacy is sometimes no more in the internet world.

If the website is collecting user information the ISP and governments take everything to other level of zero personal data security meaning that any ISP can easy watch, track and even manipulate what the user request. By taking an example the Chinese government internet police have the ability plot any message going to any one considered antigovernment, which can considered anti state even statement that are anti state are blocked if user send the receiver never receives. Luckily for the personal data collectors not all the people of the world have any idea that their data is collected and used without their agreement.

Secure connection to internet either the deep web or the surface web is vital for internet access, various companies around the world and research centers put their effort to provide secure internet connection at the simple user level who is not a company but user. As mentioned in chapter two, Virtual Private Network (VPN) software which provides secure connection to the internet thus giving the ability to hide user traffic data form ISP and government internet police not only them but also hackers. The same thing goes to TOR the all in one web browser which the gives the ability to be anonymous in the internet with VPN or any other technology and is the gate way to deep web.

All users of the surface web and the deep requires protection from all kind of an authorized access their data during transition and what they are doing the internet. This cannot be expressed as new root to the break law and get away with it. Because we are here dealing with most thinnest layer between the breaking the law and being secure form, any law breaking person will take advantage with the personal data protection or internet security measures to break law and get away with it at same time both companies in the internet world and government can take advantage on users personal data if not secure. The personal data protection act of 2018 in Bangladesh is one set of legally protecting personal data but not protecting roots taken to access that personal data.

In some case user chrome browser may ask Google Chrome wants to know where you are without adding that request the reasons. There is no secure connection in the public internet but ways to secure your connection that is for the user to come up with the measures the secure their connections. In this research study I have presented two main ways and use full accessible and available ways to establish secure connection to the internet but always keep in mind breaking the law is illegal and deep web is sometimes considered the home of law breakers.

Both TOR and VPN provide secure connection to the internet and being secure is the key of using the deep web at any level. Many cryptologist prefer the use the TOR as the primary web browser software and VPN to escape from the large scale censorship deployed by both the governments and ISP to spy on the user, not only that but also get away from the targeted advertisement which is sometimes annoying. Having secured connection and being anonymous in the internet is the key to insure all of that.
4.3 Global usage of TOR
Since TOR and VPN provide a secure connection and anonymity in the internet world for the user one must ask how much data that these people want access at the first place and secondly how many people are trying to access all of that data. Not every trying to be anonymous in the internet world but some are for every having reasons to be so. Before we hump into the deep web information content let’s take tore in users of TOR [5].

The numbers of users of TOR are classified in 

1. Relay User: is referred as routers or nodes in the network there three kinds of relays middle, exit and bridge, these are the direct access nodes listed in the publicly.

2. Bridge User: is referred as TOR entry points that are not listed in the publicly. This makes harder for ISP to access your traffic but not impossible.  
By taking an example the data available the number users at any kind in only between January 2018 and October 2018 using TOR in any method were:

1. Relay Users between January First, 2018

As shown in the figure below the graph of number of directly-connecting clients. In beginning of the year 2018 the numbers of directly-connecting clients were well over four million and gradually decreased to more than half. The data cannot show why since we are perusing the why factors. In the period of March the client number took free dive fall and stables at the 2,000,000 in late March all to the October. These numbers are estimate. No one stoically say that number of users were directly-connecting clients but the estimate numbers are derived from the number the direct requests counted on directory dictionary and mirrors of TOR. 
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Fig: 4.1 Relay users
2. Top ten countries with highest number of Relay Users in the period of January 1 to October 1 2018 in daily.
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Fig: 4.2 top ten countries of highest relay users 
These estimates show the estimate number directly-connecting clients per country only the top ten countries. At the same there is no 100% accurate data on the number of user but rather an estimate, these numbers are derived from dictionary request count on dictionary authorities and merinos of TOR.
The number of bridge users by transport.
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Fig: 4.3 number of bridge user by transport
These estimates show the number of Bridge users per country which in during October around 50,000 clients, when you look at graph the number users are not much for internet users and yet they are in daily means. This data numbers are derived from directory requests counted on bridges.

When we consider these data which collected and conducted by TOR project teams shows that there no much people in deep web doing searching exploring only what I can consider know me if you kind type users. the number of users client or users of tor are not more than three million but three million anonymous people whom are in deep vast large network with no regulation can be danger in the horizon.

Since TOR become public which is the gate way of the deep web the name deep web or dark net created sense of fear of breaking the law, if you check the internet as for deep web you will see articles answering only is accessing the deep web illegal, which is not illegal but what you do in the deep web can illegal or legal depending on intended action. If user wants be just safe on accessing the internet and willing to publish graphic child abuse images on the internet and both use TOR to be anonymous and hide the deep web, know this TOR has nothing to do with their intended goal but they are responsible for their actions. 

4.4 TOR working process.
By looking in contrast the working structure of TOR browser we must take concentration the father of TOR the onion routing sometimes called firsts generation of the onion routing, this was developed by U.S naval research laboratory (NRL) the primary focus of the research was to find a mechanism to find a secure network communication between various government agencies especially the spy industry. Since the united was locked in the cold war, the massive spy rings all around the world came up the new technological challenge which is can there be away to establish complete secure connection line through the public channels or the internet. In early 1990s the onion routing just came to the of world secure connection environment.

Onion Routing was the core foundation of the TOR, it was organized in layers like onion one layer passing encrypted information to other layer with knowing the both the content and the source as well as the destination but the address of the two adjacent layers. Onion routing works such way that the transport medium is prevented from the knowing the content, source and destination, just remain a transport median not a check point of regulating what comes there and what goes there. This blinding transport median meaning the internet service provides at any level, hackers and internet police thus giving the required secure communication needed. The network as a whole knows only that there is communication taking place at that time. The entire intension of organization in the internet is to have secure connection which is the key of their entire work what so ever, this secure must not be the German enigma which was cracked  by alliance forces.  

TOR the second generation onion routing use the same principle as the onion routing generation one, instead of layers there are nodes presenting a computer connected to TOR. Each node does not know the existence of other nodes as every is anonymous, but when connection is establish the first node or client user the initiator can see the node circuits but they cannot see the content or the source and destination. By taking an example how a TOR an onion routing operates a source sends a request to site through the TOR browser not the any other browser, the request is sent to other TOR user which is node or simple root that other node sends to other node and the circuit goes to the last node up to the internet and the same is for the replay. Each node knows only two things one is that there is communication going on and secondly the address of the two adjacent nodes. The anonymity comes when no one in the circuit knows who the source is and where is the destination.

Many people with bad intension take advantage on this take it to next level create a anonymous sites for all kind dark side activity.
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Fig: 4.4 TOR working process

This figure show how TOR client connects through the circuit of TOR were each client is once a root node and once a simple TOR client.
4.5 Double sides of deep web

When it comes to good and evil are the basic two sides of anything either living thing or nonliving thing, what makes something so good or so evil and bad is to compare the levels of the good content and evil or bad content. If the bad and evil are higher the thing becomes bad and evil if not the good. The internet as whole takes the same principle by taking to consideration the question of is internet harm full or not has another twin question with it which is by which area or kind of users. internet is the large and violent graphs are there which are damageable to the growth of children in terms of behavior, psychological development and even can effect adults socially and psychological by taking example internet is harm full on the other hand take daffodil student portal which enables students and university officials both staff and faculty members to have save communication and relationship than internet net become harmless and beneficial for mankind as whole. By compare the risk and benefits of the internet, internet is beneficial.

Deep web which is the other side of the internet which maturity of internet user may hear about it but have no clue it contains, the maturity of internet data and information is in the deep web the unfortunate thing is there is no statistical report about the content of the internet as whole or even the surface the web, yet there are estimates of how much data and information is there. One the of most realistic estimates of internet content divides the content in to two and with estimate percentages, estimate say that the content data and information in the surface web is not more than 10% of the entire internet content were the rest 90% lays in the deep web. The 10% of surface web contains all sites registered in the search engines and easily accessible via Google, Being, Ask and others. Take a example a daffodil website is in the surface web open any one can gain access not to manipulate but see the content of the website. The 90% percent of deep web content is all that in the internet that is not registered in the standard search engines and cannot be accessed through the normal search engines. These data may include financial records of a organization, medical record of a person, legal documents of organizations and so on, to access these data and information we must know one thing which is these data is stored somewhere anonymous and authorized users can gain access if any or they are whistleblower sites which require to be anonymous and whistleblower can add some content information anonymously. The financial records of companies are stored in the internet a cloud somewhere and not published publicly, the student record of daffodil information is stored in the internet but not publicly published for every on to see. Not only these legitimate information and data is stored in the deep web for anonymity but also illegal data and information is also stored and have had being take to next level of illegal ecommerce.

In early of this chapter I mention personal data which is the single most valuable commodity user may have in the cyber world and how it is being exploited for the advantage of others not the owner. Some site in the deep web gain users personal illegitimate ways and sold without the user approval to others who may use it to harm that poor user. Not only those hackers selling personal information of others but some site created in the deep web became the exchange hub of drugs, weapons and graphic child abuses. 

Government agencies, internet service provider’s, university researchers, cyber security groups, hackers both good hackers and bad hackers and armatures like me all go to the deep web for their own reasons to do good or bad. The intension of the users of the deep web varies like the color of rainbow, one thing is here the bad evil acts always surpass the good intension and deep web is in this situation where one may say place of all the bad actors of internet meet.

4.5.1 The Brightside
The Brightside of the deep web is more similar to the surface web; a place user can find all the information about a particular subject, and use full tools to save gourd your data from theft, repayable whistleblowers providing what a state done wrongly how the state officials get away with it. All these sites and information centers provide two critical things for the user or the seeker firstly unrestricted uncensored repayable information and secondly anonymous ways to post your experience what so ever.

Taking an example the data and information as well the systems that used to govern the industrial machinery such as the oil and gas pipelines, factory machines and digital traffic control systems all use the internet for communication and have domains and related protocols but these systems are hidden the public not because these data and information is harmful but requires anonymity for security reasons in the simple reasons.

The banking data or electronic payment system information including the transaction data is anonymous to standard search engines and remain in the internet for global access only those who know how to get it. Not all information is for every one large portion of the information content must be anonymous and remain in the internet no matter what, the information that is anonymous to the standard search engines does not mean it is dark evil information but maybe government top secret documents.

All crypto currency and related block chain technology is not available in the surface web only information about it to mine a bit coin user must be in deep web. Same goes to new digital houses a fridge that can order food stocks when running out from one item, doors that can recognize their house owners and occupants and self driving cars all use the internet for communication and storage but in anonymity which can only be found in the deep web. Since the Malaysian airline flight 370 Boeing company stated that they will developed up-to-date tracking system for their airplanes using the internet a channel, the data and information will be anonymous and hidden only when needed it will used, this because to solve flight 370 future like cases. This Malaysian airline 370 gone missing somewhere in the Indian Ocean and never been found again.

All these and more are available in the deep web all for the good and wellbeing future of mankind technological developments, the anonymity is for security and information or system is secure more in anonymity than non-anonymous system and information which are at the risk of hackers and other cyber security treats.

4.5.2 The Dark side

The dark side of the deep web is the most well renounce part of the deep web; this is integral part of the deep web contain both good and evil parts. The dark side is referred to another name dark web all especially hidden websites which requires certain criteria to be seen by client for example pay a one bit coin to gain access to site xyz containing some curial information or even nothing. The below figure 5 shows some of the well know contents of the dark web which gave the deep web the bad reputation and since of illegality of using the dark web for normal users and clients.  

If the web as a whole was an ice berg the surface web will the part of ice that naked eye can see over the sea or ocean, the deeper you go the ice berg gets beggar, sometimes only 5% of the ice remains on surface 95% in the ocean. Staring form when you dive the deep part begins and as you dive the ice berg get bigger in size at last part of ice berg you reach the deepest part of ice berg which here is the dark web. In some ice bergs of South Pole the deep side of ice berg holds the starting point of many marine food chain being the home of micro organisms and other marine lives like the Blue whale. Same goes to the deep side of the deep web or dark web; it holds surprising things both good and evil that are essential for the deep web structure and existence.

A study by Gareth Owen of Portsmouth University in England shows that the content of the dark web was dominated by all kinds of illegal staff such as illegal pornography of all kinds, black market or dark market for selling everything that can be sold, hacking groups and botnet operators commonly associated with spam, malicious attacks and frauds. These groups in general have one thing in come which is taking advantage of deep web anonymity and get away with anything and everything.

All these are there in the dark side of the deep web. The question what one may ask is how gain access these site to rain all the purpose of the study is not show how go in deep web be a drug dealer to be aware what is out there it can be use full at the same time the moth of flaming dragon.
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Fig: 4.5 Dark web services 

4.6 The Dark web market
The most notable content of the deep web that has the most effects to all over the world is the dark market. The dark market is where an anonymous seller sales something illegal to anonymous buyer and all payment is also anonymous using the crypto-currency or bit coins for money, there is no market regulations, there is no legal process of buying and selling, there is no distinguishment method between fraud and reality, there is no limit of what to sell, there is no registrations and above all what to sell is all illegal.

The most famous dark market website is the Silk Road or silkroad.org which was the eBay of the dark web market ecommerce market was buy or sell site you can get anything, the main two products were drugs and weapons both illegal under any law to possess them. The Silk Road website took advantage for delivery the normal post office and use it for it delivery of sold products such as drugs and weapons.

The Silk Road was started by Mr. Ulbricht; 29 years grew up in Austin and had graduated from the University of Texas-Dallas. In his linked in address Mr. Ulbricht identified himself as entrepreneur and investor but what was his investment. The starter of large anonymous deep dark market called the Silk Road. This deep dark market site, at its final day before the authorities had shut it down in November 2014[6] and confiscated 26,000 bitcions equivalent at that time 4,000,000 us dollar but today is 168,193,740 us dollars. The FBI estimated that the Silk Road operators made over 80 million US dollars in commission from their users. 
With TOR the onion routing service this couldn’t happen a drug sold online and authorities have no clue and mailed to it is user through the mailing channels. Mr. Ulbricht and his friend in business used TOR to hide the location of their hosting computer servers of the website. The Silk Road team created a private network through TOR using software to build encrypted connection through the network. Secure connection created two things only one computer knew the complete path and data traffic was anonymous. TOR algorithms generate a complex web address that is onion like this can only access by TOR users. Once user logs in to Silk Road a new world opens, bazaar of every illegal thing like guns, drugs, personal information, hacker for hire, hitman and so on. A billion dollar question is how did these guys marketed their website full it all kinds of illegal things?

 The ingénues plan was to use none other than social media chatting rooms, blogs for idea exchanges and comments on some site somewhere. All these sites and blogs asks for email address and name which resulted the end of the silk road as website and Mr. Ulbricht serving in the jail for the crimes he committed. 

Silk Road was ended by the FBI agents in long last battle were the FBI themselves become TOR users rather than staying out side of it. Once a proverb says if you can beat them join the FBI just added to destroy them join them. Long investigation using all hacking and security tools some time do not work in deep web world, a user of the deep web can find what he/she looking for with the right address, the Silk Road used surface web for their advertisement activities and that resulted the FBI to find the Gmail address of Mr. Ulbricht and location. By not going too deep in details the Silk Road had one weakness which was the marketing tools and FBI takes advantage over it to end the Silk Road which could pave the way for more similar sites. Not only Silk Road was there but there many others just it was the main case won by the law enforcement agency.

One the of the most success full measures by dark market operators is to use the mailing services which has many loops and gaps to exploit, one example is that most of the mailing services either government own or privately do not use drug detection and do not open mails, this gave the dark market dealer to simply ship drug or weapon through mail to Dhaka from the other side of the world without no one even saying what is this simply a gift of clothes or shoes. The custom officer see only shoes not the drug in shoe itself.

The New Zealand government took the more costly and effective method which is check everything no matter what. By taking their example the custom office and mail office both use all kinds of detection technology of drugs, weapons and all other things including sniffer dogs. All these are cost but pay off by killing the supply the line, if the supply is stop the rest is technical job the internet or cyber security departments. Questions that must be answered “can there be TOR based dark website in Bangladesh?’ The undisputed answer is may yes and may not, this may indicates that in anonymity world everything is possible.

4.7 Impact of the deep web
As the internet as whole impacted human live positively. The deep web as the larger part of the deep web divides in to two general areas the web sites use the deep as their hosting and accessing area and all other data that must remain anonymous in the internet.

All that data must be kept anonymous is good for mankind as whole due to its content either personal information or top secretes. The controversial part is the websites in the deep web some estimates putted that at least 50% percent of deep web sites are for criminal activities such as selling stolen personal information, bank accounts, driver license, passports, birth certificates, national IDs and everything that must not be sold is sold and bought daily.

By taking in to consideration the experience of users who have gone too deep in deep web they said especially security experts stay away from the dark side or be the next victim, this is the resting and training area for hackers to practice and analyze their next move. The greatest and most advantageous element of the deep web is the anonymity.

The impact of deep web as whole differ from user to user, a young teenage told the police in the united states that he watch child porn online from the deep web, what the child saw was graphic child abuse and the teenage was traumatized from it and notify the police. A security expert or whistleblower will argue that the deep is the perfect hiding place that users can express their opinions, thoughts and ideology since the rest of the surface is monitored by every agent and none agent people.

4.7.1 Crimes of the dark web

The deep web offers as we know anonymity for both the sites location and user location as well as their identities, this created save heaven for criminals and cyber crimes. If this was only concern the cyber crimes it would be something to reckon with cyber security measure but it also offers service for the kind of the people looking for hitman for hire and other intimidating criminals such as drug cartels, terrorist and so on. 

1. Drugs and Weapons for sale:

There sites like the silkroad.org still selling drugs, arms and specialized also trafficking them to the destination by taking advantage both human and mailing system service flops.

2. Stolen information and goods for sale:

Stolen or hacked personal information such bank information, social security numbers and personal information are exchanged daily in the deep dark web in sites solely designed to for that purpose. Stolen and robbed goods either luxury items or historic artifact items obtained illegally and sold anonymously. 

3. Hitman for hire:

Killer for hire in simple terms; before the dark web service if someone wants hire hit for murdering someone else for any reason logical or illogical has to deal with gangs and mafia physically and puts his/her risk for those gangs and mafia groups in the future, dark web sites for hitman for hire changed all that in simple way as ordering a service like genators for cleaning someone with murderess mentality will simply order that service that, giving the address and personal information of the victim to the killer all that the murderess mentality person do next is to pay that the killer either bit coins or transfer money to their account since murderess mentality person is dealing with gang or mafia. 

4. Activists for change

Activists for change are groups or single person with political ideology for their country or the globe combining both hacking and activists activity. Hacking the political decision makers or economic decision makers and presenting to the whole wide world like the WikiLeaks did and does every time. These hackers’ activities take the name HACKTIVISM and con be considered a radical ideologist with top of the line hacking systems and tools. 

5. Thief for hire:

This is one of the most interesting things in all of the dark web crime heaven; I always wonder can thieves and robbers be hired to do a stealing, robbing or jacking a car? The Hollywood and Bollywood suggest that idea which is fact on the ground but can it be done online. As matter fact this is happening now in the dark web someone can ask for robbers to rob for him/her something and pays them bit coin, money or share of what was rob.

6. Illegal financial transaction:

Financial transitions are the most important task done by banks, remittance and online payment systems. This service of money transaction has being taken to next level illegal financial transaction deals with primarily money laundering and corruption money for transfer.  

7. Pedophilia or child pornography (CP):
Child porn is filming a child either boy or girl who is being sexually abused by an adult. Money adult’s pay money for such acts to both the criminal doing the act and host sites offering the services of video sharing.

8. Hacker and hacking tools market  

This is the most wide spread market in the deep web hacker for hire or hacking tool for sale. Some hackers develop malware software, penetration software and sell them online the dark webs were some others offer their hacking ability for hire.

4.7.2 None Criminal usage of deep and dark web

The anonymity offered by deep and dark web is not only for criminals as I mention before the dark web is fifty-fifty estimates for good and evil activities so let’s explore non criminal in the deep web.
1. Civilians:

For civilian the biggest concern is internet safety, to be safe when using internet from all forms of security threats such spoofing, man in the middle attacks, protecting children online, to be safe and sound from internet censorship both by government and ISPs and accessing sensitive topics.
2. Military

The military is very secretive organization due to their job. Anonymity is one of the main training activities conducted by the military and being anonymous in the communication channel and data or information anonymity is key task. Deep web offers just that.

3. Law enforcement agencies

Law enforcement agencies usage of deep web for their communication and data or information is key for their task not only that criminals’ migration to the deep web puts them in the spot being key user of deep web. 

4. Journalist, activists and whistleblowers

The job of these people is very risk and sensitive being anonymous helps them to perform their task in greater sense of security. Audience whom are the civilians in this case can have safe place to access that information.

By looking the users of the deep web and dark web both sides of are fighting and challenging one other in the deep web. The victory always goes to one who is vigilante, by looking how the law enforcement agencies stopped silk road and their dark activities it seems that deep web will be safe place for only researchers and people seeking anonymity but for normal users root is not yet completed.

Chapter 5
5. Conclusion and recomendation
5.1 Introduction

In this chapter I will summarize the whole study in short and brief way discussing the mature findings and concluding the study as no study is infinitive as well as providing my recommendation based on the outcome of the study for students, university, government agencies and law enforcement agencies

5.2 Summary of the study and discussion

By looking the long history of the internet and its sides of both surface web and deep web we see great deal of involvement of both military and intelligence agencies in the initial phases which means that primarily internet was intended to use as for both secrete secure communication between departments of the military or the intelligence in different geographical areas. As soon as internet become open for all the global two distinct variants of the internet appear when any user can access using normal technology all information can accessed by anybody with know and other which only view number of people knows and use. My research study is to find out the uses the impacts of the deep web by looking what the users are doing there.

The first objective of the research is put a light on the deep web and provides information for the public the potential advantages of the deep web, looking the history of the deep web Mr. Michael K. Bergman in his study in 2001 was the first who use of the specific term Deep Web [1] were some study estimates puts the content of the deep web around 90%, the ever evolving internet putted any study on internet content in a continues process. By at large the deep web contains all that we cannot be found by Google, Being or Ask.com. Governments store their information data anonymously in the internet and so as banks, activist and criminals. 

With the use of technology deep web is just a fantasy two mature software offers the prefect way access the deep web first is the VPN “virtual private network”. This software enables the person to hide is IP address and location by using virtual IP address and virtual location not only that the software encrypts the information content send and received by the user. The second software is the gate of deep web onion routing browser USA Naval Research Lap developed the onion routing in early 1990s and early 2000s the onion routing two in the form of web browser was developed DAPRA an other USA research institution sponser the project which was called the TOR project. The basic princibles of onion routing is used in TOR USA naval research lab team Mr. Paul F. syverson, Mr. David M. Goldshlag and Michael G. Reed [6] their study in tiled “anonymous connections and onion routing” presented how an onion routing works by looking their study and my personal experience how the TOR browser works it fairly very simple concept but practically requires omega study on how the software is design and operators operate it. Looking the onion routing in simple example is that a person sends a mail to another person instead directly sending the mail; the mail is passed to another person then to another person and finally to the destination the beauty in this process is that no one the chain knows the origin of the mail and destination. This only makes the mail or the request content secure and anonymous also the location of the sender is known, website, blogs and chat rooms are also anonymous stored in the deep web and anonymously used.

The internet is considered as iceberg were only the surface of the iceberg is seen and explore which firmly is not more than 10% of the internet but has the maximum number of users both active and passive, the deeper a diver goes the more bigger sicker the iceberg all the way to the end of the iceberg in some iceberg the final deeper part is starting point ocean food chain. This goes the same as the internet the deeper an user or researcher goes the more information and content there at the final end there is what is called the dark web which is the deeper of the deep web this were all the names and activities associated with the deep web comes from. A research team of Ohio State University conducted a study in titled the “deep web and dark net: look at the internet’s large black box” by Denial Sui, James Caverlee and Dakota Rudesill stated that the deep web is 400 to 500 times larger than the surface web of searchable indexed sites. A part of the deep web knows as the darknet or dark web have become the hub of illegal and often dangerous activities.

The number users of the deep web is not numerous as the surface web but more active than the surface consider the activities they do on the web and level of secrecy surrounding their internet environment, the web browser in use for accessing the deep web is the TOR primarily by looking the information provided by TOR project metrics shows that there are two types of TOR users or ways to use it. first is the relay user referred as the routers or nodes in the network, there three types of relays middle, exit and bridge and these are the direct access node listed in publicly. The second type is bridge user who is referred to as the TOR entry points that are not listed in the publicly. These two types is head pain for anyone seeking to know the traffic. If we look the number of relay users between January to October of 2018 we have took a free fall from March and stabilized April at 2,000,000. The tells us that the number of user using the deep web are not that much by any given time of October two million active users out of the over three billion people, small but have the maximum impact on law and personal.

If take look the number of user of bridge users in same time they show not that different numbers January 2018 there estimated 50,000 bridge users between June and July it beaked to 150,000 users and get settled roughly between 50,000 to 60,000. This shows us that there no great number of bridge users. One may ask why there is so small number of users in TOR the gate of the deep web and then have the such credited name?

Looking the number of users by country of TOR users gives the answer of the question in simple terms the more developed the country is the greater the value of personal information and internet based systems for social interactions, business and security services at the top three countries we have Germany 20%, United States 16% and United Arab Emitter 12% all these three countries have three things in common they well developed and has internet censorships and thirdly all off them are involve high level information secrecy and spying for their own states and enormous information exchange at the state level and business levels. The rest of the world where Asia holds more people than the rest of the world India is at the ten roughly 2%. Edward Snowden a whistleblower from USA in his work gave the world how intelligent community are spying everybody they want friend or foe trough the internet, if the person was using the deep web for his/her online activity the level espionage will drop massively because the person is anonymous in the internet world.

Deep dark side of the deep is where we have the trouble, this is most secrete place in of the deep web, this where all the dark activities took place including drug dealing, arms trade, child pornography, horrible services such as the hit man for hire, robbers at your service and hackers for hire a study conducted by Dr. Gareth Owen at Portsmouth university gives rough estimate of the dark web as 50% evil and 50% good. Tragic move came when a group people in very anonymous world set up the eBay of all illegal activities in the dark web which is the silkroad.org, everything was for sale at before the FBI, DEA and police conducted very long painful investigation to find the operators of the site, luckily for the investigation team an agent conducted small Google search on the name of the site. This gave the first clue which was the major clue of ending the slikroad.org, at the first place there no large number of deep web users rather than dark web the only advertise the site was to use the surface web which is still conducted by all dark mark operators this gave his Gmail account, law enforcement traced the evidence the doors of silkroad.org operator Mr. Ross William Ulbricht his house in San Francisco USA.

Nations like New Zealand take things to the extreme the only way to deliver drugs any place is conceal it and send to through mail from fake address to actual address, the mailing services of world is not ready phase mature drug smuggling with concealed and well comoflash drug, the scanners will only show candy but inside the candy there is a drug, at this situation there is no time to open every bag but solution is the sniffer dog and time. New Zealand used the same level of airport security to its mailing services to dustup all illegal activities
5.3 Conclusion of the study

Deep web and surface web are the two components of the internet which cannot be separated from one other. Since the internet is the global communication system for mankind the requirement of secure communication system become vital for every one using it, much the information used is stored in clouds somewhere and can be accessed through the internet. These data and information in the internet goes in to two categories what is open to public and what is not public to public which either for security issues or for specified people. Whatever is hidden from the public is known as the deep web or cannot be accessed through the normal internet browsers.

In all deep webs is the meeting ground of friends and foes, criminal and law enforcement, killer and victim, black hat hacker and white hat hacker. The deep web is the blade with two sharp faces one for help which is the greater part of the deep web and one for harm which is the well known part. Deep web impacted the life of many and changed the way states view the internet and transformed the mailing system of countries thus increased the cost of the mailing services and created in many countries a group in the law enforcement agency dedicated to knowing and limiting the negative impacts of deep web. These is nothing greater than being secure in the internet and accessing all the information you can whose were hidden and prohibited from you, there is nothing greater than posting your point view with your audios without the fear of being stop or harm, there is nothing greater than stopping criminal committing crimes and locating him without no one nothing they surrounded already and their cover is blow away long time, there is nothing greater than for an army officer sending classified information to head quarters for internet café with no one spoofing in total anonymity there for we cannot say that deep web is all dark but the most secure and birth side of the internet as whole. The surface web is subject to more as we seen more one occasion is subject to cyber security treats of all levels is openness while the deep web is anonymous word where no know no one, a  website in deep web location is unknown because of the onion routing and users of the deep web are also anonymous.

The greatest impact and foot print of the deep web is the anonymity which used mostly for good but in well publicized way for the dark activities. As Adolf Hitler who can be considered the greatest propagandist ever said “If you tell a big enough lie and tell it frequently enough, it will be believed” which means repeat the same line of story even if it’s lie people will believe it eventually. the deep web is hardly mentioned as the place where our intelligence, military, activates of all kinds, banks, hospitals, researchers and normal people communicate, exchange vital information or data, share point views, access their networks, store, track and catch criminals. We must if there is such thing like the deep web wouldn’t being CIA hack already? The answer is yes no matter the security measures you use there will be hacking like one happen to FaceBook but CIA use the deep web and deep web technology for their work and so many other intelligent agencies do the same.

For further more study has to be carried out on the deep web impacts and uses in Bangladesh in particular which needs to done to prevent a problem before it arises. 

5.4 Recommendations

After conducting long hard research study I hereby recommend the following points for students, university and researchers, government, activates and bloggers, any one with bad intension and normal people:

Normal People:
1. Us the deep web and deep web technology to escape from censorships.

2. Us the deep web for greater and more information details than the surface web.

3. Careful while navigating through the deep web because bad people are also using the deep web.

Activities and bloggers:
1. The anonymity offered by the deep web and deep web technology helps to hide your identity for high risk activities and blogging critical issues.

2. Create your blog in the deep web for better security and anonymity.

3. Do not be I am anonymous no one knows me I can do whatever I want type person but law abiding person even in the deep web.   

Students:

1. Use the deep web to protect yourself from man in the middle attacks.

2. Deep web has more information concerning your subject of study and take advantage of that.

3. Keep in mind that law breaking is prohibited where researching is needed and conduct a greater more study on the deep web.

University and research centers

1. Sponsor and initiate research on deep web both treat and benefits.

Government agencies:

1. Law enforcement agencies have to be active users of deep web to allocate potential treats and illegal activities.

2. Lower the meaningless censorship on citizens and impose and protect rights of person information and personal liberty.

3. For greater security in open and public networks which are necessary to use have the deep web technology to enhance the security of the content.

4.  Dark market operators take advantage gaps in the mailing system in all levels, government must increase mail scanning and use sniffer dogs and even mails with suspicious characters.

5. Fallow the mail to catch the user and trace that back to the suppliers and dealers.   
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