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ABSTRACT 

This guide is intended to “Test Monitoring & Test Control during Software Test Execution" 

interested in applying automation to software testing. It involves a system engineering process 

based on the scientific method to conduct and achieve an automation capability and the critical 

need to perform a return-on-investment analysis to make the business case for automation. For the 

first time, some businesses are considering automation. For that audience, we recommend 

following through with all of the steps outlined in the installation guide—others organizations with 

prior automation experience. There is also a plethora of information accessible. There is a wealth 

of information in textbooks and on the internet. Some software acquisition programs have had 

some automation exposure or experience and are looking to improve one or more parts of their 

automation process. Typical objectives are to select additional system functions or capabilities to 

automate, secure more Automators, or change or expand the tools used. Only a portion of the guide 

may apply to those individuals. The following phases of implementation are used to arrange the 

guide. 
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    Chapter 1: Introduction 

 

1.1 Executive review 

This guide is intended to assist you. Individuals working for the Pentagon who are interested in 

employing automation in software testing should apply. It employs a system engineering approach 

based on the scientific method of action. It accomplishes automation capabilities and the crucial 

necessity to automate the business case's return on investment analysis (ROI). Who is the student 

you're looking for? Some firms are exploring automation for the first time. We propose that you 

use all of the specified parts in the implementation guide for those audiences. It is necessary to 

enlist the help of automated knowledge teams from other sources. Seek their advice and make use 

of their knowledge.  

The guidance is divided into the phases described below to help you incorporate an automated 

software testing life cycle into your testing program. 

Prepare ahead of time by conducting a study, devoting time, and gathering data to make an 

informed conclusion concerning automation. Do a cost-benefit analysis to determine the return on 

investment (ROI), and be sure to incorporate any long-term advantages before deciding whether 

or not to employ them. Research into the system's assessment system, automation capabilities and 

possibilities, understanding of staff skills and resource requirements, and calculating the costs and 

benefits of automation are all examples of specific measurements. 

Edit - identify and correct flaws in an automated software testing tool. Edit - Discover and 

prioritize test needs, identify and test relevant automation tools using immeasurable and visual 

metrics, identify impediments to automated usage, write an automation test framework, and define 

test script criteria to modify an automated software testing program. Design - examine the 

automation process in greater depth and determine ways to improve automation. At this step, 

automation tools are chosen and made available, automated testing conditions are carried out, test 

cases are defined, an output analysis approach is constructed, and regulatory suspensions are put 

in place, all of which led to a design review. 

If time is of the essence and an automated choice must be taken right away, as well as short turns, 

be sure to examine the following: Examine the various automation options and determine which 

automation technologies are most effective. Be aware of the price. Introduce ROI to get leadership 

support and rapidly identify roadblocks to success. Learn which portions of your test are suitable 

for automation, establish a default framework, and decide which tools your automation program 

will require. Purchase, rent, or update automation equipment. Growing up isn't as difficult as you 

would imagine. Begin with easy automation chores and gradually raise the complexity as 

automation's power develops. Consider your options carefully. 
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1.2 Contribution of the thesis 

The Department of Defense (DoD) and the sector have both benefited from test software. 

Throughout the software development process, the Department of Defense has not fully used the 

efficiency and improved functionality that automated approaches may provide. A lack of DoD 

understanding of the AST process is connected to the failure to fully use AST techniques. The goal 

of this Guideline is to offer a handbook to management and operators that outlines the foundation 

for using AST techniques in diverse applications. This endeavor is part of the Office of the 

Secretary of Defense's (OSD) Deputy Secretary-General for Defense, Development, and Testing 

(DASD (DT & E)) STAT COE's effort to improve educational programs on the battlefield.  

 

Figure 1. Major phases and tasks for AST programs. 

The target audience includes program engineers, software engineers, software developers, 

software testers, and test automation (both program and test). Tasks are specified at a high level, 

and technical specifics are established from the perspective of someone who has no experience 

with software testing or automation. The AST flow approach was primarily created through 

conversations with professionals from all around the world. 

Perhaps both the Department of Defense and business have succeeded and failed in automating 

test cases. Additional sources included previous DoD research, textbooks, technical journals, 

websites, blogs, and conference briefings. Even though each program's automation path appears 

to be distinct, there are certain commonalities. 
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Chapter 2: Related Work 

 

2.1 Phase 0: Pre-Idea 

Automation can enhance test performance and efficiency significantly, but it may necessitate a 

large investment. It is not necessary to automate all programs and needs. Take the time to assess 

the usefulness of an automated software testing program in terms of cost, not just in the near term 

but also in the long term. This ROI or business case study does not need exact data, but it does 

necessitate a logical engineering system and a decision-making procedure. Having a performance 

analyst with these abilities and expertise, or seeking outside aid or guidance, is crucial. In this pre-

production stage, an insufficient order size (ROM) ROI balance is necessary. 

2.2 Test Program and Automatic Software Assessment Demeanor Study 

Common knowledge of the problem is required. Do some study to see if an automated system is 

suitable for you. The technique that makes sense is to put the system's goals, objectives, and needs 

to the test and seek appropriate automation options. If you're being tested at the start of a unit, let 

us create software for complicated program components, tests that just need to be done once might 

not make sense. Automation, on the other hand, maybe useful, especially in regression testing, if 

a program established in software development continues, stating that integration testing with new 

capabilities is performed frequently. 

As a regular processor contract obligation, the software development contractor may conduct AST 

internally. Try to become aware of what they've done or are doing, and see if you can gain access 

to their automated work by posting (e.g., Contract Data Requirement Lists or CDRLs) or visiting 

a site with exhibits and papers. 

Below: Investigate the possibility of automating your program. Find the proper individuals to 

conduct the technical testing, learn about the contractor's automation efforts, and understand the 

continuous rotation of the same plan. 

2.3 Recognize the Situation 

Where there is sufficient capacity and support within the business, automation projects have a 

greater chance of succeeding. Most DoD organizations are unfamiliar with the idea of automatic 

testing. A single entity plays a vital role in guiding the leadership in AST promotion and active 

management of the process in all organizations, whether government or commercial. Culture may 

be both a necessary and insurmountable barrier. If manual testing is "the way we always do it," 

then moving forward will require a combination of leadership, policy, and the involvement of 

technical talents. As programs transition to an experimental development method (TDD) with 

Agile and DevOps, AST is a key component Below: Open the path to automation success by 

gaining leadership support, identifying significant components that need to be implemented, and 

comparing the resources required for the current state of your system. Get an idea of the obstacles 

you must overcome to build the strength of automation. 
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2.4 Assess Manpower and Skillset Requirements 

Between software testers and Automator, there is frequently a significant gap in skills and abilities. 

With today's tools, testers with little or no software development expertise may learn to manually 

perform various test features. However, to build completely autonomous and reusable test scripts 

that take full use of automation capabilities, a fully automated, optimized, sustainable, and usable 

automation solution necessitates considerable software coding and development expenditure. 

Rarely is a single automated, user-friendly automation tool (GUI) the only answer to all changing 

requirements. Each tool serves a specific function (for example, browser apps, tracking, unit 

testing, and continuous testing). 

2.5 Determine the automation’s Potential Benefits 

The primary objective of automated software testing is to discover flaws and enhance performance 

opportunities sooner and more efficiently than manual testing would allow. When comparing a 

complete manual to another automation, some metrics to examine are: Increased the number of 

lines of code that have been examined. Installation of anticipated operating systems and use cases 

has increased. In manual testing, especially repeated examinations (e.g., IQ tests), staff retention 

is important. Multiple users and locations may be measured, and high-level tests and parameters 

can be performed. • The test force's capacity to concentrate its efforts on high-priority/high-risk 

regions • Improved data output for analysis and reporting • A higher disco of defects 

2.6 Calculate the Automation Effort Costs 

The project's costs are both direct and indirect—standard projects. Software licenses and training; 

hardware and middleware components of the default test framework; cloud and network services; 

reading tools, writing, compiling materials, conducting tests, and analyzing results; and 

consultation costs with the contractor are all included in the direct prices of representatives. 

Indirect costs are time spent doing the default that is hidden or unanticipated. Time taken away 

from the task at hand, time spent working on numerous charges, time spent notifying management, 

time spent learning how to use various tools, and time spent saving the default solution are all 

examples. The importance of the small details is sometimes neglected. 

2.7 Decide Based on Expected Return on Investment 

Not all conditions should be met automatically. If particular tests are performed in or on reliable 

software builds and facilities, the cost will not outweigh the advantages. Take some time to think 

about the cost, quantity, and quality of the automated effort. 

It's a good idea to estimate the time it'll take to complete the automated operation till the manual 

test is finished. Most benefits and expenses are not evaluated as previously, as indicated in the 

benefit and cost categories. It's a good idea to spread this exam out across a few days. To show the 

sensitivity of the results, make a list of projected expenses and benefits (e.g., optimistic, realistic, 

joyful). Analytics should be used by leaders to balance their thoughts, expectations, and actions. 
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     Chapter 3: Case Study 

 

3.1 Phase 1: Plan 

Now that you've opted to test the program in the default manner, it's time to develop a more 

thorough strategy. Fortunately, excellent planning has already established a viable business case: 

automated research, automation elsewhere, assessing the required resources, and selecting tool 

solutions and cost choices. In Section 1, we'll use a systematic planning method to apply what 

we've previously learned and, as important, to build on the links we've already created in Section 

0. As automation becomes a new planning sector, leadership continues to play an important role 

in managing a changing environment. 

On the program's site, detailed information is requested. 

3.2 Determine your automation needs 

Statements of projected performance requirements. Advanced planning is already taking place to 

handle software requirements. In the Program part, we build on that foundation by focusing on the 

most important needs that allow for the most successful automation. The objective is to look 

beyond conventional criteria and typical testing depth/breadth, since automation may enable 

complicated and comprehensive system testing. 

In many phases of development assessment, dreams arise from needs, and careful planning for 

frequent testing begins with developing brief but thorough objectives. The requirements for 

software testing will have to be gathered from several sources. It's unusual to come across a 

Incomplete needs must be estimated, including expected operating systems, information 

verification features, hardware systems, and other environmental elements. The AST framework's 

provisions should also start to be created, and they will be examined in the next phases. 

Whether automation will be utilized to create full tests, input data and expected outcomes, or just 

input data is a crucial aspect in designing and performing automated testing. Oracle testing may 

be done in a variety of methods (see the section on Determine Approach to Test Oracle). The 

majority of these rely on official models or code-verified validity in some way. 

3.3 Prioritize requirements depending on the DEF 

MITER was developed, and the Developmental Evaluation Framework (DEF) depicted in Figure 

2 was authorized by DASD (DT&E) to provide a comprehensive approach to govern the testing 

system and better support adoption choices. This approach has been utilized throughout the 

Department of Defense and is directly applicable to the usage of AST. The DEF encourages a 

service deterioration process in which the flow principle moves from capacity to precisely 

specified but unmeasured demands. The Developmental Objectives of Development (DEO) are 

power, which we may convert into functions in the realm of software testing. System performance, 

cyber security, cooperation, dependability, and maintenance are among the topics covered in these 
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films. These objectives are replaced by substituting 'Decisions' for specific conditions of interest,' 

and the entries will be active test cases. 

  

 

Figure 2. MITRE Developmental Evaluation Framework 

The DEF process displays the resources available for each requirement and can assist in 

determining which automatic needs should be prioritized. Although it is intended that the most 

important skills will be gained, this does not guarantee that they will be converted into correct AST 

need priority. Automated risk has to be given more consideration. Depending on the requirement, 

automation might be difficult, and the implications of failure can be more serious than checking 

other conditions. These tradeoffs between value and risk should be assessed and included in a 

prioritized plan. It's important to pay attention to and weigh in on: 

Participation in DEOs (which are ordered categories) 

The chances of a default requirement failing are low due to a delay or a delay in enforcing it 

3.4 Tools to identify and Compare  

The amount and sorts of tools available for AST are often one-of-a-kinds. Each element of the 

automated testing procedure can require a different agency or collection of tools to be integrated 

with. The purpose of the Planning Phase is to gain a general understanding of the power of the 

correct tools and narrow down a few viable candidates that will work for your team, your schedule, 
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and the amount of automation difficulty you seek. A multi-tool solution will emerge from a 

complete assessment of demands.  

Start with the tools that your team utilizes or is familiar with, and you'll be able to use them 

effectively for future AST. Due to the short learning curve and automatic improvement, these tools 

will be given top emphasis.  

There are a few things to bear in mind while you go through this operation. Carry forward with 

the procedure. Look for possible tool solutions in the following areas:  

Is it possible to describe the test types and distribute them across all application domains?  

Is the tool written in a mainstream scripting language like VB, JavaScript, Python, or another?  

Where can you undertake a spontaneous test or recovery?  

What OS systems are compatible? Is it limited to web-based applications?  

What is the most basic application, and how steep is the learning curve to improve machine 

performance?  

Is it reasonable to expect the team to make excellent use of the tool?  

Is it only capable of recapturing the GUI, or does it also support app (API) calls to the GUI? What 

are they?  

3.5 Determine Automation Requirements  

The term "automated software testing" has a wide range of meanings and definitions. AST can be 

somewhat complex depending on the system and manpower; it can take years for the testing team 

to develop a robust automation framework, or it can be quite simple when a few fundamental test 

processes are automated, such as utilizing Overnight or batch files. There should be a basic 

understanding of how things work. The Phase study will result in the development of AST. The 

level of discharge is usually the most crucial factor to consider. To put it another way, how does 

the system perform during testing? Live operators, visual messages, modeling, imitation, or a pre-

recorded cable are all possibilities. Many other parts of testing will be influenced by this live, 

virtual, creative (LVC) environment.  

3.6 Scripts for Tests in Outline 

Creating test documents is a continuous process that begins with planning, continues with design, 

moves into implementation, and is done numerous times in the maintenance phase. The goal of 

planning is to explain the process of developing test documents and a few small task papers.  

In this area, the most important responsibility is to request test scripts to determine if anything can 

be used or significantly modified to save time in the default time frame. Although there are no 

official DoD scripts for papers, they are likely to be tested by testers, and automatons from prior 

or existing AST programs will compose and document their work. Make sure you have access to 

all of the programs and resources available. the correct  
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      Chapter 4: Proposed Automation 

 

4.1 Design for Automation 

The Test Plan lays the groundwork and prepares you for the design phase. This section attempts 

to give you more information about the automated software testing system and help you make 

important decisions about how the tests will be run. During the design phase, tasks are completed 

simultaneously and repeatedly rather than in order. As the design evolves, so does the thought, and 

numerous shapes can arise. Because technology requires a uniform AST structure in many 

functional domains, the entire design phase should be done in a highly collaborative atmosphere.  

Design That Isn't Compliant: This part can be used to contribute to the content and functioning of 

thorough information reviews. This  

4.2 What Should You Automate? 

It should be apparent which of the most promising tests is the default after finishing the 

requirements definition, the development assessment framework, tool research, and interaction 

with test automation experts. The software development life cycle (unit testing/development, 

integration, performance, and performance) and test stages (DT, DT / OT, and OT) will affect 

decisions about what can and should be automated. The automation factor, the success of 

automation as required by other systems, the team's predicted skill, the possibility for test 

integration enhancement, and how often the test will need to be done manually are all factors to 

consider. Examine the assumptions and hazards that come with them. Select Tools 

Phase 1 identified a potential set of tools for the anticipated AST. The preferred toolset should 

become clearer as the requirements and testing environment mature. Choose the right automated 

testing tools for the job. Additional research will be required to create an excellent choice of talent 

and application. Reference books, manuals, relevant lessons, other DoD AST experimental tools, 

vendor sites, and exhibitions are all good places to start. Devices that were previously 

unconsidered may now be added to the mix. There are additionally extremely effective DoD AST 

test tools available across the department, with considerable support and subject matter experts 

(SMEs): IDT's (Innovative Defense Technology) Auto  

4.3 Choose your tools  

Software developers, test engineers, software testers, and automated software testers make up the 

AST-enabled test team. An effective team includes current inspectors/engineers in automatons 

being trained and developed or employing employees (full-time or part-time workers) with those 

talents. The option to automate is generally based on changing demands, available resources 

(including time and money), home team competencies, and prospective expansion. To create 

internal automation abilities, the team requires time for formal training, self-education, 

communication, and training. Quick technology can be gotten "by borrowing" from self-employed 

neighbors, through contractor contracts, or equal means.  
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4.4 Create the capacity to automate 

To build an adequate AST framework, a test team with the right AST skillsets and tools is required. 

The components necessary to test the SUT in an automated manner are referred to as a framework. 

For example, a simulation model that stimulates the SUT would allow automated methods to 

achieve the desired function. Consider the following client/slave configurations and hardware 

requirements: operating system selection, networking, and prospective cloud use, accounting for 

concurrent user needs, information assurance, and classification.  

A set of AST tools is also included in the framework. The tools can monitor and control the entire 

testing process, as well as identify software failures.  

 

 

Figure 3. Notional DCGS-N Inc 2 automated test tool integration framework 

4.5 Determine the platform and Framework for Automated Testing 

Test cases should be "connected" to the provision to check input metrics because they are based 

on metrics of vital needs. A test case can cover a wide range of requirements, and multiple test 

cases can be used to illustrate a condition. Take note of whether or not the requirements are tested 

in the majority of test cases. The condition necessitated the use of a function or the strength of a 

SUT. Test scenarios should be straightforward to understand, and test cases may be required. Test 

cases should be simple to evaluate and adequately documented as needs evolve. Consider creating 

‘smoke tests,' which combine several test cases to guarantee that important activities are carried 

out.  

During the tool selection phase, many production tools should be tested. This can assist; 

nevertheless, most of the job will be done by others.  
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4.6 Create Test Cases and Scenarios 

The percentage of SUT code lines utilized in the test program is referred to as reading. In the 

situation or cases of comprehensive testing, it can also be used to count the number of requirements 

that have been assessed. Coverage is sometimes defined as the number or percentage of possible 

usage cases or procedures tested in all feasible combinations. Determine the best approach to 

increase the installation of software operational conditions by identifying enough coverage and 

determining the best way to increase the installation of software operating conditions. To construct 

a test design, spend some time executing actions that explain SUT's expected performance. Among 

the possible strategies and methods are:  

The focus of risk-based testing was on important workplaces with a high risk of failure.  

Matrixes based on mathematics are based on the const  

4.7 Choose a method for testing Oracle 

One of the benefits of AST is that it can be done without a lot of human intervention. Tests can be 

run in the evenings, on weekends, or in the background while testers are working on other projects. 

During the 'Go/No Go' process, this flexibility would have been examined first. Teams must decide 

on the realistic and desired frequency of testing based on this flexibility. Are tests to be run after 

agile sprints (monthly), capability delivery (quarterly), or as Command Run On (CRON) 

operations overnight during sprints?  

The duration of individual test cases and the permitted time can affect the flexibility of test timing. 

The length of the test is frequently determined by the subject.  

4.8 Construct a Configuration Control Structure  

Determine the requirements and the appropriate method for collecting the data generated by 

automated testing. Set up the data collection system, which could be as basic as a spreadsheet. 

Consider conducting prototype tests using negative testing (fault induction) to discover areas 

where more detail in the log and output files is required. Concentrate your efforts initially on 

locating the software fault and providing any relevant information that could aid in a root cause 

analysis. Determine the appropriate method for reducing, analyzing, and post-processing the data 

to gain the most information about SUT performance.  

4.9 Conduct design review  

The technique of deciding if a test has passed or failed is known as the test oracle. The oracle 

problem persists even with automated ways for generating input data and executing tests. Testing 

necessitates both test data and expected results for each data input. Because traditional procedures 

require substantial human involvement, this is usually the most expensive aspect of the testing 

effort. However, there are several approaches for automating some or all of the test oracle 

generation. The starting cost, amount of sophistication, and application domains vary. The 

following are examples of automated techniques of solving the oracle problem:  
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    Chapter 5: Experimentation 

 

5.1 Phase 3: Execute 

In software, the term "execute" refers to the process of running a program. There is a job in AST 

where the scripts run to do the automated test. In this methodology, however, Phase 3 refers to 

gathering operations that enable a test to become automatic. This step encompasses the process of 

manually testing the system, building scripts to automate it, and lastly performing the automated 

test. The design phase includes purposeful redundancy, which sets the stage for the execution 

phase.  

5.2 The system’s Application by the Capture Operator 

The test team should be conversant with how the SUT is used in real-world situations. An SME 

usually performs the most often performed functions as well as the tasks that are only performed 

on occasion. The automaton can then create a pixel- or code-based script (GUI versus API) that 

captures the mission threads' principal process flow, as well as all connected contingency paths.  

In terms of the SUT's capacity to perform desired functions, the team should also focus on the 

most often executed paths and the greatest risk ones. The team should also look at the automation 

potential for these mission threads—just because they're important doesn't mean they're easy to 

automate.  

5.3 Create Manual Tests 

To begin, make sure that the manual test processes for the tests that will be automated are 

adequately and sufficiently documented. The test Automator will work alongside software test 

engineers on a set of manual tests that will be detailed in a step-by-step process. The Automator 

will produce a list of potential constructs for inclusion in the automated solution. Other testers 

should run the test manually with the Automator if possible, to ensure consistency and to look for 

alternative and new methods.  

5.4 Decide on automated testing environments 

The test team will have to weigh several test execution alternatives, some of which will be 

influenced by the SUT's software development lifecycle and maturity. There may be no choice as 

to where the test takes place: in a software integration lab (SIL); on a cloud server; via the web, 

Secured Internet Protocol Router Network (SIPRNet), or Joint Worldwide Intelligence 

Communication System (JWICS); in a controlled operationally representative environment/range; 

or in a fully operational environment (e.g., onboard a ship or aircraft). There could be a variety of 

ways to excite the system to test if it works. Live, simulated live (virtual), recorded life, and 

recorded live are the four stages of abstraction.  
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5.5 Integrate the Automated Test Framework with Tools  

with the aid of  

The framework should already incorporate the tools chosen throughout the design process. 

Prototype or simple test scripts can be used to test device communication. If there are issues with 

compatibility or inadequate communication and connection between software tools, contact the 

program developers/coders. Check that open-source tools, for example, work effectively with 

commercial parent tools.  

Additional tools are frequently required as the automated solution and environment evolve to 

accomplish desired automation features. This is especially true as more and more output data is 

collected, posing problems to test teams in determining how to use it.  

5.6 Create and improve automation Scripts 

For the majority of the test cases, the design process resulted in draft automation scripts. The hands 

are finished through an iterative process in a highly collaborative setting, with the execution phase 

possibly hosted on the cloud. To effectively evaluate and validate the automated software test, peer 

thorough code reviews and continuous work with SMEs should be undertaken.  

Scripts that were "stolen" from other users or a repository may require significant improvement. 

These products may appear to be plug-and-play at first glance, but they rarely are. For example, a 

Common Access Card is a common "borrowed" script for user authentication (CAC). Normally, 

this would necessitate the use of  

5.7 Verify the results of the Automation Pilot 

Phase 2's output is an estimate of how difficult it will be to automate the test cases that have been 

provided. To give the AST program the best chance of success, simpler test cases should be 

automated initially. Walkthrough the results output to the log file in a collaborative setting. These 

outputs can be screenshots or messages indicating if a step was completed successfully or not.  

Negative testing of the automation is beneficial in ensuring that it detects input problems. Negative 

testing will also assist the team in determining whether the output can be manually parsed or 

written to the relevant files with proper formatting. The message architecture may change.  

5.8 Carry out the Automation 

The actual process of running the AST program is referred to as this execution task. The goal is to 

run the AST program without the involvement of the test team, either during off-hours or in the 

background, so that it does not interfere with other test activities. There may still be a need to 

monitor the AST if failures in the SUT occur, causing the automation to end prematurely, or if 

there are errors in the automation framework. It's also very uncommon for some programs to 

become "stuck" when hunting for the right image to move on to the next phase. Be wary of 

automation that necessitates manual input at intervals; in this case, the testing is not automated.  
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The team should seek ways to improve or fix the automation. Recognize the  

5.9 Contingencies must be implemented 

Even if the AST program is sound and runs well, there are always more conditions to test than 

time allows. There should have been a prioritized list of criteria during the design phase. It may be 

useful to look into contingencies from the baseline test case once the fundamental criteria have 

been covered in test cases.  

Scaling for a larger number of users, running tests in diverse environments, and employing 

alternative hardware and operating systems are all examples of contingencies. In the SIL, for 

example, an automated test (GUI-based) worked properly, but when it was attempted elsewhere, 

it failed since the laptop used was older and had a lower screen resolution. Another important 

scenario is when the SUT fails.   
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Chapter 6: Analyze Output 

 

6.1 Phase 4: Analyze 

The analysis step converts the output from the performed test cases into decision quality 

information to evaluate SUT software performance and the usefulness of the AST framework. An 

analyst knowledgeable with scientific test and analysis techniques (STAT) and other applicable 

statistical methods may be required by the team of testers, software developers, software testers, 

and Automator.  

6.2 The Data Output Format 

A good AST program must include a complete description of everything that happened during 

execution. This is useful for a variety of reasons, including rapid fault separation, improved 

debugging, a thorough understanding of state transitions, and assurance that the AST framework 

is running successfully. Transparency into system status/execution phases, as well as traceability 

back to requirements, are critical qualities.  

Detailed logs (perhaps color-coded to identify defects), images of system status upon failure, and 

data written to output files are examples of representative output products. The following items 

must be included in an output file:  

The ID of the test case ID of the requirement  

Steps and sequences for testing data  

6.3 SUT Anomalies should be investigated 

The purpose of software defect detection is to figure out what's wrong with the program. Software 

bugs, flaws, mistakes, and anomalies will arise; detecting the issue and determining the source of 

the discrepancy is critical. The output reports from a correctly built AST architecture should allow 

for speedy fault isolation. You'll have to take action if this isn't the case. Engage the services of an 

attorney. It's time to start a formal root cause analysis program. The 5 Whys method, cause-and-

effect (Ishikawa) diagrams, and the car industry's 8-step process are all examples of approaches.  

It's vital to figure out whether the abnormality is due to the SUT or the AST framework. As an 

example,  

6.4 Requirements should be summarized Void have been Tested and Identified 

The test log should be detailed enough to identify which requirements were put to the test. It should 

also include the amounts of the input variables, allowing the team to assess how well the test area 

was covered. Examine the system's requirements and identify any gaps or places that still require 

testing. For reporting on the requirements' fulfillment, the team should present preliminary data 

analysis findings and conclusions. Include conversations about the test space's coverage and the 

importance of automation to the overall test effort.  
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6.5 Check Repeatability and Reproducibility 

In practice, it is typical to find that the same tool and test do not always produce the same findings. 

This is particularly true when it comes to GUI testing. The team will need to test the scripts' 

stability to determine if they consistently produce the same results. The term "repeatability" refers 

to a tester's ability to achieve consistent results when doing the same process. Variation in 

equipment is taken into account by reproducibility. For AST, repeatability is achieving consistent 

results from the same tool or suite of tools, whereas reproducibility means getting consistent results 

across numerous devices and solutions. Negative testing causes failures to see if the software 

works properly.  

In the end, automation can be a source of frustration.  

6.6 Calculate and keep track of automation Metrics 

Estimates of automated test advantages were useful in making a ‘Go/No Go' decision in Phase 0. 

Now that the test program has been automated, the team requires an accurate, trustworthy, and 

realistic assessment of the effort's effectiveness. This statistic will be used to update the ROIs and 

guide future AST work. Some metrics aren't accurate.  

Percentage of criteria that were tested  

Increased the number of lines of code that were tested.  

Coverage of predicted operating paths and use cases has been expanded.  

It's time to put the automated test sequence to the test.  

Time to build automation capability; time to manually perform  

Rate of defect finding  

In the evenings and on weekends, time is being tested.  

Automated script reusability  

In conclusion: Leaders  

6.7 Compute ROIs and Think About considering Future AST Program 

After making the first expenditure to attain AST capability, it's time to assess its value. The team 

has several choices. The following are a few of the more notable ones to consider:  

Take the existing effort to a new level.  

Increase the number of users ((  

Automate the creation of new requirements.  

Use a variety of tools  

The switch from graphical to code-based API tests  
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Conclusion 

 

We have presented a comprehensive overview of software testing concepts, techniques, and 

processes. In compiling the survey, we have tried to be comprehensive to the best of our 

knowledge, as matured in years of research and study of this fascinating topic The approaches 

overviewed include more traditional techniques, e.g., code-based criteria, as well as more 

modern ones, such as model checking or the recent XP approach. Two are the main contributions 

we intended to offer to the readers: on one side, by putting into a coherent framework all the 

many topics and tasks concerning the software testing discipline, we hope to have demonstrated 

that software testing is a very complex activity deserving the first-class role in software 

development, in terms of both resources and intellectual requirements. On the other side, by 

hinting at relevant issues and open questions, we hope to attract further interest from the 

academy and industry in contributing to evolving the state of the art on the many remaining open 

issues. In the years, software testing has evolved from an “art” [46] to an engineering discipline, 

as the standards, techniques, and tools cited throughout the chapter demonstrate. However, test 

practice inherently remains a trial-and-error methodology. We will never find a test approach 

that is guaranteed to deliver a “perfect” product, whichever is the effort we employ. However, 

what we can and must pursue is to transform testing from “trial-and-error” to a systematic, cost-

effective, and predictable engineering discipline. 
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 Appendix A: Acronym List 

 

 

 

 

 

 

 

 

Acronym Description Acronym Description 

    

API Application Programmer Interface LVC Live, Virtual, Constructive 

AST Automated Software Testing NMCI Navy-Marine Corps Internet 

ATRT Automated Test and retest OSD Office of the Secretary of Defense 

CAC Common Access Card OT Operational Test 

CDRLs Contract Data Requirement Lists POA&M Plan of Action and Milestones 

CMMI Capability Maturity Model Integration POC Point of Contact 

COE Center of Excellence RITE Rapid Integration and Test Environment 

CRON Command Run On RM Requirements Management 

DASD(DT&E) 
Deputy Assistant Secretary of Defense, 

Developmental Test, and Evaluation ROI Return on Investment 

DEF Developmental Evaluation Framework ROM Rough Order of Magnitude 

DEO Developmental Evaluation Objectives SIL Software Integration Lab 

DI2E Defense Intelligence Information Enterprise SIPRNet Secure Internet Protocol Router Network 

DoD Department of Defense SMEre Subject Matter Expert 

DT Developmental Testing SPACEWAR Space and Naval Warfare Systems Command 

DT/OT Developmental Testing/Operational Testing STAT Scientific Test and Analysis Techniques 

FAA Federal Aviation Administration SUT System(s) Under Test 

FRACAS 
Failure Reporting, Analysis, and Corrective 

Action System T&E Test & Evaluation 

FRB Failure Review Board TDD Test-Driven Development 

GUI Graphical User Interface TEMP Test and Evaluation Master Plan 

HP Hewlett Packard UFT Unified Functional Testing 

IDT Innovative Defense Technologies UML Unified Modeling Language 

JML Java Modeling Language VV&A Verification, Validation, and Accreditation 
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