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ABSTRACT

Network management has become one of the most difficult problems for network managers due to the
continual expansion in size and diversity of networking and network components. In this study, | use
Mikrotik and Cisco switch to analyze the state-of-the-art enabling technologies for modern network
management, including security within large enterprise networks. | go over the fundamental idea behind
each one, like- Modern routing protocols, bandwidth, remote monitoring, quality of service, troubleshooting,
and strategies to safeguard business computer networks against data tampering, deletion, theft, and man-in-
the-middle attacks, among other things. weigh the benefits and drawbacks, and talk about how they apply to

network management. | demonstrate my natural inclination in network management design by doing this.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Enterprises operate with computer, network devices in this modern area. Networking knowledge and skills
are very important to operate an enterprise network. For enterprise network management routers, switch
devices are very important from network connection establishment to network serving processes. Among
networking router Mikrotik router, OS is very popular for easy configuration, cost friendly, bandwidth
management etc. and Cisco switch is best for network connection distribution to multiple computer devices,

virtual lan, number of ports etc.

It is uncertain what, when, and where these technologies are best appropriate given the plethora of
supporting technologies that have emerged in recent years, all of which offer different levels of network
management dispersion and advantages. What would network management look like in the future? This
study seeks to shed some light on the benefits and drawbacks of these cutting-edge enabling technologies
while also speculating on their potential applications in network management in the future. The study will
demonstrate a common tendency in their design concept—the push for dispersed intelligence—despite their
variety. In essence, management agents are now utilized as powerful computing devices rather than being

viewed as "dumb terminals."

There are not many components to this work. I'll start by providing a brief overview of network
management concepts, purposes, and the particular issues that the future of network management offers. |
will then look at the main technologies that make network management possible. Finally, I'll contrast these

systems in terms of how much network capacity they need and distributed intelligence they provide.

1.2 Background & Problem Motivation

I gained insight about how to construct an Enterprise network and how to administrate the network while
working for the networking company. | uncovered the most advanced network designers' exercise. They
inspire me to pursue a career as a community engineer and to learn about cutting-edge networking using
Mikrotik and Cisco infrastructure. The chance to train and work with them was a tremendous pleasure. As |

was collaborating there, | learned a lot of new additional information about the Mikrotik server and ISP.



1.3 Objectives

The goal of this project-based internship:

e To Getting primary and backup internet connection from ISP to Mikrotik router, IP addressing,
dynamically IP address hosting, wireless internet facility, vlan by switches for enterprise internet
distribution to computer devices, bandwidth management for each enterprise section, firewall ruling for

users, web hosting globally via port forwarding from local network.
e Configuring cisco switches for vlan, making trunk for vlan from switch to switches.
e Constructing a network that was individually constructed by each department.

e Evaluating the network system's bandwidth management, packet losses, and data traffic delay.

1.4 Report Layout

The report is sorted as follows-

Chapter 1- In this report there is a report introduction, inspiration to the internship, Intern objectives.
Chapter 2- | have written about the company.

Chapter 3- My activities and responsibilities are there. Challenges are also in chapter 3.

Chapter 4- We can see the competencies and | have written about the smart plan and reflections on my
internship.

Chapter 5- there is a conclusion and some ideas about my future plans.
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CHAPTER 2

ORGANIZATION

2.1 About Daffodil Online Ltd.

The best Internet service provider (ISP) in Bangladesh is Daffodil Online Limited. It is also one of the oldest
and most prestigious organizations in the ICT sector. One of the top ISP/ASPs in Bangladesh, Daffodil On-
Line (DOL) offers comprehensive integrated services and solutions. WAN infrastructure owned by fiber
optic and communications systems serves both commercial and residential clients. Daffodil Online works
with several domestic and foreign organizations. It improves services as needed and makes use of the most
recent technologies. Modern networking and telecommunications solutions are offered by the company's
Network Solution Center at incredibly low technical costs. Its executive team and technically proficient
engineers are members of the world's top computer associations, including IEEE, ACM, ACS, BCS, and
PMI. They also hold certifications from Cisco, Microsoft, Linux, and Oracle as well as other relevant

certifications. Corporate social responsibility, digital technology, geographic location, and market.

Relationships with clients over the long term are key to their company philosophy. They represent the
extraordinary future. In 2002, they set off on their quest. because they had previously voiced their thanks for
what they had learned, as well as being happier and more passionate about their exercise regimens. The

administrative office respects the client's recommendations and takes time constraints into account.

2.2 Product and Market Situation

Daffodil Online Ltd. takes pleasure in being one of Bangladesh's top Internet service providers (ISPs) for the
whole country. Their primary business ethics are long-term relationships with their clients, making them the
most seasoned and experienced organization in the ICT sector. They are incredibly happy with what we
have done and much more excited about our outlook for a similarly positive future as they observe the

growth over the decade since our founding.

Additionally, Daffodil Online Ltd offers unique IT services and qualified training administrations. Daffodil

Online Ltd offers us certain 1T-based professional training services, which are listed below:

e Corporate Internet Solution
e Security solution.
e Domain registration and web hosting.

e Open-source application solution.

©Daffodil International University



Internet Service Provider

e State of the Art Data Centers.

e Hi speed Wi-Fi Zone.

e Data Connectivity, Data center & Co-Location.
e Bulk SMS Service.

e Proxy & DNS Server solution

e Mail Server Solution.

Professional Training Services

e ISP Setup & Administration using Mikrotik.
e MYSQL and PHP for website Development.
e ISP setup & Administration using Linux.

e Red HAT Certified Engineer.

e Training Course on Ethical hacking (CEH).
e Red HAT Certified Security Specialist.

e E-Commerce & Open-source Joomla VirtueMart.

2.3 Target Group

All customers and all small-to medium-sized enterprises, including startups, are among the company's
clients. Since SOHO customers are the ideal targets for our new high-speed solutions and have the greatest
opportunity for business growth, the company intends to focus on them. These market sectors, in the opinion

of Web Solutions, have unique price and service requirements and attract more devoted, trustworthy clients.

©Daffodil International University



2.4 SWOT Analysis

SWOT analysis is a planning technique for figuring out a person's and an organization's strengths,

weaknesses, opportunities, and threats while planning a company or other endeavor.

Strengths:
-> Good communication skill
= Good poison on market
=> It’s a famous company

=> Produce good service

Weakness:
-> Lack of experience
-> Crisis of employ
=> Low assets

-> Lake of management

Opportunities:
-> When competitors start to accept new developments more cautiously.
- Expanding the company sector with new opportunities in the future.

=> Strengthening local businesses

Threats:

=> Ecological Crisis As broadband memberships increase, homeowners' faith in financial exchanges and
the electronic mail market declines.

-> How far customers may be convinced to accept Internet access is still up for debate.

©Daffodil International University



2.5 Organizational Structure of Daffodil Online Limited

Organizational Structure of Daffodil online limited is shown in fig: 2.5

Chairman

Managing Director

General Manager

Manager

Deputy Manager

Sr. Assistance Manager

Assistance Manager

Senior Officer

Figure 2.5: Organizational Structure of DOL
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CHAPTER 3

INTERNSHIP PROJECT ACTIVITIES

This chapter explains how | started to understand how a network diagram for an enterprise should be

designed. How internet access is provided by ISPs.

3.1 Activities by Month
Planning for my Enterprise setup

e One Mikrotik Router as a core router for enterprise

e Three Cisco switches for VLANs

e Two wifi routers for wireless network setups and range extendings

e Laptop, desktop computers for configurations and connectivity testing

e Knowledge of Network IP range and class wise address.

3.2 Challenges

e Two internet connections from ISP are a challenge where everyone configures one internet

connection first. The connections will load balanced bandwidths to the router.
e One ISP connection will take a bandwidth route for more than other ISP connections.
e Failover will be configured on the router for a backup internet connection.

e Bandwidth management for enterprise software, and web applications like Google Meet, ZOOM,
Microsoft Teams, etc.

e VLAN from Mikrotik router to Cisco switches rather than from Cisco router to Cisco switch where

everyone does this Cisco-to-Cisco configuration most.
e VLAN DHCP pool.

e Wireless device-to-device range extending
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3.3 Mikrotik, Cisco, TP-Link, Linux Server OS

3.3.1 Mikrotik OS

MikroTik RouterOS, a Linux-based operating system, is the company's flagship product. The software that
runs on MikroTik RouterBOARD hardware is called MikroTik RouterOS. Moreover, it may be installed on
a PC, converting it into a router with all the required functions, including routing, firewall protection,

bandwidth control, wireless access points, backhaul connections, hotspot gateways, VPN servers, and more.

The stand-alone operating system RouterOS is based on the Linux v2.6 kernel, and MikroTik intends to

provide all these characteristics with a quick and straightforward installation and an intuitive user interface.

A robust yet simple to use command-line configuration interface with built-in scripting capabilities is a
feature of Mikrotik RouterOS.

% Winbox GUI via MAC and IP
% A CLI featuring Telnet, SSH, Local console, and Serial console; and
% A CLI including Telnet, SSH, Local console, and Serial console; and

«» Web-based interface.

3.3.2 Cisco 10S

The majority of Cisco routers and switches run the multitasking operating system known as CISCO 10S
(Internetwork Operating System). The command-line interface for 10S contains a fixed quantity of multi-
word commands. Routing, switching, internetworking, and other features offered by Cisco equipment are

configured using this operating system.

A network administrator can use the numerous additional services provided by Cisco 10S, in addition to
routing and switching, to enhance the speed and security of network traffic. These services include proxy
functionality, intelligent routing, deep packet inspection, policy enforcement, authentication, encryption, and
firewall capabilities. 10S can provide call processing and unified communications in Cisco's Integrated
Services Routers (ISRs).

I0S operating systems come in two different varieties:

I0S XE is implemented by the Linux kernel. While 10S XE and 10S share a lot of the same code, 10S XR

is regarded as having a completely unique code base.
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I0S XR is a commercial, Unix-like real-time operating system that is based on QNX. The embedded
systems segment and software-defined networking (SDN) are enabled by 10S XR.

3.3.3 TP-Link Wi-Fi Router OS

A TP-Link router is a device that allows communication between the internet and home and workplace
computers that have internet connections. Its "routes™ traffic between the devices and the internet, as its
name suggests. This device is also built on the Router OS platform.

The foundation of our home's internet network is a router. Our laptop, phone, smart TV, and other gadgets
can all connect to our home or business Wi-Fi as a result of it. The strength of TP-Link Wi-Fi signals within
a house mostly depends on the size of the house and any obstructions in the way of the signals. Wi-Fi-
connected devices including smartphones, laptops, tablets, and more are connected to wireless routers using
radio frequencies to broadcast the internet. Speed and range are the main factors that separate 2.4 GHz and 5
GHz Wi-Fi. While 2.4 GHz frequencies offer slower speeds over a longer distance, 5 GHz frequencies offer

greater speeds over a closer distance.

3.3.4 Linux Server OS

A software variant known as a "Linux server" is created to satisfy the more demanding operational and
storage requirements of bigger enterprises and their software. Since Linux servers outperform ordinary
Windows servers in terms of reliability, security, and flexibility, they are currently among the most
extensively utilized and are also among the most well-liked.

The fact that Linux is completely open-source as opposed to closed-source programs like Windows is
another significant advantage. Even many of the proprietary variations of the common Linux OS (such as
Debian, CentOS, Ubuntu, and Red Hat) provide customers a great deal of freedom in terms of setting up,
running, and maintaining their servers, which helps keep setup and maintenance costs low.

Furthermore, Linux servers are typically easier to run on both physical and cloud infrastructure.

Because Linux is well recognized for giving consumers a high level of control, it's also a great tool for
software developers and even IT teams. Linux grants IT professionals complete root access to their servers,
enabling teams to configure anything from the most fundamental settings to intricate authorization schemes

that prevent duplication and lessen the need for hands-on supervision.

For a number of reasons, Linux servers are among the most popular in use globally. Linux is substantially
less expensive than Windows and other proprietary software, and it allows you more flexibility when setting

up your servers initially. One aspect of this is the capability to manage several apps on one server.
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3.4 How I Used Mikrotik, TP-Link, Cisco 10S and Linux Server in My Project

As my project is Enterprise Network Management and security with mikrotik and cisco switch. So here | use
a router to manage the enterprise network, which is mikrotik OS. Two internet connections from both public
IP addresses connect to Mikrotik red RB 2011 ether port. Here | have defined two ISPs in the core routes as
labs. so that social media like Facebook, YouTube, bandwidth pressure and second ISP can load. | have
declared two ISPs as fellows on the router so that the enterprise works with the other one if the internet is
not available for backup. Three VLANSs are defined on a port of the MikroTik router that is enterprise
network distributed. MikroTik Router's Firewall Packets are Filtering like Google meet, Zoom, Microsoft
teams for Bandwidth, so that when they are used they get higher internet speed. Internet speed is declared by
tuning the Google cache server so that using YouTube in the lab will get higher Internet speed. The website
is hosted with Xampp so that the website can be accessed from the public IP address after port forwarding
on the Mikrotik router. Similarly, it is possible to forward CCTV port here.

I use three Cisco switches here to manage my enterprise network. VLANs are configured on the Cisco

switches. The VLANSs of the switch are passed by the trunk.

For managing an entire enterprise network, | prefer MikroTik routers and Cisco switches here. Because the
bandwidth management of MikroTik routers can be done very easily. All types of client connections are

available in the Mikrotik router. Cisco switches have multiple ports that are easy to connect with VLANS.

3.5 Features

3.5.1 Mikrotik Router features

+ Bandwidth management.

+ Client connection services.

+ It supports OSPF, BGP, Multiprotocol Label Switching (VPLS/MPLS), Open Flow, and other
protocols.

It can operate as a switch or a bridge.

Supports PPPoE Client-Server functionality.
VPN-Virtual Private Network-provider.

Firewall rules are provided.

Enable DHCP Server support.

Include a Wi-Fi and captive platform Hotspot System.
It is incredibly simple to manage bandwidth.

Simple graphical user interface.

- F F F F F F F ¥

Simple administration.
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*

IPv4 and IPv6 are both supported.

3.5.2 Cisco Switch features:

*
*
*
*
*

Maximum switching capacity; up to 550 GB/s per slot, 15 TB/s per chassis

Maximum aggregated density of 10 Gigabit Ethernet ports; up to 512 ports per chassis
Increased high availability; in-service software update with no hitch (ISSU)

Trust and virtual device context are optimized for secure virtualized settings.

Ideal for central data center installations and congested campuses.

3.5.3 TP Link Router features:

+
+
+

Control Method: Application; Security Protocol: Wps

Wireless security methods 64/128/152-bit WEP / WPA / WPA2, WPA-PSK / WPA2-PSK

Enhanced Coverage: Exterior antennas with beamforming technology that focus and enhance Wi-Fi
transmissions are used.

The 5GHz band's MU-MIMO technology enables several devices to operate at high speeds
concurrently.

An excellent wireless router for the house is one that supports access point mode (AP Mode), which
turns your wired connection into a wireless network.

WPA3's Advanced Security features give personal networks more cybersecurity protection. WPA3 is
the newest Wi-Fi security standard.

One Mesh from TP-Link is a convenient method to create a Wi-Fi network with a single Wi-Fi name
for seamless whole-home coverage. Wi-Fi Extender One Mesh

Compatible with all ISPs, including AT&T, Verizon, Xfinity, Charter, RCN, Cox, CenturyLink, and

Frontier (a modem is required for most internet service providers)

3.5.4 Linux Server features:

*

Multiple users can use the same system resources, such as RAM and hard drives, simultaneously.
But in order to function, they must utilize several terminals.

Multitasking: By wisely allocating the CPU's time, many tasks can be carried out at once.

Its portability does not imply that it is lower in file size or that it can be carried in memory cards or
pen drives. It indicates that it supports a variety of hardware kinds.

Security: It offers three levels of security, including authentication (by assigning a password and
login ID), authorization (by granting read, write, and execute access), and encryption (converts file

into an unreadable format).
11
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+ Almost all Linux distributions include a live CD or USB so that users may run or test it out without
installing it.

+ Graphical User Interface (X Window System): Linux is a command line-based operating system, but
adding packages allows it to become GUI-based.

+ Because it is used globally, it supports several language keyboards. Supports customizable keyboard.

+ Application support: Users may download and install a variety of programs from its own software
repository.

+ A hierarchical file system is provided, allowing for the organization of files and folders.

+ Open Source: Linux is a community-based development project with code that is freely accessible to

everyone.

3.6 Mikrotik, Tp-Link, Cisco Switch Device Details:

3.6.1 Mikrotik Details

The Mikrotik RB2011 is a cheap router having 10 ethernet ports that have LEDs that indicate how much use
they are getting.A low cost multi-port device series is the RB2011Ui. designed for indoor use, available in a

broad range of enclosures, and providing a variety of options.

The RB2011 is run by RouterOS, a fifteen-year-old routing operating system with all the bells and whistles.
Just a few of the many capabilities offered by RouterOS include dynamic routing, hotspot, firewalls, MPLS,
VPNs, sophisticated quality of service, bandwidth allocation and bonding, and real-time configuration and

monitoring.

From all of our Wireless routers, RouterBOARD 2011UiAS-2HnD has the most functionality and interfaces.
It has an SFP cage (SFP module not included!), 128MB RAM, five Gigabit LAN ports, five Fast Ethernet
LAN ports, and a new Atheros 600MHz 74K MIPS network CPU. Additionally, it has a RouterOS L5
license and a strong twin chain 2.4Ghz (2312-2732MHz depending on region requirements) 802.11bgn

wireless AP.
2011UAS-2HnD-IN RouterBOARD consists of a power supply, LCD panel, and desktop enclosure.

The final port (ETH10) on the RB2011Ui also supports passive POE output, so you can power an additional

device by simply connecting it through an ordinary Ethernet cable.

12
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Figure 3.6.1: Mikrotik RB2011 router
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3.6.2 TP-Link Details

TP-Link TL-WR940N 450Mbps Wireless N Router TP-Link, a company that manufactures of trustworthy
network equipment and accessories, was launched in 1996 and is present in many facets of modern life.
With a track record of security, reliability, and quality, TP-Link has chosen a range of devices to satisfy
every user's networking requirements.The firm is already growing now to meet the expectations of
tomorrow as the connected lifestyle continues to develop.

Figure 3.6.2: TP-Link TL-WR940N 450Mbps Wireless N Router

14
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3.6.3 Cisco Details

Cisco switch SG350X-24PD For Enterprise Networks, data centers, and smaller enterprises, Cisco offers a
wide range of switching solutions. These solutions are tailored for a variety of sectors, including the public
sector, financial services

Figure 3.6.3: Cisco switch SG350X-24PD

15
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CHAPTER 4

INTERNSHIP PROJECT CONFIGURATION

4.1 Internship LAB Diagram

VLAN 30

i

HOE HOE SWITCH

LAB_VYI FI_2

@ @ @ =

IT RWITCH CORE
MIKROTIK
ROUTER ISP 2

LAB COMPUTERS

VLAN 20 Ib !

ENTERPRISE

IT MANAGER
LAB_WIFI_1

VLAN 10

Figure 4.1: Diagram of enterprise devices

4.2 Mikrotik First, Basic Configurations

Connect ethernet port to Mikrotik router and PC

Figure 4.2.1: Mikrotik, Cisco, TP-Link device configuration at DOL
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e Step 1 for Putty

Download open “Putty”, connect to Mikrotik router.

4]

Comact To:| 2220 N 11 + Kaap Pamprd

Logn: s Cpen b Hew Window
Pt ¥ Auto Recomeat
o Correct To AoMON

Maraged Neghton
T/ | R a i
MAC Addrens IF Addom dertty Verwon Board Lptme A
Lol ke R (ORE AOUTER 6477 itabl) (=] [k

Figure 4.2.2: WinBox GUI to connect Mikrotik router

e Step 2 for Identity

Click on System > Identity > set name “CORE_ROUTER” > click OK to save.

System O (dentty O] |
: g“ese"“ \dertty: [CORE_ROUTER | oK

o Cancel
&7 RADIUS Aoply
2. Tools I

Figure 4.2.3: Mikrotik router identity named

e Step 3 for Ethernet Port Name
Click on Interface > double click to connect ether port > rename > click OK to save.

Etherports renamed to “ether] fom ISP 17, “ether2 from ISP 2” and “ether3 to IT SWITCH”.

17
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e Step 4 for VLAN

Click on VLAN > ‘+’ click to add new vlan > set vlan name > select “VLAN ID” > click OK to save.

VLAN configured to “VLAN 10”,”VLAN 20”,”VLAN 30” and “VLAN 40”.

Inteface List

ntedace | intedace Lis  Bhemet EolP Tumel IPTumel GRETumel VLAN VRRP Bondng LTE
L 1) || | Detect Intemet

Name / | Type Actual MTU |L2MTU | Tx Rx

R & WLAN Ethemet 1500 Obps Obps
R @ etherl_from_ISP_1 Ethemet 1500 121.8kbps 36kbps
R @ ether2 from_ISP_2 Ethemet 1500 Obps Obps
R @ etherd to [T SWITCH Ethemet 1500 Obps Obps
R @ VLAN_10 VIAN 1500 Obps Obps
R @9 VLAN_20 VAN 1500 Obps Obps
R @9 VLAN_30 VLAN 1500 Obps Obps
R @ etherd Ethemet 1500 Obps Obps
R @ethed Ethemet 1500 Obps Obps
R @etheb Ethemet 1500 Obps Obps
R @ ethe Ethemet 1500 Obps Obps
R @ etherd Ethemet 1500 Obps Obps
R @ethed Ethemet 1500 Obps Obps
0
13ems

Tx Packet (p/s)  |Rx Packet p/s) |FP Tx FP Rx

Obps
Obps
Obps
Obps
Obps
Obps
Obps
Obps
Obps
Obps
Obps
Obps
Obps

OO OCOOO OO ®O
COOOOOOOO OO MO

O] ]

FP Tx Packet (p/s) |f v

OO O OO

Figure 4.2.4: Renamed interfaces and VLANSs on Mikrotik router

e Step 5 for IP Address

Click on IP > Address > ‘+’ click to add new ip address > set Address name > select Network > select
Interface > click OK to save.

Ip addresses added to “VLAN 107, “VLAN 207, “VLAN 307, “VLAN 407, “etherl from ISP 17,
“ether2 from ISP 2”.

Address <192.168.1.1/24>

=

Address: [192.168.1.1/24
Network: | 192.168.1.0 | a
Interface: | VLAN_10 ¥
- L J w
Remove
enabled
+ = v/x 0¥
| |Address  /[Netwok |Inteface
[ 5 1921681.1/24 19216810  VLAN_10
+ 192.168.2.1/24 19216820  VLAN_20
% 192.168.3.1/24 19216830  VLAN_30
% 192.168.4.1/24 19216840  WLAN

#211211211.3/24 2112112110 ether2_from_ISP_2
D 4 222222211.133/24 2222222110  etherl_from_ISP_1

Figure 4.2.5: IP address configuration on interfaces and VLANS
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e Step 6 for DNS
Click on IP > DNS > set Servers > click OK to save.
DNS Servers set to 8.8.8.8, 8.8.4.4, 222.222.211.2

DNS Settings
Servers: [8.8.8.8
8844
Dynamic Servers: |222.222.211.2

Lo o

> .

e et

Use DoH Server: |
Verify DoH Certificate
Allow Remote Requests
Max UDP Packet Size: 4096

Query Server Timeout: 2,000 :s
Query Total Timeout: |10.000 s

Max. Concurrent Queries: | 100
Max. Concurrent TCP Sessions: | 20
Cache Size: |2048 |kB

Cache Max TTL: | 7d 00:00:00
Cache Used: |25 KiB

Figure 4.2.6: DNS configuration

e Step 7 for NAT

Click on IP > Firewall > NAT > ‘+’ click to add new configuration > set chain to ‘src-nat’ > select action
type to ‘masquerade’ > select Out Interface > click OK to save.

NAT configured for Out Interfaces of “etherl from ISP 17 and “ether2 from ISP 2”.

Firewall =] E3
Fiter Rules NAT | Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

= ¢ % O |T | (©ResetCounters | (O Reset Al Counters al 3
# | |Acon |Chain _|Src. Address |Dst. Address |Proto..|Src.Pot Dst.Pot |in.Inter.. Out. Infeface |in. Inter... Out.Int.. Src. Ad..|Det. Ad.. Btes  Packels | g
0 ) mas.. scnat ether1_from_ISP_1 08 0

1 4l mas... srenat ether2 from_ISP_2 0B 0

Figure 4.2.7: NAT configuration on firewall
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e Step 8 for Load Route
Click on IP > Firewall > Mangle > “+’ click to add new configuration > set action to ‘mark routing’/ ‘mark
packet’ > select chain type to ‘prerouting’ > set src address > select Src. Address List > select Dst. Address
List > set dst address > click OK to save.

Load route, prerouting, failover configured via Mangle.

Firewal E |
FerRues NAT Mange Raw Service Pods Connections Address Lists  Layer7 Protocols
+ (1| || | 10 Reset Counters || €0 Reset Al Counters 3l ¥
# Action Chan Sre, Address Proto... |Src. Pot  |Dst. Port  |In. Inter...|Out. Int... | In. Inter... Out. Int...| Sec. Address List Dst. Address List Bytes Packets | Dst. Address v
0 # mak roting  prerouting LAB_USERS YouTube_IP 08 0
1 # makroting  prerouting LAB_USERS FACEBOOK_IP 08 0
2 @makpacket preouting  192.168.3.0/24 MICROSOFT_TEAMS 08 0
3 @makpacket preouting 192.1683.0/24 GOOGLE_MEET 08 0
4  @makpacket preouting 192168.3.0/24 200m_p 08 0
5  #makpacket postrouting MICROSOFT_TEAMS 08 0 192.168.3.0/24
6 @ makpacket postrouting GOOGLE_MEET 08 0 192.168.3.0/24
7 #makpacket postrouting 200m_ip 08 0 192.168.3.0/24

Figure 4.2.8: Load route, pre routing, failover configured

e Step 9 for Load Route

Click on IP > Firewall > RAW > ‘+’ click to add new configuration > set action > select chain type to
‘prerouting’ > select Src. Address List > select Dst. Address List > set dst address > click OK to save.

Social media load route configured for lab users.

Firewal 0] %]
FerRues NAT Mangle Raw | Service Pots Connections Addresslists  Layer7 Protocols
+ €71| | V| |10 Reset Counters || €0 Reset Al Counters a ¥
# Action  |Chan Src. Address |Dst. Address |Proto...|Src. Port | Dst.Pot  |In. bnter..|Out. Int...|in. Inter...|Out. Int... | Src. Address List | Dst. Address it |Bytes | Packets v

w YouTube _IP

0 add.. preuting LAB_USERS  ILAB_USERS 08 0

1 TIKTOK_IP

1 tadd.. prerouting LAB_USERS  ILAB_USERS 08 0

. INSTAGRAM_IP

2 add.. prerouting LAB_USERS  ILAB_USERS 08 0

= FACEBOOK_IP

3 tadd.. prerouting LAB_USERS  ILAB_USERS 08 0

Figure 4.2.9: Load route configuration
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e Step 10 for Address Lists

Click on IP > Firewall > Address Lists > ‘“+’ click to add new configuration > set name > set Address > click

OK to save.

Video calling softwares ip addresses added to Address Lists

‘
(ot

Fiter Rules NAT Mangle Raw Service Ports
Al | 7]

+

| Name

© GOOGLE_MEET

::: GOOGLE_CONSUMER_IP

GOOGLE_MEET
LAB_USERS

zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_ip
zoom_in

101 tems

MICROSOFT_TEAMS
MICROSOFT_TEAMS
MICROSOFT_TEAMS

| Address
74.125.250.0/24

142.250.82.0/24
192.168.2.0/24
13.107.64.0/18
52.112.0.0/14
52.120.0.0/14
3.7.35.0/25
3.21.137.128/25
3.22.11.0/24
3.23.93.0/24
3.25.41.128/25
3.25.42.0/25
3.25.43.0/24
3.80.20.128/25
3.96.19.0/24
3.101.32.128/25
3.101.52.0/25
3.104.34.128/25
3.120.121.0/25
3.127.194.128/25
3.208.72.0/25
3.211.241.0/25
3.235.69.0/25
3.235.82.0/23
3.235.71.128/25
3.235.72.128/25
3.235.73.0/25
3.235.96.0/23
434125128725
4.35.64.128/25
8.5.128.0/23
13.52.6.128/25
13.52.146.0/25
13.114.106.166
18.157.88.0/24
18.205.93.128/25
50 239 202 0/23

Connections

:Trneou

Address Lists

Layer7 Protocols

Crea:on Time |
Jul/14/2022 13:5...

Jul/14/2022 13:5...
Jul/14/2022 11:5...
Jul/14/2022 13:3...
Jul/14/2022 13:3...
Jul/14/2022 13:3...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...
Jul/14/2022 14:0...

Jul/14/2022 140

e Step 11 for Failover

Figure 4.2.10: Address list of video meeting softwares and lab users

Click on IP > Route List > double click to Gateway interface of ISP 2 address > set Distance to 2 > click OK

to save.

Failover configured.

©Daffodil International University
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Route List

7 |Gateway zDistmce i Rodng Mark

[S 211.211.211.2 reachable ether2_from_ISP_2 2
|AS p 0.0.0.0/0 211.211.211.2 reachable ether2_from_ISP_2 1 1SP_2_ROUTE
|[DAS b 0.0.0.0/0 222.222.211.2 reachable ether1_from_ISP_1 1
DAC P 192.168.1.0/24 VLAN_10reachable 0
|[DAC b 192.168.2.0/24 VLAN_20reachable 0
|[DAC D 192.168.3.0/24 VLAN_30 reachable 0
|[DAC D 192.168.4.0/24 WLAN reachable 0
[DAC P 211.211.211.0... ether2_from_ISP_2 reachable 0
|DAC P 222.222.211.0... etherl_from_ISP_1 reachable 0

Figure 4.2.11: All route list of Mikrotik router

©Daffodil International University

192.168.1.1
192.168.2.1
192.168.3.1
192.168.4.1
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e Step 12 for Script

Click on System > Script > ‘+’ click to add new configuration > set name > set script > click OK to save >

run script.

Script created for “Scheduled email backup” and “Video calling software ZOOM’s” ip addresses added to

Address List.

Script <ZOOM DESTINATION ADDRESS LIST>
Name: | ZOOM DESTINATION ADDRESS LIST

Owner: |admin
Dont Require Permissions
Policy: [v| ftp v/ reboot
v read (v write
v| policy v/ test
v/| password [v/| sniff
[v] senstive  [v| romon
dude

Last Time Started:
Run Count: |0

/ip firewall address-ist

add address=3.7.35.0/25 list=zoom_ip

add address=3.21.137.128/25 list=zoom_ip
add address=3.22.11.0/24 list=zoom_ip
ladd address=3.23.93.0/24 list=zoom_ip
ladd address=3.25.41.128/25 list=z00om_ip
ladd address=3.25.42.0/25 list=zoom_ip
ladd address=3.25.49.0/24 list=zoom_ip
ladd address=3.80.20.128/25 list=zoom_ip
ladd address=3.96.19.0/24 list=zoom_ip

Scripts | Jobs Environment
& | = 3| |7/ | RunScrpt

| ZOOM DESTINATION ADDRESS LIST  admin

a

[x]

Run Count | v

Figure 4.2.12: Mikrotik scripts configuration

Name: | EMAIL BACKUP

Owner: |admin
Dont Require Pemissions
Policy: v ftp v/ reboot
v read (v wite
v/ policy [v/test

[v| password [/ sniff
|v| sensttive v/ romon

dude

Last Time Started:
Run Count: |0

Jog info "Mikrotik Backup JOB Started . . .By Md.Monarul Islam "

:global backupfile configbackup

Jog info “Deleting old Backup File If available otherwise ignore & process further . . . "

/system backup save name=Sbackupfile

Jog info "Backup process pausing for 10s so it complete creating backup file"
delay 10s
Jog info "Start Sending Backup File via Email using GMAIL SMTP .. "

Aol e-mail send to=ashaalam @gmail.com subject=([/system clock get date] . \ " MikroTik
Backup") body="MikroTik Router configuration file email backup" starttls=yes file=Sbackupfile

Script List

Scipts | Jobs Environment

& [=] vtﬂ ? Run Script ‘

[ [Name 7 [Owner
EMAIL BACKUP admin
ZOOM DESTINATION ADDRESS LIST ~ admin

|Run Count | |v

0
0

Figure 4.2.13: Script configuration, configured script list
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e Step 13 for Queue Bandwidth

Click on Queue > “+’ click to add new configuration > set name > set Target address > set Target Upload,

Target Download limit > click OK to save.

Queue bandwidth created for Video calling softwares, GGC server, Internet and users.

Simple Queue <GOOGLE_MEET_DOWNLOAD_LAB>

General | Advanced Statistics Traffic  Total Total Statistics

[=] E3

OK
Name: [GOOGLE_MEET_DOWNLOAD_LAB Cancel
Target: [192.168.2.0/24 s Aoply
= L=
[ ook |
Target Upload Target Download [:W
Max Limit: |SOM ¥ [50M ¥ |bits/s.
i [ cwr |
Burst Limt: [unimied 3] [unimted #bts/s Seoe
Burst Threshold: |unlimited ¥/ |unimited ¥ |bits/s Reset Counters
Burst Time: |0 0 s Reset All Counters
- o T
enabled
(=[E]
Simple Queues | Inteface Queues Queue Tree Queue Types
+| = [v| %] @ |7 |© Reset Counters ||(@ Reset Al Counters |
# Name Target Upload Max Limt | Download Max Limit | Packet Marks Total Max| v
= MICROSOFT_TEAMS_UP_HOE 192.168.3.0/24  50M 50M MICROSOFT_TEAMS_UP_PACKET
ICROSOFT_TEAMS_DOWNLOAD_HOE 192.168.3.0/24 50M 50M MICROSOFT_TEAMS_DOWNLOAD_PACKET
ZOOM_DOWN_HOE 192.168.3.0/24 50M 50M ZOOM_DOWN_PACKET
0OM_UP_HOE 192.168.3.0/24 50M 50M ZOOM_UP_PACKET
;00GLE_MEET_DOWNLOAD_WLAN 192.1684.0/24 50M 50M GOOGLE_MEET_DOWN_PACKET
GOOGLE_MEET_UP_WLAN 192.1684.0/24 50M 50M GOOGLE_MEET_UP_PACKET
= GOOGLE_MEET_DOWNLOAD_LAB 192.16820/24 50M 50M ‘GOOGLE_MEET_DOWN_PACKET
= GOOGLE_MEET_UP_LAB 192.168.2.0/24 50M 50M GOOGLE_MEET_UP_PACKET
GOOGLE_MEET_DOWN_HOE 192.168.30/24 50M 50M GOOGLE_MEET_DOWN_PACKET
00GLE_MEET_UP_HOE 192.1683.0/24  50M 50M GOOGLE_MEET_UP_PACKET
:00GLE_MEET_DOWN_OFFICE 192.168.1.0/24  50M 50M GOOGLE_MEET_DOWN_PACKET
GOOGLE_MEET_UP_OFFICE 192.168.1.0/24  50M 50M GOOGLE_MEET_UP_PACKET
GGC_WLAN 192.1684.0/24 20M 20M
GGC_LAB 192.1682.0/24 10M 10M
iGC_HOE 192.168.3.0/24  50M 50M
GGC_OFFICE 192.168.1.0/24  50M 50M
INTERNET_WLAN 192.1684.0/24 5M 5M
INTERNET_LAB 192.168.2.0/24 10M 10M
INTERNET_HOE 192.168.3.0/24 30M 330M
= INTERNET_OFFICE 192.168.1.0/24  50M 50M
KiE g _ »
20 items (1 selected) 0 B queued 0 packets queued
Figure 4.2.14: Queue configuration for LAB, queue list
Simple Queue <GGC_OFFICE> = B3

Name: [GGC_OFFICE
Target: [192.168.1.0/24
Dst.: [103.234.15.48/28

Max Limt: | 50M
4 Burst
Burst Limt: |unlimited
Burst Threshold: |unlimited
Burst Time: |0
v Time

enabled

General | Advanced Statistics Traffic Total Total Statistics

K2R
EIPS
Target Upload Target Download
¥ [50M ¥ bits/s
¥ |unlimited ¥ |bits/s
¥ |unlimited ¥ |bits/s
0 s

i

i
g
3

0 = MICROSOFT_TEAMS_UP_HOE

i) = MICROSOFT_TEAMS_DOWNLOAD_HOE
2 = ZOOM_DOWN_HOE

3 = ZOOM_UP_HOE

4 = GOOGLE_MEET_DOWNLOAD_WLAN

5 = GOOGLE_MEET_UP_WLAN

6 = GOOGLE_MEET_DOWNLOAD_LAB

7 = GOOGLE_MEET_UP_LAB

8 = GOOGLE_MEET,
9 = GOOGLE,

"DOWN_HOE
MEET_UP_HOE

10 = GOOGLE_MEET_DOWN_OFFICE
n = GOOGLE_MEET_UP_OFFICE
12 = GGC_WLAN
13 = GGC_LAB
14 = GGC_HOE
15 = GGC_OFFICE
16 = INTERNET_WLAN
17 = INTERNET_LAB
18 = INTERNET_HOE
19 = INTERNET_OFFICE
¢!
20 items (1 selected) 0 B queued

Smple Queves | Inteface Queves  Queue Tree  Gueue Types
+ = v 4 Y (0 Reset Counters || (O Reset Al Counters

Target

192.168.3.0/24
192.168.3.0/24
192.168.3.0/24
192.168.3.0/24
192.168.4.0/24
192.168.4.0/24
192.168.2.0/24
192.168.2.0/24
192.168.3.0/24
192.168.3.0/24
192.168.1.0/24
192.168.1.0/24
192.168.4.0/24
192.168.2.0/24
192.168.3.0/24
192.168.1.0/24
192.168.4.0/24
192.168.2.0/24
192.168.3.0/24
192.168.1.0/24

Upload Max Limt | Download Max Limit | Packet Marks
50M 50M MICROSOFT_TEAMS_UP_PACKET
50M 50M MICROSOFT_TEAMS_DOWNLOAD_PACKET
50M 50M ZOOM_DOWN_PACKET
50M 50M ZOOM_UP_PACKET
50M 50M GOOGLE_MEET_DOWN_PACKET
50M 50M GOOGLE_MEET_UP_PACKET
S0M 50M GOOGLE_MEET_DOWN_PACKET
50M 50M GOOGLE_MEET_UP_PACKET
50M 50M GOOGLE_MEET_DOWN_PACKET
50M 50M GOOGLE_MEET_UP_PACKET
S0M 50M GOOGLE_MEET_DOWN_PACKET
50M 50M GOOGLE_MEET_UP_PACKET
20M 2M
10M 10M
50M 50M
50M 50M
5M 5M
10M 10M
30M 30M
50M 50M
[+
0 packets queued |

ik
i
g | i

Total Max| v|

Figure 4.2.15: Queue configuration for Google cache server
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e Step 14 for IP Pool

Click on IP > Pool > ‘+’ click to add new configuration > set name > set Addresses of ip range > set Next
Pool as none > click OK to save.

IP Pool address of “VLAN 107, “VLAN 20", “VLAN _30” and “VLAN_40” created.

IP Pool <VLAN_10_POOL> =] E3
Name: | VLAN_10_POOL

Addresses: | 192.168.1.2-192.168.1.254

Next Pool: \none 2

> ¢

Copy
Remove
[=]E3
Pools | Used Addresses
+|[=] [a][v
Name ’ | Addresses Next Pool v
¥ VLAN_10_POOL  192.168.1.2-192.168.1.254 none
¥ VLAN_20_POOL  192.168.2.2-192.168.2.254 none
¥ VLAN_30_POOL  192.168.3.2-192.168.3.254 none

Figure 4.2.16: VLAN ip pool address configuration, ip pool list

e Step 15 for DHCP Server

Click on IP > DHCP Server > “+’ click to add new configuration > set name > select Interface of VLAN >
set Lease Time > select Address Pool > click OK to save.

DHCP Server of “VLAN 10, “VLAN 207, “VLAN 30” and “VLAN 40 created.

DHCP Server <VLAN_10_DHCP> =] E3
G | S
Name: |VLAN_10_DHCP Cancel
Interface: VLAN_10 2
Disable
Lease Time: 60d 00:10:00 -
Bootp Lease Time: |forever ¥
Addss oot VLAN_10_PO0L :
DHCP Option Set: v
Src. Address:
Delay Threshold:
Authoritative: yes ¥
Bootp Support: |static ¥
Client MAC Limit: v
Use RADIUS: no ¥
Aways Broadcast

Add ARP For Leases
v/ Use Framed As Classless
v| Conflict Detection

enabled

DHCP | Networks Leases Options Option Sets Vendor Classes  Alerts

+ Y| | DHCP Config || DHCP Setup
Name Interface Relay Lease Time Address Pool Add ARP For Leases
VLAN_10_DHCP  VLAN_10 60d 00:10:00 VLAN_10_POOL no
VLAN_20_DHCP  VLAN_20 60d 00:10:00 VLAN_20_POOL no
VLAN_30_DHCP  VLAN_30 60d 00:10:00 VLAN_30_POOL no

25
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Figure 4.2.17: DHCP server configuration, DHCP server list

e Step 16 for Port Forward

Click on IP > Firewall > NAT > ‘+’ click to add new configuration > set chain to ‘dst-nat” > set Dst.
Address > select Protocol as (6 tcp) > select Dst. Port as ‘80° > set To Addresses > click OK to save.

Port forward configured for 80 port http web hosting.

0]
]

NAT Rule <222 222 211.133:80>

Geners | Advanced | Bara | Acton | Satitcs
Chae: s
s s -
Dst. Address: 222.222.211.133 -
Disable
Pt O o5 -
Src. Port: 7
e = .
Any. Port: | -
A v | [_Resct Courter
Ot kntexface: > Reset All Counters
In. Interface List: v
Out. Interface List: S
Packet Mark: >4
Connection Mark: > o
Routing Mark: -
Routing Table: >4
Connection Type: >
enabled

Figure 4.2.18: Port forwarding configuration

NAT Rule <222.222 211.133:80> O %]
General Advanced Exra Action | Statistics
Action: |dst-nat k2
Log [ oy |
oo -
To Addresses: [192.168.1.254 a
To Ports: 80 P
Remove
Reset Al Counters
enabled

26
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Figure 4.2.19: Port forwarding configuration

=]
Fiter Rues NAT | Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
& = v % | |3 T | (© Reset Counters (O Reset All Counters | all
| # |Action [Chain Src. Address |Dst. Address Proto...|Src. Pot  |Dst. Port |in. Inter...| Out. Interface |In. Inter...|Out. Int... |Src. Ad...|Dst. Ad... | Bytes Packets
0 4/ mas... srenat ether1_from_ISP_1 0B 0
1 %I mas... srcnat ether2_from_ISP_2 0B 0
2 ) dst.. dstnat 222222211133 6cp) 80 08 0
3items (1 selected)
Figure 4.2.20: Configured port forward and NAT
e Step 17 for Backup
Click on Files > Backup > set File Name > select encryption mode as aes > click OK to save.
Mikrotik routers manual backup created as per router’s name CORE ROUTER
Fle <CORE_ROUTER-20220723-1333 backup>
File Name: [CORE_ROUTER-20220723-1333 backup ,
Type: backup
Remove
Restore
Creation Time: |Jul/23/2022 13:33:32
=| V| |B|/@)] | Backup || Restore | | Upload..
Fle Name /[Tpe  [Sze [CrstonTme |
~ CORE_ROUTER-20220723-1333backup  backup 531KB  Jul/23/2022 13:33:32
[ skins directory Jl/13/2022 08:57:12
Figure 4.2.21: Router backup configuration, backup list
27
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4.3 Mikrotik Router’s Fundamental Security Configurations

Three main components make up router security: the router's physical security, operating system security,
and configuration-affectable security. Access to the router must be restricted for physical security. If an
attacker has access to the router's management port or console, it is extremely difficult or impossible to stop
exploits that can be readily stopped from a distance. The built-in security of the MikroTik OS is also crucial
to router security. The MikroTik OS is very reliable and stable. You may configure the router to reduce

vulnerabilities using the security measures offered by MikroTik OS.

Every communication network is open to different security risks. Many of these threats have evolved into
robbery or assault with the intent to cause damage. One of them is gaining illegal access to the network.
significant online risks. It's crucial to take precautions to prevent unwanted users from accessing the
network. In addition to preventing unwanted access, it's important to identify intruders and stop them from
accessing the network. A valuable resource, information needs to be safeguarded. Many individuals,
businesses, and governments run the danger of losing such resources in the absence of adequate protection
or network security. Network security is the procedure used to safeguard information assets. It tries to
uphold availability, preserve integrity, and protect privacy. However, it matters if a network is subject to
attacks from several security risks and security vulnerabilities. Take the appropriate steps to address

problems and guarantee the data and infrastructure's security.

e Step 1 for Administrative Users Credentials

The default username for a MikroTik router is "admin.” If the default username is used, it can be simply
assumed. Therefore, it is advised to change the admin-privileged user's username and create a secure

password.

Step 1: Log in “WinBox’

Step 2: Click on ‘Systems’ > ‘Users’

Step 3: Click on ‘admin’ and change the default username (we use ‘asha’ as username)

Step 4: Click on ‘Password’ and assign a password

28
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User List

Users ‘ Groups  SSH Keys  SSH Private Keys  Active Users
[#][=] [~][]
|Name £ |Group |N|owed Address |Last Logged In | |v
. system default user
¥ & admin full Oct/09/2022 18:37:59
& asha full
2items

Figure 4.3.1: Mikrotik routers administrative user configuration

e Step 2 for Change Winbox Default Port Number

When logging into the admin panel of a MikroTik router, we often utilize the WinBox program. WinBox

uses port 8291 by default. To access the admin panel if the default port has been changed to a custom port,

the precise port number is needed. When checking in using an IP address, username, and password, it will be

safe.
Step 1: Log in WinBox

Step 2: Click on ‘IP’ > “Services’

Step 3: Click on Name: ‘Winbox’ Port: ‘8291’ and change the port number (we use ‘8310’ as our WinBox

port number)

IP Service List

%]
|Name e |F‘ort |.P«vai|able From |Cert'rﬁcate |TLS Ver... ||v
@ api 8728
@ api-sgs| 8725 none any
@ fip 21
@ ssh 22
@ telnet 23
@ winbox a310
@ www a0
X | @ www-ssl 443 none any

8 items (1 selected)
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Figure 4.3.2: WinBox accessible port assigned

e Step 3 for MAC-Access Restriction

A built-in feature of the MikroTik Router OS allows for simple management access to network devices by

MAC address. However, for security reasons, it is best to disable the specific services on production

networks. Therefore, to limit access using a MAC address, we need to block the functionality of revealing

MAC addresses.
Configure
Step 1: Log in WinBox

Step 2: Click on ‘Tools’ > ‘MAC Server’

Step 3: Select “WinBox Interfaces’ and finally disable ‘all’

Interface Src. Address

MAC WinBox Server

Allowed Interface List: |none

|| MAC Telnet Server || MAC WinBox Server

|ptime:

*

MAC Ping Server

=] E3
QK
Cancel

Apply

O tems

[=|E3

Figure 4.3.3: WinBox accessible MAC address configured
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4.4 TP-Link Wifi Router Configurations

e Step 1 for Login
Open web browser, type wifi router accessing ip address from router manual.

Login as Admin.

e

& 'emulator.tp-link.com by ‘.j;'— dh InPrivate

- =
450M Wireless N Router 1
= "1

10 tp-link Model No. TL-WRS40N

I & Usemame ‘

l 2 Password ‘

Figure 4.4.1: TP-Link router browser access, login webpage

e Step 2 for Quick Setup

Click Next.

450M Wireless N Router

10 tp-link Model No. TL-WRS40N

Status
Quick Setup
WPS Quick Setup
Warking Mode
Network
Wireless
Guest Network
DHCP

Run the Quick Setup to manually configure your internet connection and wireless settings.
To continue, please click the Next button.

To exit, please click the Exit button
Forwarding

Security

Parental Control

Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
IPVE Support

System Tools

Logout

Figure 4.4.2: TP-Link router configuration steps on browser
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e Step 3 for Working Mode

9 tp-link

Select Working Mode as “Standard Wireless Router” > click Next

450M Wireless N Router
Model No. TL-WR940N

Status

Quick Setup

WPS

Warking Mode

Network

Wireless

Guest Network

DHCP

Forwarding

Security

Parental Control

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

IPV6 Support

System Tools

Logout

Working Mode

@®  Standard Wireless Router
() Access Point

(O Range Extender

[ Back | [ Next |

Figure 4.4.3: Selected as standard wireless router

e Step 4 for Quick Setup — WAN Connection Type

Select “Dynamic IP” > click Next

450M Wireless N Router

10 tp-link

Model No. TL-WR940N

Status
Quick Setup
WPS Quick Setup - WAN Caonnection Type
Warking Mode
Network
Wireless The Quick Setup is preparing to set up your internet connection, please choose one type below according to your ISP.
Guest Network The detailed description will be displayed afier you choose the corresponding type.

(O Aute-Detect
DHCP
Forwarding @® Dynamic IP (Most Common Cases)
Security For Cable/DSL/Broadband connection which makes your computer immediately online without any setting or signing-in
Parental Control O staticlp
Access Control () PPPoE/Russian PPPoE
Advanced Routing () L2TP/Russian L2TP
Bandwidth Control () PPTP/Russian PPTP
IP & MAC Binding Mote: For users in some areas (such as Russia, Ukraine efc.), please contact your ISP to choose connection type manually.
Dynamic DNS
IPv6 Support

[ Back | [ Ned |

System Tools
Logout
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e Step 5 for Quick Setup — MAC Clone

Select Quick Setup — MAC Clone as “YES, I need to clone MAC address.” > click Next

450M Wireless N Router

10 tp-link Model No. TLAR940N

Status
Quick Setup
_wes | Quick Setup - MAC Clone
Working Mode
Network

Wireless

Guest Netwark MAC({Media Access Control) address is a unique idenfifier that identifies your computer or device in the network. Some of the ISPs may register the MAC address of your computer which firstly
_ 1 connects to their services, and would not allow the Internet connection for any new computer or router. TP-Link router can help you to “clone” or replicate the registered MAC address of your

DHCP first computer.

Forwarding
Security In most of the cases, there is no need to clone the MAC address. But if you can't get the Internef connection after Quick Sefup, please run it again and clone the MAC address for a fry.
Parental Control
Access Control (O No, | do NOT need to clone MAC address
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS

1Pv5 Support

System Tools

@ YES, | need to clone MAC address.

Note: please make sure your current computer is the one initially connected to your modem or ISP's device.

Logout

Figure 4.4.5: TP-Link router configuration steps

e Step 6 for Quick Setup - Wireless

Select Quick Setup — Wireless, Wireless Radio as Enable > set Wireless Network Name > Select Wireless
Security as “WPA-PSK/WPA2-PSK” > set Wireless Password > click Next

450M Wireless N Router

19 tp-link Model No. TL-WRS40N

Status
Quick Setup
i _ Wi
WPS Quick Setup - Wireless
Working Mode
Network The Internet settings have been completed, now please configure the wireless settings.
Wireless Wireless Radio
Guest Network Wireless Network Name:  [LAB_WIFL_1 (Also called the SSID)
DHCP
Forwarding
Wireless Security.

Security

Q Disable Security
Parental Control

@ WPA-PSKIWPAZ-PSK
Access Control

Wireless Password: ‘ 12345670

Advanced Routing
Bandwidth Control

IP & MAC Binding Q No Change
Dynamic DNS {use the current security setfings.)

(You can enter ASCII characters between & and 63 or Hexadecimal characters between & and 64.)

IPV6 Support
System Tools O More Advanced Wireless Seftings

Logout

Figure 4.4.6: WPA-2-PSK configuration
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4.5 TP-Link Router as Range Extender Configurations

e Step 1 for Login

Open web browser, type wifi router accessing ip address from router manual.

Login as Admin.

10 tp-link

4

emulator.tp-link.com

450M Wireless N Router
Model No. TL-WRS40N

Figure 4.5.1: TP-Link configuration browser webpage

e Step 2 for Quick Setup

Click Next.

1‘, tp-link

Status

Quick Setup

WPS

Working Mode
Network

Wireless

Guest Network
DHCP

Forwarding
Security

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
1Pv6 Support

System Tools

Logout

Figure 4.3.2.2:

©Daffodil International University

X +

emulator.tp-link.com

450M Wireless N Router
Model No. TL-WRS40N

Quick Setup

Run the Quick Setup to manually configure your internet connection and wireless settings.
To continue, please click the Next button.

To exit, please click the EXit butten.

Exit ) Next

TP-Link router configuration steps on browser
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e Step 3 for Working Mode

Select Working Mode as “Range Extender” > click Next

450M Wireless N Router

10 tp-link Model No. TL-WR940N

Status

Quick Setup
wes Working Mode

Warking Mode

Network

Wireless @® Standard Wireless Router

Guest Network
DHCP

() Access Point

(O Range Extender
Forwarding

Security

Parental Control | Back | [ Next

Access Control

Advanced Routing
Bandwidth Control
IP & MAC Binding

Dynamic DNS
IPV6 Support

System Tools

Logout

Figure 4.4.3: Selected as Range Extender

e Step 4 for Wireless Setting

Set Wireless Name of Root AP > Set MAC Address of Root AP > Select WDS Mode as Auto > Select
Wireless Security Mode as WPA/WPA-2 PSK > Set Wireless Password > click Next

+

emulator.tp-link.com

o > 450M Wireless N Router
-y tp-link Model No. TL-WR340N

Status

Quick Setup

WeS Wireless Setting

Working Mode

Network

Wireless Wireless Name of Root AP [ LAB_WIFI_1 (alse called SSID)

Guest Network

MAC Address of Root AP: 06-0A-EB-13-AA-AF
DHCP ———
( Survey |

Forwarding R —
R ot You can click the Survey button to scan the network SSIDs,

Security and then choose the farget one to setup the connection

Parental Control DS Mode:

Access Control Wireless Security Mode: [ Most Secure(WPAWPA2-PSK) v |

Advanced Routing Al security settings, for example the wireless password should maich the Root AP

Bandwidth Control Wireless Password: | 12345670 |

IP & MAC Binding You can enter ASCII or Hexadecimal characters. For Hexadecimal, the length should
_——— be between & and 64 characters; for ASCII, the length should be between & and 63

Dynamic DNS characters. For good security it should be of ample length and should not be a
R — commonly known pharse.

IPv6 Support

System Tools

Logout Back Next

Figure 4.4.4: Wireless repeater name, wireless password configuration
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e Step 5 for Network Settings

Select Network Setting Type as Smart IP(DHCP) > select DHCP Server as Disable > click Next

+

emulator.tp-link.com

450M Wireless N Router
Model No. TLWRS40N

Status

Quick Setup

Wes Network Setting

Working Mode

Network Type | Smart IP(DHCP) v

Wireless Note: The IP parameters cannot be configured if you have chosen Smart IP (DHCP)
W ;I: ;:\S iggztji.nn the device will help you configure the IF parameters automatically

DHCP

Forwarding IP Address:

Security Subnet Mask 255.255.255.0 v

Parental Control We recommend you configure this AP with the same IP subnet and subnet

mask, but different IP address from your root AP/Router.
Access Control

Advanced Routing

Bandwidth Control DHCP Server. Disable | Enable
IP & MAC Binding
Dynamic DNS [ Back | [ Next |

IPV6 Support

System Tools

Logout

I
Figure 4.4.5: Selected as DHCP pool

e Step 6 for Quick Setup - Finish
Click Finish.

+

‘'emulator.tp-link.com

450M Wireless N Router
Model No. TL-WR940N

Status

Quick Setup
WPS

Working Mode
Network

Quick Setup - Finish

Congratulations!

Wireless
The basic internet and wireless settings are finished, please click Finish butten and test your internet connection.

Guest Network
DHCP

Ifit is failed, plaase reboot your modem and wait 2 minutes or run ine Quick Setup again.

Forwarding
Security [ Back | [ Finish |

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
1PV6 Support
System Tools

Logout

Figure 4.4.6: TP-Link range extender configured
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4.6 Cisco Switch Configurations
e Step 1 for Connection

Connect COM Serial Port to Cisco Switch with PC

Click > Start > search “Device Manager” > Expand Ports > Identify COM PORT serial number

Download, Open “Putty” > Connect by COM serial port.

File Action View
X 7!

A+ Computer Management (Loca

Help

. System Tools
Task Scheduler
{d] Event Viewer
5t Shared Folders
B Local Users and Groups
N) Performance
2 Device Manager
4 12 Storage
i@ Disk Management

~, Services and Applications

Computer Management

R4

4 2% NIRAJ
& Audio inputs and outputs
@ Batteries
0 Bluetooth
& Computer
4 Disk drives
& Display adapters
4 DVD/CD-ROM drives
V5% Human Interface Devices
4 |DE ATA/ATAPI controllers
"_" Imaging devices
— Keyboards
M Mice and other pointing devices
I Monitors
&* Network adapters
a Y Ports (COM & LPT
MAL CH340 (COM6
m Print queues
D Processors

& Sound, video and game controllers

¢ Storage controllers
B System devices
¥ Universal Senal Bus controllers

Figure 4.6.1: Windows device manager, COM port

e Step 2 for Hostname

Configuration console command > enable > configure terminal > hostname IT_SWITCH

Figure 4.6.2: Putty console enable, configuration hostname
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e Step 3 for VLAN
Configuration console command > configure terminal > vlan id > name vlan name > exit

VLAN id and name configured to “VLAN 10", “VLAN 20", “VLAN 30” and “VLAN 40~

Figure 4.6.3: VLAN configuration

e Step 4 for VLAN Range

Configuration console command > configure terminal > interface range ethernet port serial > switchport

mode access > switchport access vlan id > no shut

VLAN applied to interface range

Figure 4.6.4: VLAN assigning to interface range

38
©Daffodil International University



e Step 5 for VLAN Trunk

Configuration console command > interface ethernet port serial > switchport trunk encapsulation dotlq >

switchport mode trunk > no shut > exit

H M

H M

Figure 4.6.5: VLAN trunk configuration
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4.7 Ubuntu Linux Server Installation

e Step 1 for Download

Download, install VMWare 15.5 Pro and Ubuntu Server 20.04 LTS

Press Ctrl + N to create new virtual machine

B EVE-COM-5 - VMware Workstation
File Edit View VM Tabs Help P ~ [c] o | 0E 5
Library X | B eve-cons
£ Type here to search -
£ 3 My Computer rl:‘ EVE-COM-5
] EVE-COM-5 W
O Shared WM P> Bower on this virtual machine

[ Edit virtual machine settings
G Upgrade this virtual machine

~ Devices
= 468
#}Processors 4
[ Hard Disk (SCSI) 60GB
e Network Adapter NAT
[ USE Controller Present
[IDisplay Auto detect

~ Description

Type here to enter a description of this virtuzl
nnnnnnnn

¥ Virtual Machine Details
State: Powered off
Configuration file: DA\Virtual Machines\EVE-COM-5vmx
Hardware compatibility: Workstation 11 virtual machine
Primary IP address: Network information is not available

Figure 4.7.1: VMWare Interface

e Step 2 for New Virtual Machine

Select Typical > click Next >

Welcome to the New Virtual

VMWARE Machine Wizard
WORKSTATION

~ 155
. What type of configuration do you want?

O Typical (recommended)

Create a Workstation 15.x virtual machine
in a few easy steps.

() Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older YMware products.

Help < Back Mext = Cancel
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Figure 4.7.2: New Virtual Machine Wizard
e Step 3 for ISO

Select Installer disc image file (iso): > select Ubuntu 20.04 1SO

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:
Installer disc:

Mo drives available

0 Installer disc image file {iso):

| D:'\Software Setup Files\05 \ubuntu-20.04, 3-desktop- -~ | Browse...

[i] Ubuntu 64-bit 20.04.3 detected.
This operating system wil use Easy Install. (What's this?)

()1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back Mext = Cancel

Figure 4.7.3: Operating System installation

v 4 | [ Software Setup Files > 05

Organize + New folder
[ E
! Documents
s Downloads

B8 Windows 7 5P1 Professional 6in1 OEM ES...

' Music
B Windows 10 Pro en-US v 64 BiT Acti... 11-Aug-21 2:27

Pictures . . .
. EVE-COIM- 05-Jun-22

Videos

B mikrotik-6.48.6.is0

Local Dis B ubuniu-20.04.3-deskiop-amd6d.iso

DL . ubuntu-22.04.1-live-server-amdfd.iso
fahim16-36

File name: | ubuntu-22.04.1-live-server-amd6d.iso

Figure 4.7.4: File Explorer OS installation
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File folder
File folder
File folder
Disc Image F
Disc Image F
Disc Image F

Disc Image F

Cancel
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e Step 4 for Disk Capacity

Set Maximum disk size (GB): > select Split virtual disk into multiple files

specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GE): 27 =

Recommended size for Ubuntu 64-bit: 20 GB

() Store virtual disk as 3 single file
© split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer

but may reduce performance with very large disks,

Help < Back Mext = Cancel

Figure 4.7.5: Disc capacity selected

e Step 5 for Virtual Machine Finish

Set Maximum disk size (GB): > select Split virtual disk into multiple files

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Ubuntu
&4-bit,

The virtual machine will be created with the following settings:

MName: Ubuntu &4-bit
Location: D Wirtual_Machines\Ubuntu_Server-64 bit
Version: Workstation 15.x

Operating System: Ubuntu 64-bit

Hard Disk: 27 GB, Split

Memory': 2043 MB

Metwork Adapter:  MAT

Other Devices: CD/DVD, USB Controller, Printer, Sound Card

Customize Hardware. ..

|_|Power on this virtual machine after creation

< Back Finish Cancel
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Figure 4.7.6: Virtual Machine created

e Step 6 for Virtual Machine Play

Select Try or Install Ubuntu Server

[53! ubuntu 64-bit

GHU GRUB wversion 2.86

Try or Install Ubuntu Server

Test mMeMory

Use the * and 4 keys to select which entry is highlighted.
Press enter to boot the selected DS, ‘e’ to edit the cormmands
before booting or ‘c’ for a command-line.

The highlighted entry will be executed automatically in 26s.

Figure 4.7.7: Linux installation GUI

e Step 7 for Language

Select English > press enter.

[ ubuntu 64-bit
Willkommen! Bienvenue! Welcome! Aofpo noxanosaTs ! Welkom!

Use UP, DOWM and EMTER

3
3
3
3
»
»
»-
»-
-
-
3
3
3
3
»
»
>
»-
-
-
-
3
3
3
3

Figure 4.7.8: Language selection menu
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e Step 8 for Network Adapter

Select DHCPv4

1o
[m]

5 [B File Edit View VM Tabs Help =R 0, |7 ~ | E1evecom-s [[3* Ubuntu 64-bit

can use to talk to other mact , and which prefe L ficient

[ Create hond *» ]

[ Done
[ Back

Figure 4.7.9: Network adapter information

e Step 9 for Disk Partition

Select DHCPv4

% (B File Edit View VM Tabs Help =] & o [ ~ | T evecom-s 5 Ubuntu 64-bit
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Figure 4.7.10: Disk partition menu

e Step 10 for User Profile

Set name > server’s name > username > password > confirm password

> (@ Fle Edit View VM Tabs Help - 2 o o al

[ eve-com-5 [ Ubuntu 64-bit — 22

confirm

[ Done

Figure 4.7.11: Username, password creation menu

e Step 11 for Installation

¢ (@ File Edit View VM Tabs Help - & o s O ~ | [F] eve-com-5 I3 Ubuntu 64-bit -
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e Step 12 for Login

Select user > password > login

Figure 4.7.12: Linux Server installing

©Daffodil International University

Figure 4.7.13: Login interface
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4.8 Linux Server Basic Commands

Basic commands for directory create, list, remove.

asha@dollab: ~ Qjl = x
asha@dollab:~% pwd
/home/asha
asha@dollab:~% cd
asha@dollab:~$% df -Th
Filesystem Type Size Used Avail Use% Mounted on
tmpfs tmpfs 195M 1.6M 193M 1% /run
/dev/mapper/ubuntu--vg-ubuntu--1lv ext4 136 7.96 3.7G 69% /
tmpfs tmpfs 971M e 971M 0% Sdev/shm
tmpfs tmpfs 5.8M 4.0K 5.8M 1% /run/lock
fdev/sda2 extd 2.86 127TM 1.7G 7% /boot
tmpfs tmpfs 195M 184K 195M 1% /runfuser/1000
asha@dollab:~% uname
Linux
asha@dollab:~% free -m

total used free shared buff/cache available
Mem: 1941 844 99 3 998 933
Swap: 2047 2] 2047
asha@dollab:~% echo $SHELL
/bin/bash
asha@dollab:~$ [j
Figure 4.8.1: Linux terminal basic commands
asha@dollab: ~ Q || = Bax

asha@dollab:~% mkdir test
asha@dollab:~% 1s -1lh
total 36K

drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Desktop
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Documents
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Downloads
drwxr-xr-x 2 asha asha 4.0K Nov 6 ©08:07 Music
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Pictures
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Public
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Templates
drwxrwxr-x 2 asha asha 4.0K Nov 6 08:23 test
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Videos
asha@dollab:~% rm -rf test

asha@dollab:~% 1s -1h

total 32K

drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Desktop
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Documents
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Downloads
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Music
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Pictures
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Public
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Templates
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Videos

asha@dollab:~$ .

Figure 4.8.2: Linux terminal basic commands
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asha@dollab: ~ = X
asha@dollab:~$ touch asha text
asha@dollab:~$ 1s -1lh
total 32K
-rw-rw-r-- 1 asha asha ® Nov 6 16:49 asha text
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Desktop
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Documents
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Downloads
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Music
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Pictures
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Public
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Templates
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Videos
asha@dollab:~$ vim asha_text

Figure 4.8.3: Linux terminal file creation command

asha@dollab: ~ = x
Good Text editorf]
-~ INSERT -- 1,17 All

Figure 4.8.4: Vim command for text editor
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4.9 Linux Network Configurations

e Step 1 for Network Information

Command ifconfig > sudor apt install net-tools.

Enter command ifconfig.

r

asha@dollab: ~ Q

asha@dollab:~$ ifconfig

Command 'ifconfig' not found, but can be installed with:
sudo apt install net-tools

asha@dollab:~$% sudo apt install net-tools

Figure 4.9.1: ifconfig command

asha@dollab: ~ Q =

asha@dollab:~$ ifconfig
ens33: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.1.123 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::20c:29ff:fe5e:d55d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:5e:d5:5d txqueuelen 1000 (Ethernet)

RX packets 991 bytes 439196 (439.1 KB)

RX errors © dropped © overruns © frame ©

TX packets 300 bytes 52014 (52.0 KB)

TX errors © dropped © overruns © carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536

inet 127.0.0.1 netmask 255.0.0.0

inet6 ::1 prefixlen 128 scopeid 0x10<host>

loop txqueuelen 1000 (Local Loopback)

RX packets 151 bytes 12547 (12.5 KB)

RX errors © dropped © overruns © frame ©

TX packets 151 bytes 12547 (12.5 KB)

TX errors © dropped © overruns © carrier @ collisions ©

asha@dollab:~$

Figure 4.9.2: ifconfig command information

©Daffodil International University

49



e Step 2 for Network Configuration

Command vim > add ip address, subnet mask, default gateway etc.

asha@dollab: ~

DEVICE=eth®
HWADDR=00:8C:2D:FB:6B:B5
TYPE=Ethernet
UUID=6566a55b

ONBOOT=yes
NM_CONTROLLED=yes
BOOTPROTO=static
IPADDR=192.168.0.101
NETMASK=255.255.255.0
GATEWAY=192.168.0.1

== INSERT -- 10,20

Figure 4.9.3: network-scripts edited

e Step 3 for Network Manager
Command systemically status Network Manager for active status.
Command vim > /etc./resolve’s and add DNS servers.

asha@dollab: ~

asha@dollab:~$ systemctl status NetworkManager
® NetworkManager.service - Network Manager

jol
]l
x

All

i
x

Loaded: loaded (/lib/systemd/system/NetworkManager.service; enabled; uenda!
Active: active (running) since Mon 2022-11-87 11:55:28 UTC; 12min ago

Docs: man:NetworkManager(8)
Main PID: 903 (NetworkManager)
Tasks: 3 (limit: 2196)
Memory: 9.5M
CPU: 522ms
CGroup: /system.slice/NetworkManager.service
L 903 susr/sbin/NetworkManager --no-daemon

Nov 87 11:55:21 dollab NetworkManager[903]: <info>= [1667822121.
Nov 87 11:55:21 dollab NetworkManager[903]: <info>= [1667822121.
Nov 87 11:55:21 dollab NetworkManager[903]: <info>= [1667822121.
Nov 87 11:55:21 dollab NetworkManager[983]: <info= [1667822121.
Nov 87 11:55:21 dollab NetworkManager[903]: <info> [1667822121.
Nov 87 11:55:21 dollab NetworkManager[903]: <info> [1667822121.
Nov 87 11:55:21 dollab NetworkManager[903]: <info> [1667822121.
Nov 87 11:55:37 dollab NetworkManager[903]: <info> [1667822137.
Nov @7 11:56:42 dollab NetworkManager[903]: <info> [1667822202.
Nov 07 12:05:20 dollab NetworkManager[903]: <info> [1667822720.

6999]
7031]
7402]
7494]
7619]
7996]
8006]
4128]
8790]
0824]

device (1
manager:

device (g
manager:

failed to|
modem-man|
manager:

agent-man,
agent-man,
agent-man

Figure 4.9.4: Network Manager status command
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asha@dollab: ~

# Generated by NetworkManager

NO nameservers found; try putting DNS servers into your
ifcfg files in /etc/sysconfig/network-scripts like so:

DNS L= . XXX . XXX . XXX
DNS=XXX . XXX . XXX . XXX
DOMAIN=lab. foo.com bar.foo.com
|name5erver 8.8.8.8

|nameserver 4.2.2.1

W 9 % W W

-= INSERT -- 12,19

Figure 4.9.5: Nameserver text editor

e Step 4 for Browser Internet

Open Firefox browser, search from web address bar to access the internet.

google.com.bd

Gmail Images e

Google

I'm Feeling Lucky

Google offered

©Daffodil International University
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Figure 4.9.6: Internet access to browser
4.10 Linux NFS Server Configurations
e Step 1 for SELINUX Disabling

Servers SELINUX to verify by command get enforce.

Must be disabled to create NFS Server.

asha@dollab: ~ Q

asha@dollab:~$ getenforce
Disabled
asha@dollab:~$ .

Figure 4.10.1: Getenforce command on terminal

e Step 2 for NFS Package
Command sudor apt install nfs-kernel-server to install NFS packages.

Command systemically enable nfs-kernel-server command to enable NFS server.

©Daffodil International University
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asha@dollab: ~ Q

asha@dollab:~$ sudo apt install nfs-kernel-server
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
nfs-kernel-server is already the newest version (1:2.6.1-lubuntul.l).
0 upgraded, 0 newly installed, © to remove and 38 not upgraded.
asha@dollab:~$ systemctl status nfs-kernel-server
e nfs-server.service - NFS server and services
Loaded: loaded (/lib/systemd/system/nfs-server.service; enabled; vendor er
Active: active (exited) since Mon 2022-11-87 12:22:11 UTC; 2min 13s ago
Main PID: 5318 (code=exited, status=8/SUCCESS)
CPU: 1@ms

Nov @7 12:22:11 dollab exportfs[5317]: exportfs: can't open /etc/exports for reH
Nov @7 12:22:11 dollab systemd[1]: Starting NFS server and services...
Nov @7 12:22:11 dollab systemd[1l]: Finished NFS server and services.

Figure 4.10.2: NFS package installing

asha@dollab: ~ Q

asha@dollab:~$ sudo apt install nfs-common

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

nfs-common is already the newest version (1:2.6.1-lubuntul.l).
® upgraded, © newly installed, ® to remove and 38 not upgraded.
asha@dollab:~$ |

Figure 4.10.3: Nfs package installing
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asha@dollab: ~ Q =| =

asha@dollab:~$ systemctl enable nfs-kernel-server

Synchronizing state of nfs-kernel-server.service with SysV service script with /
lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable nfs-kernel-server

Failed to reload daemon: Method call timed out

asha@dollab:~% systemctl enable nfs-kernel-server

Synchronizing state of nfs-kernel-server.service with SysV service script with /
lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable nfs-kernel-server
asha@dollab:~$%

Figure 4.10.4: NFS command

©Daffodil International University
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e Step 3 for NFS Directory
mkdir command to create nfs share.

chmod 777 -R command to allow permission

asha@dollab: ~ Q = x
asha@dollab:~$ mkdir nfsshare
asha@dollab:~$ chmod 777 -R nfsshare
asha@dollab:~$ 1s -1lh
total 44K
drwxrwxr-x 2 asha asha 4.0K Nov 6 16:54 asha_folder
-rw-rw-r-- 1 asha asha © Nov 6 16:49 asha_ text
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Desktop
drwxr-xr-x 2 asha asha 4.0K Nov 6 ©08:07 Documents
drwxr-xr-x 2 asha asha 4.0K Nov 6 ©08:07 Downloads
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Music
drwxrwxrwx 2 asha asha 4.0K Nov 7 12:29
drwxr-xr-x 2 asha asha 4.0K Nov 6 ©08:07 Pictures
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Public
drwx------ 3 asha asha 4.0K Nov 7 12:14 snap
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Templates
drwxr-xr-x 2 asha asha 4.0K Nov 6 08:07 Videos
asha@dollab:~$
Figure 4.10.4: NFS directory created
e Step 4 for NFS Directory
Command vim > add ip address
asha@dollab: ~ Qll = X
# /etc/exports: the access control list for filesystems which may be exported
# to NFS clients. See exports(5).
#
# Example for NFSv2 and NFSv3:
# /srv/homes hostnamel(rw,sync,no subtree check) hostname2(ro,sync,no subt
ree check)
#

nfsshare 192.168.6.116[rw,sync,no_root squash,no subtree checkl)
# Example for NFSv4:

# /srv/nfs4 gss/krb5i(rw,sync,fsid=0,crossmnt,no subtree check)

# /srv/nfs4/homes gss/krb5i(rw,sync,no subtree check)

#

-= INSERT -- 7,63 All

Figure 4.10.5: NFS client ip address
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e Step 5 for NFS Server Restart

Command systemically restart nfs-kernel-server to restart NFS server.

r

asha@dollab:~$ mkdir nfsshare
asha@dollab:~$ chmod 777 -R nfsshare

asha@dollab:~$ 1s
total 44K
drwxrwxr-x
-TW-TW-T--
drwxr-xr-x asha
drwxr-xr-x asha

2 asha
1
2
2
drwxr-xr-x 2 asha
2
2
7 ¢
2

asha

drwxr-xr-x asha
drwxrwxrwx asha
drwxr-xr-x asha
drwxr-xr-x asha
drwx------ 3 asha
drwxr-xr-x 2 asha
drwxr-xr-x 2 asha
asha@dollab:~$ vi

-lh

asha 4.0K Nov
asha 0 Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
asha 4.0K Nov
/etc/exports

asha@dollab:~$ vim /etc/exports

[1]+ Stopped

asha@dollab:~$ l

e Step 6 for NFS Server File

ooOoONOOONOCOOO OO

16:
16:
08:
08:
08:
08:
12:
08:
08:
12:
08:
08:

54
49
07
07
07
07
29
07
07
14
07
07

asha@dollab: ~

asha_folder
asha_text
Desktop
Documents
Downloads
Music

Pictures
Public
snap
Templates
Videos

vim /etc/exports
asha@dollab:~$ systemctl restart nfs-kernel-server

Figure 4.10.6: NFS server restarted

Command touch nfs/file to create a random file and Is to view file.

M
x

file
asha@dollab:~$ .

Figure 4.10.8: List directory of nfs shared folder
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asha@dollab:~$ touch nfs/file
asha@dollab:~$ 1s nfsshare

asha@dollab: ~

1l
x
==
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4.11 Linux FTP Server Configurations

e Step 1 for FTP Address

Command vim > add ip address of FTP and hostname.

asha@dollab: ~ Q = x
192.168.50.26 ftp.example.com Tt[§
127.0.0.1 localhost
127.0.1.1 dol_lab
# The following lines are desirable for IPv6 capable hosts
p:l ip6-localhost ip6-loopback
febd::0 ip6-localnet
ffee::0 ip6-mcastprefix
ffe2::1 ip6-allnodes
ffe2::2 ip6-allrouters
1,33 ALl
Figure 4.11.1: Hostname, ip address set
e Step 2 for FTP Package
Command sudor apt install vsftpd to install ftp packages.
Command cd /etc/vsftpd > Is -lh to view package files.
asha@dollab: ~ Qfl = x

asha@dollab:~$ vim /etc/hosts

[1]+ Stopped vim /etc/hosts
asha@dollab:~% sup apt install vsftpd
Command 'sup' not found, but can be installed with:
sudo apt imnstall sup
asha@dollab:~% sudo apt install vsftpd
[sudo] password for asha:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
ssl-cert
The following NEW packages will be installed:
ssl-cert vsftpd
® upgraded, 2 newly installed, ©® to remove and 38 not upgraded.
Need to get 140 kB of archives.
After this operation, 391 kB of additional disk space will be used.
Do you want to continue? [Y/n] Y
Get:1 http://bd.archive.ubuntu.com/ubuntu jammy/main amd64 ssl-cert all 1.1.2 [1
7.4 kB]
Get:2 http://bd.archive.ubuntu.com/ubuntu jammy/main amd64 vsftpd amd64 3.0.5-0u
buntul [123 kB]
Fetched 140 kB in 2s (86.5 kB/s)

Figure 4.11.2: FTP server vsftpd package installing
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asha@dollab: ~ Q

asha@dollab:~$ cd /etc/vsftpdf]
asha@dollab:~$ 1ls -1lh

total 48K
-rw-rw-r-- 1 asha asha © Nov 7 16:36 vsftpd.conf
-rwxrwxrwx 1 asha asha © Nov 7 16:37 vsftpd_conf_migrate.sh

-rw-rw-r-- 1 asha asha © Nov 7 16:37 vsftpd.conf.org
asha@dollab:~$

Figure 4.11.3: Vsftpd package files

e Step 3 for FTP Configurations

Command vim > add FTP information’s

asha@dollab: ~ Q

# Enable this and ther server will recognise asynchronous ABOR requests. Not
# recommended for security (the code is non-trival). Not emalbing it.

# however, may confuse older FTP clients.

#async_abor_enable=YES

By default the server will pretend to allow ASCII mode but in fact ignore
the request. Turn on the below options to have the server actually do ASCII
mangling on files when in ASCII mode.

Beware that on some FTP servers, ASCII support allows a denial of service
attack (DoS) via the command "SIZE /big/file"™ in ASCII mode. vsfTtpd
predicted this attack and has always been safe, reporting the size of the
raw file.

ASCII mangling is a horrible feature of the protocol.

#ascii upload enable=YES

#ascii download enable=YES

#

# You may fully customise the login banner string:

ftpd banner=welcome to blah FTP service.

#

# You may specify a file of disallowed anonymous e-mail addresses. Apparently
# useful for combatting certain DoS attacks.

#deny email enable=YES

# lldefault follows]]

ECTE R R R R R O

-- INSERT -- 23,20 All

Figure 4.11.4: Vsftpd editor configurations steps
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1]
x

asha@dollab: ~ Q

# (default follows)

#chroot list file=/etc/vsftpd/chroot list

#

# you may activate the "-R" option to the builtin ls. This is disabled by

# default to avoid remote users being able to cause excessive I/0 on large

# sites. However, some broken FTP clients such as "ncftp" and "mirror" assume
# the presence of the "-R" option, so there is a strong case for enabling it.
#ls _recurse_enable=YES

#

# When “"listen" directive is enabled, vsftpd runs in standalone mode and

# listens on IPv4 sockets. This directive cannot be used in conjuction

# with the listen ipv6 directive.

listen=YES

#

# This directive enables listening on IPv6 sockets. To listen on IPv4 and IPv6
# sockets, you must run two copies of vsftpd with two configuration files.

# Make sure, that one of the listen options is commented !!

pam_service name=vsftpd
userlist_enable=YES

tcp wrappers=YES

use localtimee=YES

-=- INSERT -- 22,19 All

Figure 4.11.5: Vsftpd editor configurations steps

e Step 4 for FTP Server Start

Command service vsftpd start and service vsftpd restart.

® asha@dollab: ~ Q

asha@dollab:~$ cd /setc/vsftpdf]
lasha@dollab:~$ s -1lh

i
x

total 48K
-rw-rw-r-- 1 asha asha © Nov 7 16:36 vsftpd.conf
-rwxrwxrwx 1 asha asha ® Nov 7 16:37 vsftpd_conf_migrate.sh

-rw-rw-r-- 1 asha asha © Nov 7 16:37 vsftpd.conf.org
asha@dollab:~$ service vsftpd start

Starting vsftpd for vsftpd: se [FAILED]
vsftpd (pid 1742) is running...

asha@dollab:~$ service vsftpd restart

Shutting down vsftpd: [ ok ]
Starting vsftpd for vsftpd: [ ok 1]
asha@dollab:~$

Figure 4.11.6: Vsftpd starting and restarting
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asha@dollab: ~ Q

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:20 errors:0 dropped:0 overruns:0 frame:0
TX packets:20 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:1392 (1.3 KiB) TX bytes:1392 (1.3 KiB)

asha@dollab:~$ service iptables stop

iptables: Flushing firewall rules: [ ok 1]
iptables: Setting chains to policy ACCEPT: filter [ ok 1]
iptables: Unloading modules: [ oK ]

asha@dollab:~% cat fetc/passwd | grep ftp
ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
asha@dollab:~5 service iptables restart

iptables: Applying firewall rules: [ ok 1]
iptable: Loading additional modules: ip_conntrack_ftp [ ok 1]
asha@dollab:~5 service iptables restart

iptables: Flushing firewall rules: [ ok 1]
iptables: Setting chains to policy ACCEPT: filter [ ok 1]
iptables: Unloading modules: [ ok 1]
iptables: Applying firewall rules: [ ok ]
iptables: Loading additional modules: ip_conntrack_ftp [ ok 1]
asha@dollab:~$

Figure 4.11.7: Iptables restarting
e Step 5 for FTP IP Tables
Command vim > add relatable ip tables and information.
® asha@dollab: ~ Q = x

# Load additional iptables modules (nat helpers)

# Default: -none-

# Space separated list of nat helpers (e.g. ‘ip_nat_ftp ip_nat_irc’), which

# are loaded after the firewall rules are applied. Options for the helpers are
# stored in /etc/modprobe.conf.

IPTABLES_MODULES="ip_conntrack_ftp”

# Unload modules on restart and stop

# Value: yes|no, default: yes

# This option has to be ‘yes’ to get to a sane state for a firewall

# restart or stop. Only set to ‘no’ if there are problems unloading netfilter
# modules.

IPTABLES_MODULES_UNLOAD="yes”

# Save current firewall rules on stop.

# Value: yes|no, default: no

# Saves all firewall rules to fetc/sysconfig/iptables if fireawll gets stopped
# (e.g. on system shutdown).

IPTABLES_SAVE_ON_STOP="no”

# Save current firewall rules on restart

# Value: yes|no, default: no

# Saves all firewall rules to Jetc/sysconfig/iptables if firewall gets
“fetc/sysconfig/iptables-config” 54L, 1990C 1,1 Top

Figure 4.11.9: Iptables editor configurations
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e Step 6 for FTP Browser Access

Open Firefox browser > type address to access FTP Server.

Index of /ftp X O
[}(" C O mirbase.org
Index of ftp://192.168.50.26

Figure 4.11.10: FTP server access by browser
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CHAPTER 5

CONCLUSION AND SCOPE

5.1 Discussion and Conclusions

This internship is a tremendous huge possibility for me to use the knowledge | have acquired throughout my
academic career. As a surgical intern, Daffodil Online Limited | have developed my commitment to the

work. The key to working in an is being committed and having the right attitude.

sophisticated setting It goes beyond simple formalities. The engineers must get involved in the process of
the performance monitoring service, or technical engineering firm, for the majority. Working 24 hours a
day, seven days a week has given me effective ways to communicate with technical employees and work
gaps. due to the fact that there aren't many prospects for internet services. Over the course of my internship,

I gained a lot of experience working with (Daffodil Online Limited) ISP.

Throughout the course of my internship, | performed numerous tasks at regular intervals and learned
numerous important procedures from my peers and supervisors. | eventually gained the confidence to handle
the task myself. This

is a fantastic chance for me to put my knowledge and skills to use. Additionally, I developed fresh concepts
and learnt how to manage important failures. Since doing this sort of job is so beneficial to my career, 1 no

longer want to do it.

5.2 Scope for Further Career

Career requirements Under the Linux operating system, square size was achieved in some locations. The
professional chances in the Linux system square size described are not limited to the platform, but instead

encompass a wide range of industries, including desktop applications.

Device drivers, Kernel, and Development Open supply software and network engineers are now in high
demand from creators of open source software. Currently, several businesses are switching to Linux and
open-source software. Companies like Google, Yahoo, Boeing, Lufthansa, wiki.org, and some others go to
affordable open supply solutions. Professional networking in Linux, Mikrotik, etc. is in high demand.
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CHAPTER 7
APPENDICES

Actual learning occurs at the end of the working period when | have the chance to reflect on what | have

seen and experienced through experimental teaching and internships. | use the right business.

etiquette to observe clients and professional etiquette while learning how to interact with knowledgeable
caretakers, another set of employees, as well as a subject matter expert. I'm imposing a company's strategic
goal, ways to interact with coworkers, ways to share resources, ways to plan, ways to make decisions, some
technical knowledge of the commercial enterprise's environment, and the organization's accountability and

response.

The opportunity to seek an expert opinion is provided by the internship experience | had under the

supervision of my internship manager, which included an evaluation and one-on-one sessions.

At DOL, | gained a lot of practical knowledge regarding RJ45 cabling. a combination of 8 color codes that

are serially patched together and prepared for LAN cable connection.

Appendix A: RJ45 Cabling

At DOL, I gained a lot of practical knowledge regarding RJ45 cabling. a combination of 8 color codes that

are serially patched together and prepared for LAN cable connection.

RJ45 Pinout
T-568B

1. White Orange 5. White Blue

2. Orange 6. Green
3. White Green 7. White Brown
4. Blue 8. Brown
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