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ABSTRACT

We looked into some of the mechanisms for securing corporate wired Ethernet,
which are usually ignored. After a detailed analysis of all options, we decided on
an IEEE 802.1X port-based authenticator technique. The authentication server is a
radius server, and the authenticator is a Cisco switch. The major goal of
implementing IEEE 802.1X is to limit guest access to the LAN/wired network and
ensure that only genuine users are authenticated. The network is only accessible to
authenticated users. The suggested approach uses Microsoft Active Directory
Services in Microsoft server to monitor active users using centralized user access
management. Individual configurations of all entities engaged in the mechanism
are addressed in detail in order to properly offer a pilot version of the protocol that
could be used to debug all faults before being deployed on a live network. We will
be able to keep track of all users/employee action on the organization’s network by

configuring the accounting tab on the Server Manager.
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Chapter-1
INTRODUCTION

1.1 Introduction:

Words like ‘threat’, ’vulnerability’, and ‘risk’ in the context of computer security refer to
anyone or anything that creates a herm to the information, software, or hardware, or even
the users themselves. Threats, vulnerabilities could come from insiders or outsiders who
are not part of the network. More and more organizations are adopting newer technologies
in this era of technological growth for a number of reasons, running from improved
customer service for better working conditions for their own employees. Every day, new
vulnerabilities are identified, making it even more important for business to admit, map,
and understand their infrastructure in an increasingly secure and connected world.
Organizations must be aware that cybercriminal gangs are always developing new ways to
get access to an organization’s resources, most commonly through their networks. Today’s
businesses require knowledge of their network architecture, including hosts, VLANS,
VPNs, Nat, routing protocols, network access rules, network components, OS update
etcetera. After that, security administrators can utilize the network map to identify existing

vulnerabilities and device better security policies to counter them.
1.2 Motivation:

We cannot think an organization’s server or network system without any security policies.
It is must to ensure the security of the network. IEEE slandered policy 802.1x
authentication is a small part of ensuring security. RADIUS server is used to configure
that.

©Daffodil International University 1



Chapter-2
Authentication Technology

2.1 Why Authentication:

The process of verifying that someone or something is what they claim to be is called
authentication. Authentication technology checks a user’s credentials. Match them in the
database if the credentials are legit or not then he can get the access control to the network.

Authentication ensures secure system and organizational information security in this way.

Organizations can keep their networks safe by allowing only authenticated users to their

protected resources.
2.2 Authentication type:

2.2.1 Authentication protocols PPP Point-to-Point:

Before getting access to the server resources one remote client must have to be validated
his identity by the point-to-point protocol. The majority of them rely on a password for
authentication. In most circumstances, the password must be shared in advance between
the communication parties. One of the oldest authentication systems is the password
Authentication Protocol. The clients initiate authentication by sending a packet containing
credentials (username and password) at the start of the connection, and then reporting the
request until and acknowledgement is received. Because credentials are transferred “in the
clear” and repeatedly, it is very unsafe, leaving it subject to even the most basic assaults
like eavesdropping and man-in-the-middle attacks. Despite its widespread acceptance, it is
required that if an implementation provides a stronger authentication technique, that
method must be provided before PAP. Mixed authentication (e.g., the same clients using
both PAP and CHAP) is also not intended, as PAP delivering the password in plain-text-

might compromise CHAP authentication.

©Daffodil International University 2



PAP two-way handshake

Username: Alice
- L password: awesomeAlicel
; 2. Accept/Reject
]

Alice’s personal laptop Server

Figure 2.2.1: PAP 2-way handshake

2.2.2 AAA Architecture protocols:

AAA architecture protocols stands for Authentication, Authorization and Accounting. This
protocol used in a very complex and large network to verifying the users, regulate access

to server resource, and monitor network information for service billing.
2.2.2.1 TACACS, TACACS+, and XTACACS

This is the oldest IP based authentication which does not use any kind of encryption.
Authorization and accounting were added on later version XTACACS. TACACS+
eventually replaced both of these protocols. TACACS+ isolates the AAA components,
allowing them to be handled separately on separate servers. IT transports date via TCP and

encrypts the entire packet. TACACS+ is a cisco only system.
2.2.2.2 RADIUS

RADIUS stands for remote authentication Dial-In user service, which is a full AAA
protocol. It employs NAS and UDP protocol for transport. And credentials are based on

username-password combination.
2.2.2.3 DIAMETER

Diameter developed from RADIUS. It has a number of upgrades, in diameter more reliable

TCP or SCTP transport protocols and TLS based security is used.

2.2.3 KERBEROS

©Daffodil International University 3



Kerberos is a core network authentication system developed at MIT that is available as a
free MIT implementation as well as various commercial solutions. In windows 2000 and
upper, it is the standard authentication technique, Kerberos uses symmetric key
cryptography. It requires a trusted third party, and can use public key cryptography during
some step of authentication if necessary. It made the authentication process far more

involved than earlier protocols.

Authenticatio

auth Server (AS)
reguest
( A, B
Client/TGS5 | -

TGT
C.D
TGT
authenticator
E.F

Client_to_server ticket
Client/server

Service
E’_G ) Server (55)
Client to server ticket
authenticator }
L 1

H
time auth

Figure 2.2.3: Kerberos authentication scheme

2.2.4 Authentication Protocols

= Basic Access Authentication

= CAVE based authentication

= CRAM-MD5

= OpeniD Protocol

= Security Assertion markup language (SAML)

= Password authenticated key agreement protocols

= RFID- authentication Protocols

= Protocol for Carrying authentication for Network Access (PANA)

©Daffodil International University 4



= Secured Remote Password Protocol (SRP)
= RFID- authentication Protocols

= Woo Lam 92 Protocol

= AKA

And many more.
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Chapter-3
RADIUS
The Remote Authentication Dial-In-User (RADIUS) is a networking protocol that allows

users to connect to and use a network service with authentication, authorization, and
accounting (AAA) administration. Livingstone Enterprise created RADIUS in 1991 as an
authentication and accounting protocol for access servers. Later on, it was included into
IEEE 802 and IETF standards.

RADIUS is a TCP or UDP based client/server protocol that runs in the application layer.
The RADIUS client component of network access server, which manage network access,
normally connects with the RADIUS server. For 802.1X authentication, RADIUS is
frequently used as the back end. A RADIUS server is generally a background process on
UNIX or Microsoft windows that rubs in the background.

RADIUS is basically a dial-in access server which authenticate a user by checking his user
name and password before connecting a network if the server already configured an 802.1x
authentication service. When connecting in a network the device generates a message using

the RADIUS shared secret in the message. The message is called Access Request message.

b
L

.
e

|
=
-

Zuthorisallon
i -

Authanlicalien

Figure 3: RADIUS

©Daffodil International University 6



Chapter-4
IEEE 802.1X Technology

There are three elements of 802.1X authentication.

Supplicant Port Access Entity (PAE): The client side of the authentication process

is handled by this program on the client device.

Authenticator: This device handles the port access to the network. Communications
between the authenticator PAE and the supplicant PAE are tunneled through the
authenticator PAE.

Server: A client is authenticated by this server with the supplicant PAE through EAP

authentication conversations.

Figure 4: Elements of 802.1x authentication

4.1 Certificate Authentication

The main goal to install or configure certificate authentication is to verify that the device
is connecting with the right RADIUS server. We need an active directory installed into the
main server. After that we need to configure the Active Directory Certificate Service.

©Daffodil International University 7



Chapter-5

Installation and Configuration

Before the installation first thing we need is an Active Directory Domain server. For that
we will be using Windows Server 2016. RADIUS is basically a build-in service which we

have to install and configure.

Here we will see the installation process step by step. It’s a very sensitive process which
can be failed if the pre-tasks aren’t do properly. The IP address of the domain controller
must be static. The IP address and the preferred DNS server have to be same on the ADDS
(e.g., IP Address: 192.168.1.24; Preferred DNS Server: 192.168.1.24)

General

‘You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IF address:

IP address: | 192.168. 1 . 24 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 192.188. 1 . 1 |

Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 192.168. 1 .24 |

Alternate DMS server; | . . . |

[ ] validate settings upon exit s "

QK Cancel

Figure 5: IP Configuration

©Daffodil International University 8



And if there is not any ADDS on the sever 2016 then we have to install domain controller

feature from Add roles and features.

1. Search “Server Manager”

2. Right click on “Manage” then “Add Roles and Features”

3. Then click next from “Before You Begin” to “Server Roles” and ¥ mark on “Active
Directory Domain Services”. Then “Add Features” then popup window will come.
Then next till install button arise. Then hit “Install” button.

4. Next “Promote This Server to a Domain Controller”.

5. “Add a new forest” Root domain name: “any name followed by .com or .local” then

next.

Select a strong password. Then next.

Next. A window will show the domain name. Then next.

Next>...>Install...>Complete.

© o N o

Now Log in > User Id: Administrator. Password:” Step 6”.

Now This ADDS will be the main server controller. And the main user will be the

Administrator.

©Daffodil International University 9



i& Dashboard o s Add S

¥ Configure this local server e

B Local Server Create Server Group

i All Servers QUICK START Server Manager Properties

g File and Storage... b 2 Add roles and features o B

Server Manager

Tools View

Server Manager * Dashboard Manage Help

Add Roles and Features

Remove Roles and Features

rs to manage

WHAT'S NEW

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

ii ;!fv?::s Storge 1 # Local Server 1 ii All Servers 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

Figure 5: Server manager Dashboard.

5.1 Active Directory Certificate Services installation

After finishing the installation of Active Directory Domain Services, we have to install

Active Directory Certificate Services. For a organization ADCS build a public key

infrastructure (PKI) for digital certificate and signature. ADCS is that service role that

allows to do it.

Steps:

1
2
3.
4

From server manager click on “Manage” then “Add roles and Features”

Click “Next” till “Server Roles”

' mark on “Active Directory Certificate Services”. Then click on “Add Features”.
\ mark on “Certificate Authority”. Then “Next” and “Install”. (It will take few

minutes). Then close.

©Daffodil International University 10



5. Now “Configure Active Directory Certificate Services on this destination server”

Active Directory Certificate Services
Addibonal steps are required to configure Active Directory Certificate Senaces on the destination
cErVer
g re Artive Directory Cartificats Servics i the derlinatinn srved
Certification Authority
Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools
Certification Authority Management Tools

6. Then “next” then ¥ mark on “Certificate Authority”. And “next”
7. “Next” till “Cryptography” page.
8. Select the options as shown.

lect a d Key lengt
RSAIMcrosoft Software Key Storage Prowder {»|| 2042 |
Select the hash aigonthen for sgning certificates ssued by thes CA
Sk 3
S
VT
v ASOW 20MNEratar interachon when the prvate ey o accessed by the Ca
e ograp
]
| < Prewiows Nlﬁ_ ey Cancel |
Fictinstonnnd B L )

“Next”.
9. Then “Next” till “Configure” button arise. Click on “Configure” button.
10. And we are done installing “Active Directory Certificate Services (ADCS)”.

5.2 Network Policy and Access Services installation

Now we have to install “Network Policy and Access Services”.

1. From server manager click on “Manage” then “Add roles and Features”

2. Click “Next” till “Server Roles”

©Daffodil International University 11



3.~ mark on “Network Policy and Access Services”.

Select one of mate roles 12 install o0 the selected server

Roles Description
- ctve Dwectory Certficate Services
|l . Terctowry Tertificate Semvces (ot bl '\?, e o % o T
! [AD CS) i usad 10 create
v ¢ Lrectory Doman Servces ajec certufication authonties and refated

[T Active Directory Federation Services rale services that allow you to ssue
and manage cendicates used in a

Active Drectary Lightwesght Directiory Serices
o Ve v 5 varety of apphcations.

[T Actwe Directory Rights Management Services
[ Application Server

[ DHCP Server

v L L aled
[ Fax Server
b [ Fled
[ Hyper-v
[Chlves Policy and Access Services

L Prsvt and Document Services

[T Remote Access
[ Remote Desitop Services

(][] |

5. Click on “Add Features”. And then click “Next” button until the “Install” button

arise and hit “Install”.

6. “Close”.

Now the dashboard will look like this.

©Daffodil International University 12



IR <o+ o ek

l Local Server
i Al Servers
8 ADCS

i§ ADDs

& DNS 2 Add roles and features
#§ File and Storage Services b
T\ Nap

. Configure this local server

3 Add other servers 10 manage

4 Create a server group

ROLES AND SERVER GROUPS
flolex 3 | Servergroupsi 1 | Serverstotal )

"} ADcCs 1 il apDs 1

Figure 5.2: Server Manager
5.3 User and Group create

Now we have to create an organizational Unit “dot1x”

] Active Directory Users and Computers

File  Action View Help

AR EEET EEE Y &1

E| Managed Service Avcounts bm MName Type Description

5 || Saved Queries

v 33 rabby.local There are no items to show in this view,
% 7] Builtin

sy [ Computers
% (2] Domain Controllers
5[] ForeignSecurityPrincipalt
sy [ Managed Service Accour
s [7] Users

o dotlx

©Daffodil International University 13



2. Make a group inside the unit

File Action View Help

o HFE B Edz HRE TRETER

] Active Directory Users and Com
s | Saved Queries
v (3 rabby.local
» [ Builtin
Computers
Domain Controllers

82 4
b

ForeignSecurityPrincipal
Managed Service Accour

e I I [

zers
dotlx

Mame

Type Description

otlxgroup Security Group...

3. Copy the Administrator user and name it

j Active Directory Users and Computers — O * -
File Action View Help
— = = | e e q
e @ B XELz BHETaETE%
j Active Directory Users and Com|| pame Type Description ~
» L] Saved Queries %Administrator User Built-in account for ad...
e iﬂ ribl;y.!::Fal %Allowed RODC Pa... Security Group... Members in this group c...
’ :: CUI " " %Cert Publishers Security Group... Members of this group ...
» omputers
= p. %Cloneable Dd .
» (2] Domain Controllers &De‘f A Copy Object - User X
5[] ForeignSecurityPrincipal|| =¥ Efu ceo
» || Managed Service Accout %Demed R_OD
[ Users £8, DnsAdmins 3) Createin:  rabbylocal/Users
21 dotlx %DnsUpdatePr
% Domain Adrr]
%Domain Corrl First name: |w1'reduser | Initials: I:I
% Domain Con
%Domain Gue Last name: | | Hil
% Domain User Full name: |w1'reduser |
% Enterprise Ad
% Enterprise Ke|  User logon name:
H2 Enterprise Re |\.\q'red|.|5er| | @rabby local v
% Group Policy
& Guest User logon name (pre-Windows 2000):
£ Key Admins | |FABBY\ | |wireduser |
% Protected Us
< > || 42 RAS and 145 | v
< Back Neot > Cancel
Events
s [ o |
©Daffodil International University 14



4. Create password

Copy Object - User

E) Createin:  rabby local/Users

Password:

Corfim password:

Password never expires
[] Account is disabled

[[] User must change password at next logon

] User cannat change password

< Back Mext > Cancel
! I T
5. Move the user to the organizational unit
] Active Directory Users and Computers — O
File Action View Help
= = = R = | 4R gy e I
e nE B XEdz BRI T eETE%
: Active Directory Users and Com|| pame Type Description
EEI Sa:sdl{}uelnes &Defaultﬁ\ccount User A user account manage..
v # r?. B},r..;i.ca %Denied RODC Pas... Security Group... Members in this group c...
?I L %Dnsﬁ\dmins Security Group... DMNS Administrators Gro
~ | Computers . i Copy...
57 Domain Controllers %DnsUpdateProxy Security Group...  DNS clients who are per
3 ForeignSecurityPrincipal: %Domain Admins Security Group... Designated administrate Add to a group...
| Managed Service Accour 82 Domain Computers Security Group... All warkstations and ser Disable Account
| Users %Domain Controllers  Security Group...  All domain controllers i. Reset Password...
=1 dotlx %Domain Guests Security Group...  All domain guests Move...
%Domain Users Security Group... All domain users Open Home Page
%Enterprlse Admins  Security Group... Designated administratc Send Mail
%Enterprise Key Ad... Security Group... Members of this group .
82 Enterprise Read-o... Security Group... Members of this group . All Tasks
%Group Policy Crea... Security Group... Members in this group ¢ cut
u
&Guest User Built-in account for gue
%KeyAdmins Security Group...  Members of this group . REEE
82 protected Users Security Group... Members of this group . Rename
%RAS and A5 Servers  Security Group...  Servers in this group car Properties
%Read—only Domai..  Security Group...  Members of this group .
%Schema Admins Security Group... Designated administrate Help
% wireduser User
< >

©Daffodil International University
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] Active Directory Users and Computers

FE; Action  View  Help
e nm BB HEI B aETa%

j Active Directory Users and Com || Mame Type Description
» || Saved Queries ,
—_I %doﬂxgmup Security Group...
~ [ rabby.local i
. E; wireduser User
% || Builtin
» ] Computers
» 2] Domain Controllers
» [ | ForeignSecurityPrincipal:
> [] Managed Service Accour
|| Users
2] dotlx
Mana Tools Vi
: Active Directory Users and Computers - m} * — = N =
vireduser Properties 4 H
File Action View Help
¥ = = a2 = | 4y e 7 Remote control Remote Desktop Services Profile COM=
As * ‘ - | ‘gj g ‘ x B o | ﬂ | & L@y E @ General ~ Address  Account  Profile  Telephones  Organization
: Active Directory Users and Com || Name Type Description Member Of Dialin Environment Sessions
» [ Saved Queries %dnﬂx i
group Security Group... | Memberdf-
M ij ra_bby.!ocal %wwreduser User Th\
» || Builtin Name Active Directory Domain Services Folder
y B Computers Administrators rabby local /Buitin
» |21 Domain Controllers 1 Domain Admins rabby local/Users
» [ ] ForeignSecurityPrincipal: ang Domain Users rabby local/Users
» || Managed Service Accout Enterprise Admins  rabby local/Users
] Users Se| Group Policy Cre... rabby local/Users 2
2 dotlx Schema Adming rabby localUsers
ery|
< > € > his
L Add... Remove
Select Groups X
Select this object type: Primary group: Domain Users
‘Gmups AL TSRS ‘ Object Types. . There is no need to change Primary group unless
From this location: Set Primary Group you have Macintosh clients or POSIX-compliant
applications
‘mbby.local Locations...
Erterthe object names to select (@mples E% D
dot 1 Check Names
@ Ma
oK Cancel Apply Help
Eve
7 Advanced.. Cancel Services
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dotlxgroup Properties ? by
General Members  Member Of Managed By
Members:
Mame Active Directory Domain Services Folder
l wireduser rabby local /dot 1x
Add... Remove
Conca | [RGB
8.
9. Done.

5.4 RADIUS Installation

Installation of RADIUS is as simple as the previous installation process. The steps and the

process are shown below.

©Daffodil International University
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1. First go to “Network Policy Server”

Filter L i

y
®
1

Server Name  |Pvé Address Manageability

ADDS 192.168 Add Roles and Features

Shut Down Local Server

Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Metwork Policy Server

Manage As ...

EVENTS Start Performance Counters
All events | O total Refresh

Filter =]

Server Name D Severity Source log Date and Time

2. In “NSP” select “RADIUS server for 802.1X wireless or wired Connections” then
click “Configure” 802.1X.

@ Metwork Policy Server
File Action View Help

&= |m =
@ s (Loca)

» [] RADIUS Clients and Servers

> [5f Policies Getting Started

'-E Accounting Network Policy Server (NPS) allows you to create and enforce organization-wide network access policies for
» Wl Templates Management connection request authentication, and connection request authorization.

Standard Configuration

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

RADIUS server for 802. 1% Wireless or Wired Connections

|
RADIUS server for Dial-Up or VPN Connections /
RADIUS serverfor B02.1X Wireless or Wired Connections
When you corfigure NPS as a RADIUS serverfor 802 1X connections, you create network policies that allow

NP5 to authenticate and authorize connections from wireless access points and authenticating switches (also
called RADIUS clients)

B} cCorfigure 802.1X +— B Le=mmo=

Advanced Configuration -

©Daffodil International University 18



3. In This page select “Secured Wired (Ethernet) Connections” and then “Next”.

Type of 802.1X connections:
() Secure Wirsless Connections

When you deploy 802 1X wireless access points on your networlc, NP5 can authenticate and authorize
connection requests made by wireless clients connecting through the access points.

(®) Securs Wired (Fthemet) Connections

When you deploy 802 1X authenticating switches on your networl:, NP5 can authenticate and authorize
connection requests made by Bthemet clients connecting through the switches.

MName:
This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or modify it .

Secure Wired (Ethemet) Connections

Previous Finish Cancel

©Daffodil International University
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4. Here Give a Friendly name and the IP of the switch. Then a suitable key (Shared
Secret) here mine is “secret”. Then ok.

Settings

Select an existing template:

Name and Address it
Friendly name:
|Gsco Switch |

Address (IP or DNS):
[152.168.1.12 || Verfy..

Shared Secret
Select an existing Shared Secrets template:

Maone -

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual () Generate
Shared secret:

Confirm shared secret:

Cancel s
Select the EAP type for this policy.
] BCC
Type (based on method of access and network configuration):
Microsoft: Secured password (EAP-MSCHAF vZ) W Configure...
5. zan

©Daffodil International University 20



6. “Next” then click “Add”. And select the group we crated “dot1x”.

Select Group x
Select this object type: deni:
|Gmup | Object Types...
From this location:
|mbbv.lncal Locations. .
Enter the object name to select (examples):
dot 1] Check MNames E
F
=y
7. Then click “next”.
Groups | Add... |
RAEEY dot Txgroup Remove
Previous Mend Finish Cancel

©Daffodil International University
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8. Now click “Finish”.
Configure 802.1X x

Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS clients

You have successfully created the following policies and configured the following RADIUS clients.

+ To view the configuration details in your default browser, click Configuration Details.
* To change the configuration, click Previous.
+ To save the configuration and close this wizard, click Finish.

RADIUS clients:
CiscoSwitch (192 168.1.12)

Connection Request Policy:
Secure Wired (Ethemet) Connections

Network Policies:
Secure Wired (Ethemet) Connections

Configuration Details

Previous Medt Finish Cancel

9. Here is the switch (Client).

File Action View Help
|55

@- NP3 (Local) RADIUS Clients

w [ | RADIUS Clients and Servers

ﬂ RADIUS Clients ;}! RADIUS clients allow you to specify the network access servers, that provide access to your networl:.
i_:] Remote RADIUS Server
~ LEJ Policies
| Connection Request Pof| Friendly Name IP Address Device Manufacturer  Status
| Network Palicies ﬂ CiscoSwitch 192.168.1.12 RADIUS Standard Enabled

‘ﬁ Accounting
W Templates Management
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10. And here is the policy.

File  Action  View  Help

o5 H

w [7] RADIUS Clients and Servers
i RADIUS Clients “  Network policies allow you to designate who is authorized to connect to the network and the circumstances

.i'ﬂ Remate RADIUS Server under which they can or cannot connect.
v I_E‘J' Policies

] Connection Request Po Policy Name Status Processing Order  Access Type S
\— Metwork Policies ure Wired (Ethemet) Connections . | !
'ﬁ Accounting £ Connections to Microsoft Routing and Remote Access server
5 Wl Ternplates Management ,Lﬁ[:onnections to other access servers Enabled 1000000 u

11. Double click on “Secure Wired (Ethernet) Connections”. (Tik Mark on “Ethernet”
step 4) then next.

Server - m} X

Secure Wired (Ethernet) CDHHEW

Overview Conditions Constraints Settings

Help

Network Policies

hts and Servers Configure the constraints for this network policy.
licnts © Metwork policies allow you to designate If all constraints are not matched by the connection request, network access is denied.
under which they can or cannot connect]
RADIUS Server = Congtraints:
on Request Pg|| Policy Name Constrainis Specify the access media types required to match this policy
_ — g Authentication Methods
Policies [ Secure Wired (Ethemet) Connections Common dialup and VEN tunnel
tﬁ[ﬁnnneﬂmns to Microsoft Routing and Remote 5_3 ldle Timeout _m::wﬂ \[aMu: En} unnel types
= . < (Modem
lanageme ﬁﬁ&mnedmns to other access servers u3, Session Timeout i 1SN Syne
5] Called Station ID L Syne {T1 Ling)
E - (] Virtual (VPN)
‘ T .
£T| Day and time restrictions Commen 802.1X connection tunnel types
Conditions - f the following condtions are met: Z‘ '
1 " f Tolen Ring
Condtion Valus [ Wireless - IEEE 802.11
NAS Port Type Ethemet oh 4
Windows Groups  RABE'“™“dot Txgroup et o
[] ADSLCAP - Asymmetric DSL Carmierless Amplitude Phase Modulation A
] ADSL-DMT - Asymmetric DSL Discrete Mutti-Tone
] Async (Modem)
] Cable v
Settings - Then the following settings are applie| 3
Setting
> €
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12. Now right click on “NPS”. Stop the service and then start it again.

@, Metwork Policy Server

File Action View Help

e« 25 B
@ NPS (L " . I.ﬁ
v [T RA Import Configuration
ﬂ Export Configuration allow you
= canaorc
Start MPS Service
v I_ELI' Po I
B Stop MPS Service
= Register server in Active Directory t} Conne:
LY oft Routi
9 ‘ﬂ < Properties "
I » Wl Te Coess se
Help

@. Metwork Policy Server

File Action View Help
e=%|xm HE

@ NPS (Lo . Iﬁ
v [ RAD Import Configuration I —

ﬂ F Export Configuration ow you to desic
an or cannot co

ﬂ f Start NP5 Service

W I_EJ Palic

¢ Stop MPS Service

=N Register server in Active Directory Connections
Loy Routing and R
19 "E e Properties g an
I > Wl Temn 1E88 SEMVEN
Help
13. H

14. Done.
5.5 Switch configuration
Here we used a Cisco switch as a client. To configure we have to follow this command:
config t

aaa new-model
©Daffodil International University
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aaa authentication dot1x default group radius

dotlx system-auth-control

radius-server host 192.168.1.24 auth-port 1812 acct-port 1813 key secret

Iradius-server host 192.168.1.24 key secret

int fa 0/1

switchport mode access

dotlx port-control auto

end

5.6 Client device connect

Here we used a windows computer as a client device. But first we have to check if the

Wired AutoConfig service is installed or not. For that press the windows key along with

“R” key to open “run”. Now type “services.msc”.

S Services
File  Action

= | B [

View

Help
= HsmEl @ now

i Services (Local)

* Services (Local)

Wired AutoConfig

Start the service

Description:

The Wired AutoConfig (DOT3SVC)
service is responsible for performing

|EEE 802.1X authentication on

Ethernet interfaces. If your current
wired network deployment enforces
2802.1X authentication, the DOTISVC
service should be configured to run
for establishing Layer 2 connectivity
and/or providing access to network
resources, Wired networks that do
not enforce 802.1X authentication are
unaffected by the DOTISVC service.

~
Mame

Sk Windows Media Player Met...
Lk Windows Mixed Reality Op...

5L Windows Mobile Hotspot S...

ELWindows Modules Installer
Lk Windows Perception Service

‘L Windows Perception Simul...
£k Windows Push Motification...
Sk Windows Push Motification...
Lk Windows PushTolnstall Serv...

£k Windows Remote Manage...
Sk Windows Search

Lk Windows Security Service
EhWindows Time
ELWindows Update

Lk Windows Update Medic Ser...
“LLWinHTTP Web Proxy Auto-...

Description

Shares Win...

Enables Mix...
Provides th...
Enables inst...
Enables spa...
Enables spa...
This service ...
This service ...
Provides inf...
Windows R...
Provides co...
Windows Se...
Maintains d...
Enables the ...
Enables rem...

WinHTTP i...

The Wired A...

Status

Running
Running

Running

Running

Running

Running

Startup Type Log *~
Manual Met
Manual Loci
Manual (Trig... Loci
Manual Loci
Manual (Trig... Loc:
Manual Loci
Automatic Loc
Automatic Loci
Manual (Trig... Loci
Manual Met
Automatic (.. Loci
Manual Loci

Manual (Trig... Loci
Manual (Trig... Lo

red AutoConfig
SR WLAN AutoConfig
LCLWMI Performance Adapter
EkWork Folders

5k Workstation
£

The WLANS...
Provides pe...
This service ...
Creates and...

Running

Running

Manual Loci
Manual Loci
Manual

Manual Loci
Manual Loci
Manual Loci
Automatic Met v

>

\ Extended /(Standard
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double click on Wired AutoConfig and set “startup type” to “Automatic”. Then “OK”.

Wired AutoConfig Properties (Local Computer) |
Gereral |ogOn  Recovery Dependencies I
Service name: dotJave

Display name: Wired AutoConfig

Descrintion: The Wired AutoCorfig (DOT3ISVC) service is ~
escription responsible for peforming |IEEE 802.1%

= tharticzticnn am Bthamat irdad srae § unanr coraed <

Path to executable:
CAWINDOW Shaystem 32%svchost .exe 4 Local SystemMNetwork Restricted p

Startup type: Automatic w

Service status: Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Foly

Now we have to setup some setting. Go to network setting and then wired connection.
Then the go to the actual physical connection and then properties.
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nii-ummm » Networ

lrganize v Disable this network device |

& Local Area Connection .
Network cable unplugged

¢ ¥ Realted ® Disable |

gs NUEE Status b
& *T[c: Diagnose

& Wireles 5  Add to Bridge
( dm Micros Create Shortcut
Delete

% Rename

“ Propoﬂﬂ

r

Go to authentication and ¥ mark on “Enable IEEE 802.1X authentication. And we are
done.

When we plugged in the LAN cable popup window will come. Here the user name will
be “RABBY\wireduser”. And password is “Password128#”. Hit ok and we can

successfully connect to the network.

Windows Security S WS- &

Network Authentication
Please enter redentials

[ W ser name
rum# L= l
‘ l Password ]

[ ok || cence |

5.7 Conclusion
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Through the report paper we have made it clear that every physical device need security.
And 8021x authentication is just only a simple part. We showed what is authentication,
what is radius server, how the process work. RADIUS is a default security policy in
windows server operating system. We showed how to enable it step by step, and how it

works.
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